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Abstract: Information sharing is a critical component of a distributed and multi-actor digital ecosys-
tem (DE). DE actors, individuals and organisations, require seamless, effective, efficient, and secure
architecture for exchanging information. Traditional point-to-point and ad hoc integrations hinder
the ability of DE actors to do so. The challenge is figuring out how to enable information sharing in
a complex DE. This paper addresses this important research challenge and proposes the theory of
information trilogy and conceptual DE information exchange architecture, which is inspired by the
study of nature and flow of matter, energy, and its states in natural ecosystems. This work is a part of
the large DE information framework. The scope of this paper is limited to the emerging concept of
DE information exchange. The application of the DE information exchange concept is demonstrated
with the help of a geospatial information sharing case study example. The results from this paper can
be used by researchers and practitioners for defining the DE information exchange as appropriate to
their context. This work also complements Shannon’s mathematical theory of communication.

Keywords: digital ecosystem; information exchange; information sharing; reference architecture;
theory of information trilogy

1. Introduction

Digital ecosystem (DE) is defined as “a set of distributed, adaptive, and open socio-
technical systems. Being parts of such ecosystems, individual persons, public and private
organisations are becoming increasingly dependent on each other” [1]. DE, enabled by
digital technology, is a complex network of individual and organisational actors (infor-
mational organism) who need to share information for value co-creation [2,3]. There are
several types of DEs such as digital agriculture ecosystem, digital business ecosystem,
digital government ecosystem, digital military ecosystem and digital health ecosystem etc.
These DEs including physical ecosystems operate in the information sphere, which is also
called “infosphere” [4]. Infosphere contains several informational entities or actors, which
are called informational organisms. Information and its sharing (among informational
organisms) are critical and core to these DEs. For instance, in a digital military ecosystem,
efficient and effective information sharing is critical for coordinated decision making and
operations in battlefields [5]. Furthermore, information sharing can also be observed in
digital health [6] and government ecosystems [3].

There are several definitions of information [4,7]. The information concept can be
defined as a set or group of related data elements including data contents and documents;
thus, data are an implicit part of information [8]. Data elements represent raw facts
encapsulated in data attributes, content containers, and documents [2,7]. The concept
of information is relative and contextual in nature. For instance, it has been mentioned
that “ ... the concept of information depends on the context of where and how it is being
used” [9]. Thus, this paper aims to define information in the context of DE, which is inspired
by natural ecosystems. Information management, from Information Science [10,11] and
Information Systems [12] disciplines, is an important capability that deals with the “control
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over how information is created, acquired, organized, stored, distributed, and used as
a means of promoting, efficient and effective information access, processing, and use by
people and organizations” [13]. A large amount of information or data are sourced from
different channels and parties in DE [14]. Information sharing in DE is challenging [15,16].
This draws our attention to the following main research challenge and underpinning two
research questions:

e  Research Challenge: How to enable information sharing in complex DE?

o RQ1: What do we mean by information in a DE context?
o RQ2: How to share such information in DE?

This paper aims to address the above-mentioned research challenge and questions.
The main contribution of this paper is two-fold: a theory of information trilogy (RQ1)
and a conceptual model of DE information exchange architecture (RQ2). As indicated
earlier, there are several definitions of information that describe information from storage,
processing, management, probability, measurement, and quantification perspectives [17].
However, it is still not clear: What is information? How to identify it? Where to look
for relevant information? Can it be destroyed? Can it be created? The proposed the-
ory of information trilogy aims to address some of these ambiguities and provides the
natural ecosystem-inspired definition of information, which states that “information is
matter and energy, which has different states or forms. Matter and energy flow in the
natural ecosystem”.

This theory further explains how to translate these three concepts from a natural
ecosystem to identify nine generic information elements (Table 1) and principles (Table 2),
which can be used for identifying and handling information elements in complex DEs. In
summary, this theory is defined with a view to define and identify information in complex
and heterogenous DEs, which is a key contribution to the Information Science discipline.
This theory also complements Shannon’s mathematical theory of communication [18].
However, this theory can also be related to other important theories such as human
information processing theory [19], no-hiding theorem [20], quantum information [21], the
black hole information paradox [22], theory of relativity [23], laws of thermodynamics [24],
and law of information conservation [25]. A detailed explanation of all these relevant
theories is beyond the scope of this paper.

Table 1. Theory of information trilogy—generic information elements (based on [2]).

Ref. Information Element Type Examples
1 Organism Individuals, organisations, animals, plants
2 Place Universe, country, state, city, suburb, road, building
3 Time Date and time
4 Thing Product, service, material, land, air, device
5 Event Sale, purchase, return, request
6 Mechanism Sell, buy, share
7 State Initiated, in progress, done
8 Intuition Emotions, feelings, beliefs, desires, intentions
9 Consequence Results, benefits, liability, value, responsibility

Once the information is defined and identified, then it can be shared in the DE. The
“sharing” of information in DEs can be related to the concept of “flow” of matter and
energy in natural ecosystems. Information sharing in complex and heterogenous DEs
is not a simple task. This paper proposed the information exchange architecture model
for enabling information sharing or flow in DE. This model can be used as a reference
architecture to plan, architecture, and implement the specific digital information exchange
platforms and systems involving both hardware and software. This model contributes to
the Information Systems discipline.
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Table 2. Theory of information trilogy—generic information principles (based on [17]).

Ref. Principle

Information presence can be realised when it takes us from an unknown to known
state of matter or energy.

Information is relative.

Information is contextual.

Information has a lifecycle.

Information cannot be created.

Information can be discovered.

Information can emerge through interactions.

Information can be transformed from one form to another form.

Information is never lost.

O O NN WN

It can be observed here that this research contributes to both Information Science and
Systems disciplines and has implications for both theory and practice. This research aims to
provide a conceptual foundation for setting a research and practice agenda in this emerging
area of digital information exchange for information sharing in DE. The remainder of this
paper is organised as follows. Firstly, it discusses the theory of information trilogy with a
view to address RQ1, which provides the technology-independent definition of information
in the context of DE. Secondly, it proposes the applied research-based practical and vendor
neutral digital information exchange conceptual architecture for information sharing in DE.
Finally, it concludes with key insights, contributions, and directions for future research.

2. Theory of Information Trilogy

There are several definitions of information and related concepts such as data, infor-
mation itself, knowledge, and intelligence [4,7]. Information is sometimes called the new
oil, soil, gold, etc. As indicated earlier, all these definitions and concepts seem useful from
information storage, processing, and management perspectives. We still wonder what
is “it”, which we call “information”. There is a need for defining the information in the
current context of DE. The concept of DE is stirred from the natural ecosystem [2]. Thus,
this paper proposes and describes a natural ecosystem-inspired definition of information
for DE (RQ1), which is called here a “Theory of Information Trilogy” (ToIT) [17]. This
theory defines that the “information is matter and energy, which has different states or
forms. Matter and energy flow in the natural ecosystem” (see Figure 1). Furthermore, it
provides nine generic information elements (Table 1) and principles (Table 2) for identifying
and handling information in complex DEs. Building on this theory, information (matter,
energy or state) flows (information sharing) in the DE. This theory is further elaborated in
the following sub-sections.

—

e

Ene,gym

Figure 1. Theory of information trilogy—natural ecosystem view [17].
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2.1. Matter

In a natural ecosystem, everything is information and information is life or a synonym
for reality. We observe matter all around us in our natural ecosystem, which can be
observed in different forms or states such as solid, liquid, gas, and plasma [26]. Take an
example of a solid stone. Solid stone is a form or state of matter. Well, the question is then:
what is “matter”? When we look at the stone, we detect its features such as size, weight,
shape, colour, etc. What are we observing here? It is “information” that we are observing.
Information is a set of relevant features. Thus, as a point of fact, solid stone is a visual
representation of the information, which is visible in a solid form. The structure, behaviour,
and purpose of this “form of information” can be further studied and analysed. Let us go
back to our original question of: what is information? Take an example of an IoT oxygen
sensor; it detects the presence of oxygen gas where gas represents the state of a matter
(information). Thus, we may say that “information is or as a matter” is everywhere in our
ecosystem and can be observed in different forms or states such as solids, liquids, gases,
and plasma (see Figure 1). Then, physical information (matter) can be coded in a digital
form to define the information for DE. Then, such digitised information can be shared
among DE actors via DE information exchange, which will be discussed later in this paper.

2.2. Energy

Energy, similar to matter or information, also flows in our natural ecosystem. Energy
is required to process things or carry out tasks. We need energy to detect matter, think,
play, exercise, read, speak, breathe, smell, sense, etc. As per the law of conservation of
energy [27], energy cannot be created or destroyed; however, it can be transferred from
one form to another (e.g., chemical to electrical). Energy transformation and flow may
involve matter, as per the laws of thermodynamics [24], such as information in each natural
system, ecosystem, or DE (including surrounding environment). For instance, boiling
water requires heat energy, a stove, and water in a water container. Energy in the form of
heat energy will flow between the integrated and isolated system of matter (stove, water
container, water) for obtaining hot water. Here, we can observe that energy is required to
change the state of a matter (liquid) such as water from cold to hot water or steam. It is also
important to note here that energy and its forms (e.g., chemical, electrical, gravitational,
heat, light, mechanical energy, etc.) are also form of information. For instance, in the
context of DE, information flows between actors (matter) to make decisions and perform
certain tasks for a certain purpose. We may say that information (energy) interacts and
flows in the DE. Furthermore, similar to energy, information (energy) cannot be destroyed
or created (see law of conservation of energy). It has already been created and available
in our ecosystem. It can be discovered. Once discovered, it can be combined, integrated,
processed, and transformed to derive information and insights, which is different from
creating information altogether from scratch.

We can conduct a simple experiment. Take a paper and ask someone (whom you do
not know) to tell you, their name. You write their name on a piece of paper. After writing
their name, you destroy the paper. Have you destroyed the information you just obtained
(not created) and wrote on the paper? It seems that you have destroyed the information
since you have destroyed the paper. Ask your brain about the name of the person whose
name you just wrote on the destroyed paper. You may probably remember the name of
the person and can reproduce on a paper (matter) or explain via verbal conversation or
exchange (matter) using sound (energy). This explains us that information follows the law
of conservation of energy. Information may be faded, which is not frequently accessed,
but it is still somewhere there and can be reproduced or recycled. Furthermore, it can be
observed that information emerges (is detected) when matter and energy (as information)
interact with each other and flow in the DE. This draws our attention to the important
insight that information can interact and flow in a DE during its exchange between the
information holder and its audience. Furthermore, information such as energy cannot be
destroyed; however, it can be transformed for a specific purpose. It also seems to follow
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relevant principles or laws of existence, form, and flow. Based on the analysis presented
here, this paper reports on a set of generic information principles, which will be discussed
later in this section.

2.3. State

Information, as a synonym for reality, is matter and energy, which may exist in
different forms or states in a natural ecosystem and DE. These forms represent information
(information model). Thus, these forms or states radiate information; therefore, they are
also information. Thus, information is also a state of matter and energy, which takes matter
or energy (information) from an unknown (unknown information) to a known (known
information) state.

2.4. Theory of Information Trilogy and Digital Ecosystem

Information could be the new oil, soil, or gold that could be identified, collected,
transformed, shared, and used. All these refer to the concept of matter, energy, and their
forms or states. Hence, based on the analysis presented in the above-mentioned sections,
in the context of a natural ecosystem-inspired system, it can be suggested that information
is matter and energy, which can be recognised and flow in different forms or states (Figure
1) in DE. Information cannot be created and destroyed in DE; rather, it may be emerge
through interactions between matter and energy. It can be discovered, transformed, shared,
and consumed in DE (as per some principles or laws). The presence of information can be
realised when it takes us from unknown (information debt or deficit) to a known state of
something (information recognition) for a certain purpose. For the practical purpose and
context of DE, concepts of matter, energy, and their states are translated to identify nine
types of fundamental and generic information elements and principles [2,17].

2.5. Theory of Information Trilogy and Generic Information Elements

Generic information elements refer to organism, place, time, thing, event, mechanism,
state, intuition, and consequence (Figure 2, Table 1). Digital information about these ele-
ments and their interactions can be shared in DE. Here, matter and energy are translated
to form (state) an “organism”. Thus, an organism is a combination of matter and energy
and has different states. Furthermore, an organism could be human, animal, or plant. An
organism is an ensemble of information (matter, energy, and state) and is a part of an infos-
phere (e.g., metaphysical and biosphere). If we focus on observing organisms (i.e., actors
in DE) and their interactions, we can identify other elements of information: for example,
organisms live in space (place) and time (data and time), they interact with things such
as devices, etc. An approach centred on organism or actor interactions may help us iden-
tity the other eight elements (a compound of matter, energy, and state) (Figure 2, Table 1).
These total nine generic elements, from the theory of trilogy, can be used as a lens and
be instantiated for a specific type of DE (e.g., digital business ecosystem, digital financial
ecosystem, digital health ecosystem) for identifying specific information elements, actors,
and their interactions for further analysis, storage, and processing in the DE. Thus, it is
possible that organisms could be interacting with each other and other things (equipment,
devices) at a specific time and place (time and space). These organism interactions could
be initiated or triggered by an event, which can then be executed via a specific mechanism
(process). These organism interactions may lead to change in the current state of informa-
tion. These organism interactions may also consider intuitions (e.g., emotions, feelings) and
consequences (Table 1). There are several examples of organism interactions. For instance,
there is an increasing use of social media by individuals and organisations (organisms or
actors) to interact (interactions) with each other and share information [6]. Furthermore,
interactions may involve asynchronous and synchronous modes of information sharing [3].
Well, it seems that information and its identification could be organism-interaction centric
within the DE context [2]. Once information is identified using the nine types of generic
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information elements (Table 1), then it can be shared in a DE, which is further elaborated in
the DE information exchange section.

Information

Organism

Place

Time

Thing

Event

Mechanism

State

Intuition
Energy

Consequence
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Figure 2. Theory of information trilogy—information ecosystem view (based on [2]).

2.6. Theory of Information Trilogy and Generic Information Principles

In addition to the above-mentioned nine generic information elements, the theory of
information trilogy also provides nine generic information principles (Table 2) based on the
study of a natural ecosystem and related theories (as indicated earlier). Both the generic
information elements and principles can be used to design DE information architectures
and systems. The first principle focuses on information recognition or presence based on
the study of matter, energy, and their states in the natural ecosystem. The second principle
mentions the relative nature of the information for a certain purpose (e.g., information value,
scale, meaning). The third principle indicates the contextual nature of the information (e.g.,
data in each context). The fourth principle suggests that information has a lifecycle similar
to other natural elements (e.g., discover and collect, classify and secure, prepare and release,
access and use, archive and purge, restore and recycle). The fifth and ninth principles
indicate that information is conserved or protected; thus, it cannot be created and lost
(based on the law of energy and information conservation). However, the sixth principle
indicates that information can be discovered. Following this, the seventh principle suggests
that information can emerge through interactions. Thus, to identify information, we need
to study informational organisms and their interactions (as mentioned earlier). The eighth
principle indicates that information can be translated from one form to another form, which
is different from creating information. These principles can be adapted for DEs.

The theory of information trilogy elements and principles can be further explored
with the mathematical theory of communication [18], human information processing
theory [19], no-hiding theorem [20], quantum information [21], the black hole information
paradox [22], theory of relativity [23], laws of thermodynamics [24], and law of information
conservation [25].

3. Digital Ecosystem Information Exchange

Traditional approaches of point-to-point and ad hoc information integrations hinder
the ability to share different types of information at a large scale between different types
of large number of actors operating in the DE [1]. The information-sharing landscape
has evolved and is continuously evolving from traditional electronic data interchange
(EDI) and file transfer protocols (FTP) to contemporary cloud-based APIs and solutions
(OneDrive, Google Drive, Amazon S3, Azure Blob Storage, Google Cloud Storage), etc.
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Furthermore, sourcing, integrating, and sharing information to/from different actors, in
different sizes and formats, via multiple channels and across jurisdictions in a DE is not
only difficult; rather, sometimes, it is not achievable. There is a need for a seamless and
plug-and-play kind of adaptable secure information-sharing architecture and platform.
This section proposes one such digital information exchange architecture (see Figure 3) as
an emerging concept for the seamless, effective, efficient, and adaptable secure information
sharing among different DE actors (RQ2). The focus is not to create another centralised data
hub or data marketplace as a honey pot for hackers. However, a centralised data hub or
data marketplace can be connected to the information exchange platform either as a source
or destination of information. Thus, a user may source and publish information to/from a
data hub or data marketplace. The proposed digital information exchange architecture is
underpinned by design principles of logical information or data abstraction, decoupling,
federation, interoperability, resiliency, and virtualisation.

Information
Audience
(Consumer)

/ Information Information Exchange Information Exchange
Holder (Provider) Coordinator Administrator

Digital Identity and Access Management

Connect Secure Digital Information Exchange Platform Connect
Source @ 8 5 Search
Consolidate Metadata and  Information APIs Cache and Information Request
Information and Services Parallel Gateways and
Sources Processing Pipelines
Share Receive
Account Audit Help Governance Security
and and and and and

K Subscription Monitoring Support | Compliance Privacy /

Figure 3. Digital information exchange: a conceptual architecture.

3.1. Digital Information Exchange

The organism-interaction centric DE information exchange architecture has three
key components: actors (informational organisms), services (interactions), and a platform
(Figure 3). The digital information exchange enables the information holder (provider)
actors to share the information (outbound), including allowable privileges and conditions,

with the intended audience (information consumer) via connect, source, consolidate and

share services. Information audience (consumer) actors can access available information
(inbound), including allowable privileges and conditions, via connect, search, request and
receive services. It is important to note here that a consumer’s use of the inbound informa-
tion is controlled by the allowable privileges and conditions set by the sharer (provider).
Information sharing is overseen and facilitated by the information exchange coordinator
via governance and compliance services (e.g., coordinating steward). An information
exchange administrator manages the exchange operations using core operational and

business support services: digital identity and access management, audit and monitoring,

account and subscription, help and support, and security and privacy.

3.1.1. Information Holder
An information holder can access the information exchange platform APIs and services

via a digital identity and the access management layer. These APIs and services enable the

user to connect with the secure digital information exchange platform and then source,
consolidate, and share information with the intended audience in different formats. The
following are core APIs and services for the information holder.
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e  Connect: It allows connecting with the secure information exchange platform using
their account. This could be done via protected devices, connections, applications,
and networks.

e  Source: It involves selecting and virtualising the required information source including
validation and fixing any information quality issues.

e Consolidate: It involves the consolidation of information sourced from different
sources before sharing. Consolidation also involves the mapping, merging, and
transformation of information for the intended audience. Information, which is
subject to sharing, could be reference data, master data, metadata, transactional data,
or insights.

e  Share: It involves packaging and dispatching consolidated information to their in-
tended audience in different forms via listed or published information APIs and
services. Information APIs and services allow the provider to provide “information as
code”. Thus, rather than sharing the actual information, only a code or script can be
shared, which can be executed by the receiver to retrieve the information package. A
secure outbound information package contains information objects (e.g., metadata,
schema, tables, views, records, insights), including privileges and conditions. A se-
cure outbound information package is accessible via information APIs and services.
Privileges and conditions determine the further shareability of the shared information.
It means consumers may not be able to share the shared information. This allows
the information owners to have control over their information even after it has been
shared with the intended audience or consumers. Furthermore, information could be
directly and privately shared with an intended consumer based on information request
or could be listed and privately or publicly made available to multiple consumers via
the marketplace.

3.1.2. Information Audience

The information audience (consumer) can access the information exchange platform
APIs and services via a digital identity and the access management layer. These APIs and
services enable the information audience to connect with the secure digital information
exchange platform and search, request, and receive information from the information
holder. The following are core APIs and services for the information audience.

e Connect: It allows connecting with the secure information exchange platform us-
ing their account. As indicated earlier, this could be done via protected devices,
connections, applications, and networks.

e  Search: It allows searching metadata and information sources including information
APIs and services (catalogues) available for sharing.

e  Request: It allows the intended audience to request information from the information
holder using multiple channels (e.g., email, instant message, API, or service calls).

e  Receive: It enables the intended audience to receive shared information (inbound)
in different forms (e.g., information APIs, services) from the information holder.
The audience can access and use the shared information as per allowed privileges
and conditions. Information could be received in real time, in batches, etc. The
shared information can be combined with other information sources for rich analytics
and insights.

3.1.3. Information Exchange Coordinator and Administrator

Information exchange coordinators (e.g., stewards) and administrators (e.g., system,
account, support, security administrator) are responsible for the smooth operations, man-
agement, and governance of information sharing and the information exchange platform.
This is done via the following key enabling services.

e Digital identity and access management: This service, including privileged access
management, allows (platform system administrator) creating users, verifying digital
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identity, and controlling access and permissions (e.g., create, read, update, delete,
share) to the DE information exchange platform and the underlying information APIs.

e  Account and subscription management: This service enables (platform account admin-
istrator) managing account onboarding, subscriptions, information sharing contracts,
transactions, history, payments, and feedback related to DE information exchange
platform and its information APIs. This involves overall account and subscription
information management, reporting, and analytics.

e Audit and monitoring: This service enables (platform system administrator) auditing
and monitoring information lineage and sharing via the DE information exchange
platform. This involves overall audit and monitoring logs management, reporting,
and analytics.

e  Help and support: This service provides (platform support administrator) operational
support, trouble shooting, and requested information to DE information exchange
platform users.

e  Governance and compliance: This service ensures (information exchange coordinator
or steward) the overall governance of the information sharing and DE information
exchange platform, and its compliance to different information laws, regulations,
standards, and principles. This also ensures that the information is of good quality
and is fit for purpose. Information, subject to sharing, could be pre-qualified and
certified as per specific context and needs.

e  Security and privacy: This service ensures (platform security administrator) the
security and privacy of information and a DE information exchange platform for
smooth, secure, and resilient operations.

3.1.4. Information Exchange Platform

The DE information exchange platform enables the sharing of digital information be-
tween different actors operating in the DE. Thus, the focus is on “secure digital information
exchange”. Unlike traditional centralised data lakes, hubs or marketplace architectures, ex-
change platform architecture does not store the actual information. It focuses on the storage
minimisation principle. It enables information sharing via cached federated information
sources and the virtualisation approach. This approach provides a logical metadata-driven
virtual abstraction layer, which is decoupled from the actual physical information and its
source. This provides access to information, which is kept at its source or origin. This
avoids the unnecessary need for moving, copying, or duplicating information (for sharing
purposes) in a central store or marketplace. The following are the key components of the
information exchange platform.

e Metadata and information sources: The DE information exchange mainly stores
the metadata about information and its sources. Metadata could be in the form of
information design metadata (e.g., information definitions, models, table structures,
schemas), information execution metadata (e.g., information processing logs, scripts)
and actual information usage metadata (e.g., information access and usage patterns,
experience). Information sources could be local or cloud-based information stores,
warehouses, data lakes, IoT, APIs, services, etc. Here, the focus is to virtualise the
information and its sources rather storing the information in a central data hub or
marketplace.

e Information APIs and services: Information and its sources are exposed via informa-
tion APIs and services. Thus, actors do not have direct access to information and
its sources. These APIs and services can be used by other APIs or services or appli-
cations (e.g., Amazon, Azure, Google Cloud, Power BI, Tableau). They can also be
used to develop specific applications using scripting or programming languages (e.g.,
Java, Python, Node.js, .Net, SQL). These APIs and services should be accessible via
secure shell or web browsers. These APIs and services need memory and computing
resources such as cache and parallel processing for execution.
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e Cache and parallel processing: Information and its sources can be cached for opti-
mising performance and resiliency. This enables the ability to provide information
from cache memory to users when the physical information source is not available
or down. Furthermore, parallel information processing can be achieved to handle a
large amount of information. Cached memory and parallel information processing
could come in different sizes (e.g., small, medium, large, extra-large) and have the
autoscaling features including clustering of resources (e.g., scaling-in, scaling-out,
scaling-up, and scaling-down). Cache and parallel processing provide essential fast
memory and computing components for information exchange. Cache and parallel
processing nodes can be connected via information gateways and pipelines.

e Information gateways and pipelines: The DE information exchange needs to support
multiple gateways to allow the user to connect with the DE information exchange
pipelines via different interfaces and locations. Information gateways and pipelines
provide essential secure connectivity and network components for information ex-
change. Information pipelines could be open public, protected, or private (sensitivity
and criticality) and could also be classified as cold, warm, and hot pipelines depending
on the nature of information (e.g., real-time, recent, historical, and archived informa-
tion). In summary, information pipelines enable the secure transfer of information
from its sources to intended destination (Figure 4)—see the mathematical theory of
communication by Shannon [18].

Information ’ .
Source
Sent Signal Rgceived
(Information) ~ Signal
Message fosation) Message

(Information) (Information)

Noise

Source

Figure 4. General information pipeline—mathematical theory of communication [18].

In a nutshell, DE information exchange provides a secure and cached federated
architecture for sharing information between multiple actors operating in the distributed
and open DE. There are several ways to deploy digital information exchanges, which are
discussed in the following section.

3.2. Digital Information Exchange Deployment Models

There are four key digital information exchange deployment models: public, protected,
private, and hybrid digital information exchange. A public digital information exchange is
deployed for sharing information, which is open to the public. This exchange model can
be established at the local and national level to support the DE actors i.e., individuals and
organisations. A protected digital information exchange is established to share “protected
information” with trusted users. A private digital information exchange is internal to
an organisation and only focuses on the sharing of information between internal users.
A hybrid model of integrated public, protected, and private exchanges can also be used
as appropriate to specific context and needs. Thus, a private internal exchange can be
connected to public or protected digital information exchanges as appropriate to the context
and information sharing needs. Furthermore, these exchanges could be fixed or deployable
on demand at different remote locations or sites.

4. Geospatial Information Sharing Case Study

This section describes the applicability of the digital information exchange architecture
to a geospatial information sharing case study example. This case study example is based
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on the real-world emergency management scenario. Emergency management requires
a multi-agency response and involves several actors (e.g., ambulance, fire, emergency
department, police, volunteers) to handle emergencies (e.g., floods, earthquakes). These
agencies or actors need to share large amount of geospatial information (e.g., location
of critical assets such as electrical systems, communication lines, water lines, transport,
schools, hospitals, evacuation points) to support the planning and coordination of activities
involving emergency workers and volunteers [28]. Point-to-point or peer-to-peer informa-
tion sharing (from geospatial information holders to intended audience) is cumbersome in
this situation and is not only difficult, but it is impossible to achieve where a quick response
is required to handle emergencies.

It is critical to get the right information to the right people at the right for efficient and
effective decision making and actions [29]. An on-demand deployable protected digital
emergency information sharing exchange can be deployed, as proposed in the passing
section, to allow the agencies and volunteers to share geospatial information in a trusted
manner beyond the boundary of a single organisation (see Figure 5). A chief information
coordinator or steward can be appointed from a coordinating agency (e.g., police or state
emergency services) to oversee and coordinate the information sharing from geospatial
information holders to an intended audience such as ambulance, fire, and volunteers
for planning and coordinating emergency management activities. Once an emergency is
resolved, then the protected digital emergency information sharing exchange can be rolled
back (undeployed), and necessary information, if any, from the exchange is exported to
relevant agencies for future planning and reference. A deployable protected information
exchange seems to be a cost-effective and agile solution for information sharing among
trusted parties, which can be deployed (spin-up) and undeployed (spin-down) on demand
in the cloud [30].

Information
Exchange Emergency
Coordinator Department
Ambulance
Geospatial \
Information
Holders | Fire
Police
Information Exchange
Administrator Volunteer

Figure 5. Deployable digital emergency information exchange.

5. Conclusions, Contribution, and Future Research Directions

Information sharing is challenging in DE. However, before discussing the information
sharing, it is important to unpack the important concept of information for DE. This
paper defined a natural ecosystem-inspired definition of “information” for DE, which is
independent of its storage, processing, and related technologies (data hubs, lakes, data
warehouses etc.). This paper discussed a theory of information trilogy involving three key
concepts of matter, energy, and their forms or states, and nine generic information elements
and principles. It considers that “information is matter and energy, which has different
states or forms. Matter and energy flow in the natural ecosystem”. Thus, it is called a
“Theory of Information Trilogy”. This theory complements the mathematical theory of
communication [18], which mainly focuses on the communication of the information from
source to destination. It does not seem to focus on the information itself. Thus, the theory
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of information trilogy aims to address this gap and defines the information element and its
flow in the natural context of ecosystem, which is then translated to information sharing
in DE. Both the integrated theory of information trilogy and the mathematical theory of
communication can be used to study and model digital information and its sharing in
DE. It has been noted here that the mathematical theory of communication seems useful
for modelling digital information pipelines as mentioned in the DE information exchange
architecture (Figure 4).

Once the information is identified and understood, then it can be shared in DE. This
draws our attention to the second contribution of this paper, which is the proposed concep-
tual model of the DE information exchange architecture. The applicability of the proposed
model is demonstrated with the help of a geospatial information sharing example scenario.
The proposed information exchange conceptual model seems useful for information shar-
ing. This seems to resolve peer-to-peer and ad hoc information sharing pain points. This
conceptual model also uncovers the areas of further research. For instance, further research
is required to understand the following key questions:

How can we design a distributed digital information exchange organisational structure?
How can we ensure information governance, privacy, and compliance across different
local, national, and international jurisdictions?

e  How should we choose between and design appropriate digital information exchange
deployment models?
How can we on-board and off-board users, their metadata, and information sources?
How should we price digital information exchange APIs and services?
How can we integrate digital information exchanges with the existing internal infor-
mation infrastructure and environments (data sources, data hubs, data warehouses,
data lakes, staging areas, consumption areas)?

This paper provided a conceptual foundation of information and digital information
exchange architecture for information sharing in DE. Similar to any other research, this
research has limitations. Firstly, there is a lack of published academic research in this
emerging topic of digital information exchange architecture, which limited the ability
to test and compare the proposed model against the established models or standards.
Secondly, results from a single case study cannot be generalised. Thus, this study can
be further enhanced through empirical research in different types of DEs. Thirdly, this
paper mainly discussed and assumed the normal matter and energy. This research can
be expanded to study dark matter and energy, which are difficult to detect in the natural
ecosystem. The learnings from the study of dark matter and dark energy can be translated
to identify dark data or information [31] in DEs (e.g., unstructured big data and information
stores) [32]. Finally, this research does not provide digital information exchange architecture
implementation method or guidelines, which can be further researched and shared with the
community in future. Nevertheless, the proposed theory and model provide a conceptual
foundation for advancing knowledge in both Information Science and Information Systems
disciplines. it is anticipated that learning from nature is useful [33] when dealing with
information to alleviate our information and related pain points for desired aspirations
and goals of information sharing. Future research will investigate and study the natural
ecosystems with a view to some of the above-mentioned research questions.
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