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Abstract: The digital transformation of core marketing activities substantially impacts relations
between consumers and companies. Novel technologies are usually complex, making their under-
lying functionality as well as the desirable and undesirable implications hard to grasp for ordinary
consumers. Cryptocurrencies are a prominent yet controversial and poorly understood example of an
innovation that may transform companies’ future marketing activities. In this study, we investigate
how easily consumers’ attitudes toward cryptocurrencies can be shaped by splitting a convenience
sample of 100 consumers into two equal groups and exposing them to true, but biased, information
about cryptocurrencies (including market forecasts), respectively, highlighting either the advantages
or disadvantages of the technology. We subsequently found a significant difference in the trust,
security and risk perceptions between the two groups; specifically, more positive attitudes pertaining
to trust, security, risk and financial gains prevailed in the group exposed to positively-skewed infor-
mation, while perceptions regarding trust, risk and the sustainability of cryptocurrencies were weaker
among the group exposed to negatively-skewed information. These findings reveal some important
insights into how easily consumer attitudes toward new technologies can be shaped through the
presentation of lopsided information and call for further in-depth research in this important yet
under-researched field.

Keywords: digital transformation; blockchain; cryptocurrencies; consumer attitudes; trust; security;
privacy; perceived risk; financial gains; sustainability; experiment

1. Introduction

Applications based on blockchain technologies, including cryptocurrencies, are pre-
dicted to fundamentally change current marketing strategies and activities [1,2]. They
consist of multiple components [3], and their underlying technological foundations are
complex and hard to understand for a non-technical audience [4]. Consequently, indi-
viduals who buy, trade and use cryptocurrencies, frequently need to rely on superficial
knowledge as the basis of their decision-making.

Given the importance of the global cryptocurrency market, whose total revenue was
1543 million USD in 2021 and is expected to reach 2303 million USD by 2028 [5], the
question arises what the underlying drivers of individuals’ decision making are and how
easily they can be changed. This is especially important for companies that plan to deploy
cryptocurrencies and need to know how they are perceived by consumers [6]. According
to Yoon et al. [7], “individuals tend to selectively rely on information that corresponds with
their personal attitudes and decisions” (p. 93). In general, it is crucial for companies to
carefully deploy technological innovations, which may have detrimental side effects for
their target audience.

For example, the storage and use of personal data can enhance the quality of individu-
alized offerings, however, can also result in consumers being relentlessly targeted without
their explicit approval or even becoming victims of data breaches without any chance to
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intervene [8]. From a commercial perspective, marketers thus need to diligently communi-
cate about the use and potential advantages of technological innovations to those who are
affected. Cryptocurrencies possess numerous features that are perceived as either positive
or negative, and they affect individuals, organizations and nations in various respects.
Examples for such controversial topics include traceability, privacy and security [9].

Substantial academic research exists that investigates how individuals build and
change their attitudes over time. Previous research found that consumer attitudes toward
technologies are shaped, among other factors, by their (a) knowledge of the technology,
(b) previous experiences and (c) perceptions of the expected benefits [10]. Thus far, however,
no study exists that specifically investigates how easily individuals’ attitudes toward
cryptocurrencies can be influenced. In this pilot study, we therefore strive to answer the
following research question: How easily can relevant consumer attitudes toward cryptocurrencies
be shaped through communications?

2. Theoretical Background

Technological change rarely happens without controversy and the revelation of var-
ious positive and negative consequences. Blockchain technology provides an example
that is predicted to transform future marketing activities by fostering disintermediation,
combating click fraud, reinforcing trust and transparency, enhancing privacy protection,
empowering digital marketing security and enabling creative loyalty programs [2]. The aca-
demic marketing literature has already acknowledged the potential of blockchain to solve
important pending issues, for example by enabling increased control over transactional
data, enhanced supply chain coordination and improved data privacy [11–13].

Blockchain is a layered combination of various independent technologies that are
currently still under development. It still faces numerous challenges, such as lack of inter-
operability [14] and the exploitation of the full potential of smart contracts [15]. Blockchain
technology was popularized by the release of the source code of Bitcoin in 2009, represent-
ing the first digital asset enabling the online transfer of value without intermediaries that
can be designated as programmable money.

The media coverage of Bitcoin and cryptocurrencies in general, remains highly con-
troversial and often tends to be skewed in either a positive or negative direction. Given
the complexity of the underlying technology, few end users are fully aware of the inner
workings of the technological underpinnings and thus recognize the resulting character-
istics, such as immutability and transparency of data [3]. They therefore have to rely on
companies and their brands to transparently signal the responsible use of the technology.

From a technical perspective, cryptocurrencies (i.e., digital currencies that run on a
decentralized system) can have their own native blockchain (e.g., Bitcoin), in which case
they are called coins. Conversely, so-called tokens, which are created on an already existing
blockchain, offer a multitude of different services and are predicted to rapidly gain in
popularity [16]. Since the overarching term cryptocurrency is more widely known and also
encompasses a wide range of functionality, including payments, financial investments and
various types of utilities, we use this term in our study.

Existing applications already hint at the potential benefits of cryptocurrencies and the
resulting implications for marketing. For example, consumers might financially benefit
from reduced transaction costs and advanced personalization services of blockchain-based
loyalty programs; however, the processing and storing of personal information might
simultaneously open up new privacy risks that need to be taken care of [17].

Previous research has identified several important constructs that shape consumer
attitudes toward cryptocurrencies, namely security, trust, privacy, perceived risk, financial
gains and sustainability. Encryption is used to verify the integrity and authenticity of
transactions, which offers new security standards.

While frequently labeled as “trustless technologies”, consumers still need to trust
the underlying technology, the cryptography, the source code and also the validators.
Cryptocurrencies offer different levels of (perceived) privacy, with many of them being



Information 2022, 13, 295 3 of 11

pseudonymous, which means that addresses (e.g., a hashed version of a public key) are
stored on public ledgers. Similarly, the sustainability of cryptocurrencies is controversial,
with the energy consumption needed for the Proof-of-Work consensus mechanism (as is
used in Bitcoin’s Nakamoto consensus) being a major point of criticism.

Conversely, cryptocurrency proponents have indicated environmental benefits that
might arise from a more widespread adoption. Cryptocurrencies are often seen as an
investment instrument, and financial gains are a major motivator for buying and trading
them. Taken together, their perceived attributes create a level of (perceived) risk that
ultimately depends on an individual’s personal assessment [1,2,18–20].

From a theoretical perspective, the topic of attitudinal malleability (i.e., how easily
attitudes can be altered by external forces) has been mainly researched in the context of
an overarching epistemological understanding of the world. In general, there is some
disagreement on whether an individual’s character, competence and attitude is rather
fixed (entity theory) or malleable (incremental theory) [21]. The importance of a theorist’s
respective viewpoint on the assessment of actual behavior was confirmed in previous
research [22].

In a marketing context, the self was shown to be partly stable and partly malleable,
and brands can benefit from a thorough understanding of how consumer attitudes can
be influenced [23]. In a study investigating the malleability of implicit gender attitudes,
the authors found that their experimental intervention (i.e., a randomized video priming
treatment) had only limited effects among a specific subpopulation in Tunisia [24]. In
another research project examining the malleability of ageist attitudes, the authors found
that exposure to pictures of either admired or disliked young and old individuals impacted
the study participants’ attitudes [25].

In a more recent study investigating pre-service teachers’ attitudes toward statistics,
the authors found a change in attitudes after the teachers completed an educational course
in reform statistics [26]. To sum up, previous results are conflicting and indicate that the
malleability of attitudes depends on the subject matter, the trigger for attitudinal change and
the respective population. The investigation of attitudinal malleability toward innovative
technologies, and especially cryptocurrencies, therefore, constitutes a pending research gap.
Specifically, the question arises of whether the relevant attitudinal constructs identified in
the literature are subject to attitudinal malleability [27].

3. Methodology

The goal of our study is to discover whether individuals’ attitudes toward cryp-
tocurrencies can be changed within a relatively short period of time through exposure
to positively- or negatively-skewed information. Specifically, we tested for effects on
consumer perceptions regarding trust, security, privacy, perceived risk, financial gains
and sustainability, which were identified as highly important attitudinal and behavioral
antecedents in previous research.

To be able to answer the research question, we used an experimental design and
measured the attitudes of the study participants before and after exposure to a short video
that outlined various positive (group “advantages”) and negative (group “disadvantages”)
aspects of cryptocurrencies, respectively. The videos also included forecasts published
by market researchers [28] and did not necessarily present the information in a balanced
manner (i.e., in a way such that the absolute positive or negative impact was assessed in
an objective way). In our study, we purposefully focused on cryptocurrencies rather than
tokens, since the former term is more popular.

The scales used to measure attitudes were identical for the pre- and post-treatment
measurements and can be found in Appendix A, and the links to the respective videos can
be found in Appendix B. All items are based on previous literature, yet were modified to fit
the purpose of our research [29] and to ensure content validity and understandability. The
participants were randomly assigned to one of two groups, each of which watched a short
video (~2.5 min) that had been produced by the researchers exclusively for this study.
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Each of the two videos contained factually correct, yet unbalanced information in
order to highlight either the advantages or disadvantages of cryptocurrencies pertaining to
the six constructs under investigation. Our convenience sample was recruited online using
a snowballing system and randomization was used to control for unknown confounding
variables. The experiment was conducted in April and May 2021.

We collected a total of 100 responses, having assigned 50 participants to each group.
The constructs were measured using 10-point Likert-type scales with end-points of 1
(“totally disagree”) and 10 (“totally agree”). The data analysis was performed with RStudio
1.4.1717. Construct scores were calculated for each participant by adding up the scores of the
respective items and calculating the average. We use unpaired t-tests to investigate whether
any significant differences could be detected between the two groups and paired t-tests to
uncover attitudinal changes within the groups as a result of exposure to the stimuli.

4. Results

The demographics of the total sample are shown in Table 1. Using a between-subjects
design, 50 participants were exposed to information pertaining to potential advantages
of cryptocurrencies and the other 50 to potential disadvantages. Our sample was biased
toward a male population as well as younger and better-educated respondents. Two thirds
of the respondents actually owned cryptocurrencies, which is above the population average
and suggests that our target group may have an above-average understanding of the subject
matter. We have little evidence for a response bias given that numerous differences in our
study were not statistically significant between the “pre” and “post” measurements.

Table 1. Demographic data (n = 100).

Gender Male Female

65% 35%

Age
18–24 25–35 35+

46% 26% 28%

Cryptocurrency ownership
Yes No

67% 33%

Occupational status
Student Employed Self-employed

52% 42% 6%

For all constructs, the information presented in the videos had the predicted impacts,
such that positive information improved individuals’ attitudes and vice versa (see Figure 1);
however, not all of the differences between the groups, or between the measurements
within each group, were statistically significant at the 0.05 level (see Tables 2 and 3). The
unpaired t-tests revealed no significant differences in the construct means between the two
groups prior to their exposure to the respective videos, which indicates that the randomized
sampling process was successful (see the “Pre (1)” section in Table 2).

In the following sections, we discuss the respective constructs in more detail. The
subscripts “1” and “2” denote the attitude evaluations that were administered before (pre)
and after (post) exposure to the stimuli. “a” and “b” denote advantages and disadvantages,
respectively. We start the discussion of each construct with a brief intergroup comparison
(i.e., advantages vs. disadvantages, see “post (2)” in Table 2) followed by an intragroup
comparison (i.e., pre vs. post, see Table 3). The standard deviations are given in brackets,
and the confidence intervals are shown in Figure 1.

4.1. Trust

Previous research has established trust in innovative technologies as a complex con-
struct that may have huge implications for consumer behavior [30]. Our measurement
items for trust incorporate a general assessment of cryptocurrencies as well as the percep-
tion of currency exchanges, which serve as crucial on- and off-ramps that are needed to
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convert fiat money into cryptocurrencies and vice versa. Furthermore, we consider the fact
that cryptocurrencies are not yet fully regulated.
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Figure 1. Changes in attitudes after exposure to the informational videos (vertical lines representing
confidence intervals) * reverse coded.

Table 2. Intergroup comparisons before and after the stimulus.

Pre (1) Post (2)

Advantages Disadvantages Unpaired t-Test Advantages Disadvantages Unpaired t-Test
Trust 6.81 (2.24) 6.77 (2.14) t = 0.11 (p = 0.92) 7.79 (1.84) 6.10 (2.35) t = 4.01 (p < 0.05)

Security 7.03 (2.31) 6.78 (2.33) t = 0.53 (p = 0.59) 7.74 (1.83) 6.26 (2.65) t = 3.25 (p < 0.05)
Privacy 6.05 (2.59) 6.18 (2.35) t = −0.26 (p = 0.79) 6.06 (2.65) 5.47 (2.87) t = 1.07 (p = 0.29)

Perceived Risk 6.21 (2.38) 5.84 (1.97) t = 0.85 (p = 0.40) 6.87 (2.04) 4.93 (2.42) t = 4.34 (p < 0.05)
Financial Gains 7.95 (2.07) 8.15 (1.91) t = −0.50 (p = 0.61) 8.37 (1.88) 7.80 (1.98) t = 1.47 (p = 0.14)
Sustainability 6.72 (2.33) 7.02(2.12) t = −0.67 (p = 0.50) 6.88 (2.57) 5.93 (2.83) t = 1.75 (p = 0.08)

Mean values and standard deviation in brackets, and significant results are highlighted.
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Table 3. Intragroup comparison before and after the stimulus.

Advantages Disadvantages

Pre (1) Post (2) Paired t-Test Pre (1) Post (2) Paired t-Test
Trust 6.81 (2.24) 7.79 (1.84) t = −4.62 (p < 0.05) 6.77 (2.14) 6.10 (2.35) t = 2.55 (p < 0.05)

Security 7.03 (2.31) 7.74 (1.83) t = −3.13 (p < 0.05) 6.78 (2.33) 6.26 (2.65) t = 1.73 (p = 0.09)
Privacy 6.05 (2.59) 6.06 (2.65) t = −0.02 (p = 0.98) 6.18 (2.35) 5.47 (2.87) t = 1.62 (p = 0.11)

Perceived Risk 6.21 (2.38) 6.87 (2.04) t = −2.58 (p < 0.05) 5.84 (1.97) 4.93 (2.42) t = 3.77 (p < 0.05)
Financial Gains 7.95 (2.07) 8.37 (1.88) t = −2.17 (p < 0.05) 8.15 (1.91) 7.80 (1.98) t = 1.46 (p = 0.15)
Sustainability 6.72 (2.33) 6.88 (2.57) t = −0.55 (p = 0.58) 7.02 (2.12) 5.93 (2.83) t = 3.04 (p < 0.05)

Mean values and standard deviation in brackets, and significant results are highlighted.

The perceptual difference between the two groups was found to be statistically signif-
icant after the treatments (m2a = 7.79 (1.84), m2d = 6.10 (2.35), t = −4.01, p < 0.05), which
indicates that trust perceptions can be easily shaped if specific information is provided.
When it comes to the intragroup comparison, both the advantages group (m1a = 6.81 (2.24),
m2a = 7.79 (1.84), t = −4.62, p < −0.05) and the disadvantages group (m1d = 6.77 (2.14),
m2d = 6.10 (2.35), t = 2.55, p < 0.05), showed significantly different attitudes following the
manipulation and in the expected directions. This indicates that trust is a construct that can
be relatively easily shaped.

4.2. Security

Cryptocurrencies introduce several new attack vectors and security concerns for
companies and consumers alike [31]. Our items therefore included a general security
perception as well as specific concerns pertaining to the buying, holding and transferring
of cryptocurrencies. From a consumer perspective, financial security is paramount and was
measured with a separate item.

Similar to trust, the difference between the groups in cryptocurrency security percep-
tions was found to be statistically significant after participants had watched the respective
videos (m2a = 7.74 (1.83), m2d = 6.26 (2.65), t = 3.25, p < 0.05). When it comes to the
intragroup comparisons, only the group that was exposed to the advantages of cryp-
tocurrencies showed a significant attitudinal change (m1a = 7.03 (2.31), m2a = 7.74 (1.83),
t = −3.13, p < 0.05), whereas the group that learned about potential security threats did not
significantly change its attitudes (m1d = 6.78 (2.33), m2d = 6.26 (2.65), t = 1.73, p = 0.09).

4.3. Privacy

Previous research found that privacy concerns connected to the use of innovative
technology can directly impact technology trust and indirectly decrease word-of-mouth
and use as well use intentions via the constructs flow and perceived usefulness [32]. In
our study, individuals’ privacy attitudes were measured with two rather generic items
that covered the general use of cryptocurrencies as well as the need to provide personal
information to cryptocurrency exchanges.

The two videos produced the assumed effects; however, the difference between the two
groups was not statistically significant following exposure to the respective informational
videos (m2a = 6.06 (2.65), m2d = 5.47 (2.87), t = 1.07, p = 0.29), which indicates that privacy
perceptions are harder to change than either trust or security perceptions. Similarly, the
intragroup comparisons yielded a negligible attitudinal improvement for the group that
watched the video on the advantages of cryptocurrencies (m1a = 6.05 (2.59), m2a = 6.06
(2.65), t = −0.02, p = 0.98) and a slight deterioration for the group that was exposed to the
disadvantages (m1d = 6.18 (2.35), m2d = 5.47 (2.87), t = −1.62, p = 0.11); however, neither of
these effects were statistically significant.

4.4. Perceived Risk

An early empirical study on the application of blockchain in marketing confirmed that
risk aversion weakens the relationship between the usefulness of an online platform and
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trust [33], thus, corroborating the relevance of consumers’ risk perceptions. In our study,
we used a four-item scale to cover various types of risks that individuals can be exposed to
when using cryptocurrencies. Apart from a general risk assessment, we specifically asked
participants whether they were concerned about theft or the risk that their transaction
histories might be exposed. Furthermore, the intangible nature of cryptocurrencies might
also exacerbate individual risk perceptions and was therefore included as an item. In order
to be comparable with the other constructs, the scale for perceived risk was reverse coded
so that higher values indicate lower (i.e., more positive) risk perceptions.

The two videos produced the assumed effects and the difference between the two
groups was statistically significant following exposure to the respective stimuli (m2a = 6.87
(2.04), m2d = 4.93 (2.42), t = 4.34, p < 0.05). The same is true for the pre and post compar-
isons, which revealed statistically significant results for the advantages (m1a = 6.21 (2.38),
m2a = 6.78 (2.04), t = −2.58, p < 0.05) as well as the disadvantages (m1d = 5.84 (1.97),
m2d = 4.93 (2.42), t = 3.77, p < 0.05) group, indicating that risk perceptions can be shaped
relatively easily.

4.5. Financial Gains

Financial benefits are major drivers for cryptocurrency adoption, which can be at-
tributed to their high volatility but also their potential to reduce transaction costs by
removing intermediaries [2]. We used two items to measure perceived financial gains,
including the expectation of high future yields and a general increase in value, which might
affect, for example, the attractiveness of loyalty programs.

We did not detect a significant difference between the two groups in the post measure-
ment (m2a = 8.37 (1.88), m2d = 7.80 (1.98), t = 1.47, p = 0.14). In the intragroup comparisons,
however, the group that learned about potential advantages displayed a significantly posi-
tive attitudinal change (m1a = 7.95 (2.07), m2a = 8.37 (1.88), t = −2.17, p < 0.05), while the
attitude shift was non-significant in the group that was informed about potential financial
losses (m1d = 8.15 (1.91), m2d = 7.80 (1.98), t = 1.46, p = 0.15). This implies that positive
information about financial gains might be more influential to consumers than negative
information regarding losses.

4.6. Sustainability

The final construct in our study is sustainability, which is of major importance for
increasingly environmentally conscious consumers. Prior research established that, in
lieu of specific information, consumers tend to infer product sustainability based on other
product attributes [34]. The sustainability of cryptocurrencies is a fiercely discussed topic
in the general media. The two items that we used to measure this construct included an
assessment regarding their general sustainability as well as the potential impact of mining
(i.e., the creation of new cryptocurrencies).

The attitudes of both groups changed after watching the respective videos; how-
ever, the difference between the groups was not statistically significant (m2a = 6.88 (2.57),
m2d = 5.93 (2.83), t = 1.75, p = 0.08). The intragroup comparisons revealed a reversal of the
pattern we found regarding attitudes towards financial gains. Informing study participants
about cryptocurrencies’ sustainability benefits did not result in statistically significant
attitudinal changes (m1a = 6.72 (2.33), m2a = 6.88 (2.57), t = −0.55, p = 0.58); however,
communication on the negative environmental impacts did produce a significant effect
(m1d = 7.02 (2.12), m2d = 5.93 (2.83), t = 3.04, p < 0.05).

5. Discussion and Conclusions

In this research, we investigated whether the provision of factually correct yet lopsided
information can shape consumer attitudes toward cryptocurrencies. The findings from our
experimental study indicate that attitudes can indeed be molded in this way and that some
attitudinal constructs, all of which are important behavioral antecedents, might be more
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easily affected than others. The results have substantial implications for academics and
practitioners alike.

5.1. Theoretical Implications

The malleability of consumer attitudes toward novel technologies, such as cryptocur-
rencies, and the implications for marketing remains an under-researched topic in academia,
as previous research has generated conflicting results on whether or not deep-rooted belief
systems can be easily changed [27]. Previous research has already established the relevance
of the topic by illustrating that individuals’ information-processing biases can affect firm be-
havior, which in turn causes return anomalies [35]. In the context of marketing, researchers
need to be mostly concerned about those behavioral antecedents that ultimately determine
whether or not prospects will become buyers [23].

Novel technologies tend to substantially transform marketing activities, and numerous
previous studies have already established the relevance of constructs, such as trust, security,
privacy, perceived risk, financial gains and sustainability [1,2,18]. The question remains
open regarding how malleable consumer attitudes towards these constructs actually are,
yet this is especially important in the case of complex and constantly evolving technological
transformation processes. Our findings provide the basis for future rigorous academic
studies to investigate in more detail how attitudes toward new technologies are shaped
and how attitudinal malleability can be incorporated into existing theories.

Furthermore, the gap between consumers’ perceived knowledge and actual technolog-
ical characteristics, as well as its relevance for buying decisions, presents a fruitful area for
future research.

5.2. Practical Implications

For decades, marketers have been scrutinizing the consumer motivations underly-
ing buying decisions. They use targeted advertising and companies’ brands to actively
shape the attitudes of their target groups. Novel technologies, such as cryptocurrencies,
have already started to transform companies’ marketing activities and brought about
both new expectations and skepticism on the side of the consumers. It is therefore cru-
cial for marketers to thoroughly understand a technology’s potential and its perception
among consumers.

More specifically, they not only need to identify the most important antecedents of
consumer buying decisions but also comprehend whether the relevant attitudes are deep-
rooted or rather easily manipulated. In this study, we provide initial evidence that some
perceptions toward cryptocurrencies might be easier to change than others. In this regard,
it also makes a difference whether the intended change is positive or negative. From an
ethical perspective, this implies that it might be advisable for marketers to openly inform
their target groups about their intended use of cryptocurrencies and the implications, which
in turn might also create an atmosphere of trust. Finally, marketers need to closely attend
to public discussions surrounding cryptocurrencies, which can affect consumer behaviors.

5.3. Limitations and Future Research

This experimental pilot study has a strong exploratory character. It was our goal to
reveal whether the malleability of consumer attitudes toward novel technologies might
constitute a relevant topic for marketers. Our findings imply that this is indeed the case.
However, our study also has several limitations. To begin with, our sample size was
relatively small, which implies a small statistical power. Contrariwise, this also implies that
the true statistical significance might be even greater than we report, and our study may
systematically underestimate the true importance of the topic.

The same is true for our choice of a convenience sample, which is an adequate means
to uncover correlational changes but might not represent the general public. In the context
of our study, however, this does not greatly matter since confounding effects on the rela-
tionships are eliminated through the experimental design. Again, the composition of the
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sample with a strong tendency toward a younger, better-educated audience implies that
the true effects might be underestimated since knowledge about cryptocurrencies might be
less prevalent in the general population. Finally, the provision of the stimuli can be more
balanced in future studies, and additional constructs need to be investigated.

In summary, our results lay a foundation for highly relevant future research. Most
importantly, the findings need to be replicated across different consumer groups and could
explore additional behavioral and attitudinal constructs. Furthermore, the investigation
of other technologies is advisable, as is the assessment of whether individuals’ subjective
knowledge matches the objective features of the respective technology. Finally, in light of
the proliferation of fake news, research is needed to determine the extent to which incorrect
information can actually be used to shape consumer attitudes and how strongly attitudinal
changes are connected to the possession of factual knowledge.
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Appendix A

Construct Variable Modified Question

Trust

VAR_1.1 Cryptocurrencies are trustworthy.

VAR_1.2 Even if cryptocurrencies are not fully regulated, I still trust them.

VAR_1.3 Generally, I trust cryptocurrency exchange systems.

Security

VAR_2.1 * I am worried about owning cryptocurrencies because of their security.

VAR_2.2 I feel secure about buying, holding, and transferring cryptocurrencies.

VAR_2.3 Cryptocurrencies are secure for conducting financial transactions.

Privacy
VAR_3.1 * When using cryptocurrencies my privacy is at risk.

VAR_3.2 I feel safe providing personal information to cryptocurrency exchange systems.

Perceived * Risk

VAR_4.1 I feel at risk since I cannot touch or feel cryptocurrencies.

VAR_4.2 I am concerned about the potential of my cryptocurrencies being stolen.

VAR_4.3 The use of cryptocurrencies exposes me to a general risk.

VAR_4.4 If I use cryptocurrencies, hackers may be able to read my transaction history.

Financial Gains
VAR_5.1 I believe cryptocurrencies will increase in value in the future.

VAR_5.2 Investing into cryptocurrencies will yield a high return on my investment.

Sustainability
VAR_6.1

Cryptocurrencies have the potential to positively contribute to an environmentally
friendly and sustainable society.

VAR_6.2 * Cryptocurrency mining has a negative impact on humanity.

Scale: 1 . . . totally disagree; 10 . . . totally agree. * reverse coded

The items are based on [36–41] and were modified to fit the purpose of this study.
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Appendix B

Topic Link

Advantages
Benefits of cryptocurrencies. Available online:
https://www.youtube.com/watch?v=nTo4iQYQuPs (Accessed on 1 June 2022).

Disadvantages
Problems of cryptocurrencies. Available online:
https://www.youtube.com/watch?v=5-UO1t5EU90 (Accessed on 1 June 2022).

References

1. Gleim, M.R.; Stevens, J.L. Blockchain: A Game Changer for Marketers? Mark. Lett. 2021, 32, 123–128. [CrossRef]
2. Rejeb, A.; Keogh, J.G.; Treiblmaier, H. How Blockchain Technology Can Benefit Marketing: Six Pending Research Areas. Front.

Blockchain 2020, 3, 1e12. [CrossRef]
3. Kannengießer, N.; Lins, S.; Dehling, T.; Sunyaev, A. Trade-Offs between Distributed Ledger Technology Characteristics. ACM

Comput. Surv. 2020, 53, 42:1–42:37. [CrossRef]
4. Parkhurst, K. Discerning between Hype and Reality: Common Misconceptions about Blockchain. J. Digit. Bank. 2019, 4, 119–124.
5. Vantage Market Research. Cryptocurrency Market Size, Share & Trends Analysis Report by Offering (Hardware, Software), by Process

(Mining, Transaction), by Type (Bitcoin, Ethereum, Bitcoin Cash, Ripple), by Region (North America, Europe, Asia Pacific, Latin America,
Middle East & Africa)—Global Industry Assessment (2016–2021) & Forecast (2022–2028); Vantage Market Research: Washington, DC,
USA, 2022.

6. Dinu, L.-G. Using Cryptocurrencies, a Management Strategy for the Future. Intern. Audit. Risk Manag. 2022, 17, 19–32. [CrossRef]
7. Yoon, Y.; Sarial-Abi, G.; Gürhan-Canli, Z. Effect of Regulatory Focus on Selective Information Processing. J. Consum. Res. 2012,

39, 93–110. [CrossRef]
8. Janakiraman, R.; Lim, J.H.; Rishika, R. The Effect of a Data Breach Announcement on Customer Behavior: Evidence from a

Multichannel Retailer. J. Mark. 2018, 82, 85–105. [CrossRef]
9. Treiblmaier, H. What Is Coming across the Horizon and How Can We Handle It? Bitcoin Scenarios as a Starting Point for Rigorous

and Relevant Research. Future Internet 2022, 14, 162. [CrossRef]
10. Breward, M.; Hassanein, K.; Head, M. Understanding Consumers’ Attitudes Toward Controversial Information Technologies: A

Contextualization Approach. Inf. Syst. Res. 2017, 28, 760–774. [CrossRef]
11. Cui, T.H.; Ghose, A.; Halaburda, H.; Iyengar, R.; Pauwels, K.; Sriram, S.; Tucker, C.; Venkataraman, S. Informational Challenges in

Omnichannel Marketing: Remedies and Future Research. J. Mark. 2021, 85, 103–120. [CrossRef]
12. Pineda Rincón, E.A.; Moreno-Sandoval, L.G. Design of an Architecture Contributing to the Protection and Privacy of the Data

Associated with the Electronic Health Record. Information 2021, 12, 313. [CrossRef]
13. Tsoukas, V.; Gkogkidis, A.; Kampa, A.; Spathoulas, G.; Kakarountas, A. Enhancing Food Supply Chain Security through the Use

of Blockchain and TinyML. Information 2022, 13, 213. [CrossRef]
14. Caldarelli, G. Wrapping Trust for Interoperability: A Preliminary Study of Wrapped Tokens. Information 2022, 13, 6. [CrossRef]
15. Negara, E.S.; Hidayanto, A.N.; Andryani, R.; Syaputra, R. Survey of Smart Contract Framework and Its Application. Information

2021, 12, 257. [CrossRef]
16. Sunyaev, A.; Kannengießer, N.; Beck, R.; Treiblmaier, H.; Lacity, M.; Kranz, J.; Fridgen, G.; Spankowski, U.; Luckow, A. Token

Economy. Bus. Inf. Syst. Eng. 2021, 63, 457–478. [CrossRef]
17. Wang, L.; Luo, X.; Lee, F. Unveiling the Interplay between Blockchain and Loyalty Program Participation: A Qualitative Approach

Based on Bubichain. Int. J. Inf. Manag. 2019, 49, 397–410. [CrossRef]
18. Garaus, M.; Treiblmaier, H. The Influence of Blockchain-Based Food Traceability on Retailer Choice: The Mediating Role of Trust.

Food Control 2021, 129, 108082. [CrossRef]
19. Hasan, O.; Brunie, L.; Bertino, E. Privacy-Preserving Reputation Systems Based on Blockchain and Other Cryptographic Building

Blocks: A Survey. ACM Comput. Surv. 2022, 55, 1–37. [CrossRef]
20. Feng, W.; Wang, Y.; Zhang, Z. Can Cryptocurrencies Be a Safe Haven: A Tail Risk Perspective Analysis. Appl. Econ. 2018,

50, 4745–4762. [CrossRef]
21. Moss, S. Implicit Theories of Malleability. Sicotests, 2016. Available online: https://www.sicotests.com/psyarticle.asp?id=182

(accessed on 10 May 2022).
22. Huang, N.; Zuo, S.; Wang, F.; Cai, P.; Wang, F. The Dark Side of Malleability: Incremental Theory Promotes Immoral Behaviors.

Front. Psychol. 2017, 8, 1341. [CrossRef] [PubMed]
23. Aaker, J.L. The Malleable Self: The Role of Self-Expression in Persuasion. J. Mark. Res. 1999, 36, 45–57. [CrossRef]
24. Nillesen, E.; Grimm, M.; Goedhuys, M.; Reitmann, A.-K.; Meysonnat, A. On the Malleability of Gender Attitudes: Evidence from

Implicit and Explicit Measures in Tunisia. World Dev. 2021, 138, 105263. [CrossRef]
25. Cullen, C.; Barnes-Holmes, D.; Barnes-Holmes, Y.; Stewart, I. The Implicit Relational Assessment Procedure (IRAP) and the

Malleability of Ageist Attitudes. Psychol. Rec. 2009, 59, 591–620. [CrossRef]
26. Leavy, A.M.; Hourigan, M.; Murphy, B.; Yilmaz, N. Malleable or Fixed? Exploring Pre-Service Primary Teachers’ Attitudes

towards Statistics. Int. J. Math. Educ. Sci. Technol. 2021, 52, 427–451. [CrossRef]

https://www.youtube.com/watch?v=nTo4iQYQuPs
https://www.youtube.com/watch?v=5-UO1t5EU90
http://doi.org/10.1007/s11002-021-09557-9
http://doi.org/10.3389/fbloc.2020.00003
http://doi.org/10.1145/3379463
http://doi.org/10.5281/zenodo.6392180
http://doi.org/10.1086/661935
http://doi.org/10.1509/jm.16.0124
http://doi.org/10.3390/fi14060162
http://doi.org/10.1287/isre.2017.0706
http://doi.org/10.1177/0022242920968810
http://doi.org/10.3390/info12080313
http://doi.org/10.3390/info13050213
http://doi.org/10.3390/info13010006
http://doi.org/10.3390/info12070257
http://doi.org/10.1007/s12599-021-00684-1
http://doi.org/10.1016/j.ijinfomgt.2019.08.001
http://doi.org/10.1016/j.foodcont.2021.108082
http://doi.org/10.1145/3490236
http://doi.org/10.1080/00036846.2018.1466993
https://www.sicotests.com/psyarticle.asp?id=182
http://doi.org/10.3389/fpsyg.2017.01341
http://www.ncbi.nlm.nih.gov/pubmed/28824517
http://doi.org/10.1177/002224379903600104
http://doi.org/10.1016/j.worlddev.2020.105263
http://doi.org/10.1007/BF03395683
http://doi.org/10.1080/0020739X.2019.1688405


Information 2022, 13, 295 11 of 11

27. Bassili, J.N.; Brown, R.D. Implicit and Explicit Attitudes: Research, Challenges, and Theory. In The Handbook of Attitudes; Lawrence
Erlbaum Associates Publishers: Mahwah, NJ, USA, 2005; pp. 543–574. ISBN 978-0-8058-4492-4.

28. Facts and Factors. Global Cryptocurrency Market Size, Share, Forecast 2021–2028; Research Report; Facts & Factors: Beijing, China,
2022; Available online: https://www.fortunebusinessinsights.com/industry-reports/cryptocurrency-market-100149 (accessed
on 10 May 2022).

29. Wieland, A.; Durach, C.F.; Kembro, J.; Treiblmaier, H. Statistical and Judgmental Criteria for Scale Purification. Supply Chain
Manag. Int. J. 2017, 22, 321–328. [CrossRef]

30. Hernández-Ortega, B. The Role of Post-Use Trust in the Acceptance of a Technology: Drivers and Consequences. Technovation
2011, 31, 523–538. [CrossRef]

31. Ghosh, A.; Gupta, S.; Dua, A.; Kumar, N. Security of Cryptocurrencies in Blockchain Technology: State-of-Art, Challenges and
Future Prospects. J. Netw. Comput. Appl. 2020, 163, 102635. [CrossRef]

32. Cowan, K.; Javornik, A.; Jiang, P. Privacy Concerns When Using Augmented Reality Face Filters? Explaining Why and When Use
Avoidance Occurs. Psychol. Mark. 2021, 38, 1799–1813. [CrossRef]

33. Ben Amor, N.; Ben Yahia, I. Investigating Blockchain Technology Effects on Online Platforms Transactions: Do Risk Aversion and
Technophilia Matter? J. Internet Commer. 2021, 20, 1–26. [CrossRef]

34. Gruber, V.; Schlegelmilch, B.B.; Houston, M.J. Inferential Evaluations of Sustainability Attributes: Exploring How Consumers
Imply Product Information. Psychol. Mark. 2014, 31, 440–450. [CrossRef]

35. Alti, A.; Tetlock, P.C. Biased Beliefs, Asset Prices, and Investment: A Structural Approach. J. Financ. 2014, 69, 325–361. [CrossRef]
36. Gil-Cordero, E.; Cabrera-Sánchez, J.P.; Arrás-Cortés, M.J. Cryptocurrencies as a Financial Tool: Acceptance Factors. Mathematics

2020, 8, 1974. [CrossRef]
37. Forsythe, S.; Liu, C.; Shannon, D.; Gardner, L.C. Development of a Scale to Measure the Perceived Benefits and Risks of Online

Shopping. J. Interact. Mark. 2006, 20, 55–75. [CrossRef]
38. Nasir, M.A.; Wu, J.; Yago, M.; Li, H. Influence of Psychographics and Risk Perception on Internet Banking Adoption: Current

State of Affairs in Britain. Int. J. Econ. Financ. Issues 2015, 5, 461–468.
39. Yamauchi, K.T.; Templer, D.J. The Development of a Money Attitude Scale. J. Personal. Assess. 1982, 46, 522–528. [CrossRef]
40. Akerlof, K.; DeBono, R.; Berry, P.; Leiserowitz, A.; Roser-Renouf, C.; Clarke, K.-L.; Rogaeva, A.; Nisbet, M.C.; Weathers, M.R.;

Maibach, E.W. Public Perceptions of Climate Change as a Human Health Risk: Surveys of the United States, Canada and Malta.
Int. J. Environ. Res. Public Health 2010, 7, 2559–2606. [CrossRef] [PubMed]

41. Buchanan, T.; Paine, C.; Joinson, A.N.; Reips, U.-D. Development of Measures of Online Privacy Concern and Protection for Use
on the Internet. J. Am. Soc. Inf. Sci. Technol. 2007, 58, 157–165. [CrossRef]

https://www.fortunebusinessinsights.com/industry-reports/cryptocurrency-market-100149
http://doi.org/10.1108/SCM-07-2016-0230
http://doi.org/10.1016/j.technovation.2011.07.001
http://doi.org/10.1016/j.jnca.2020.102635
http://doi.org/10.1002/mar.21576
http://doi.org/10.1080/15332861.2021.1961188
http://doi.org/10.1002/mar.20706
http://doi.org/10.1111/jofi.12089
http://doi.org/10.3390/math8111974
http://doi.org/10.1002/dir.20061
http://doi.org/10.1207/s15327752jpa4605_14
http://doi.org/10.3390/ijerph7062559
http://www.ncbi.nlm.nih.gov/pubmed/20644690
http://doi.org/10.1002/asi.20459

	Introduction 
	Theoretical Background 
	Methodology 
	Results 
	Trust 
	Security 
	Privacy 
	Perceived Risk 
	Financial Gains 
	Sustainability 

	Discussion and Conclusions 
	Theoretical Implications 
	Practical Implications 
	Limitations and Future Research 

	Appendix A
	Appendix B
	References

