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Abstract: One of the most important components of intelligent transportation systems (ITS) is the
automotive self-organizing VANET network (vehicular ad hoc network). Its nodes are vehicles with
specialized onboard units (OBU) installed on them. Such a network can be subject to various attacks.
To reduce the effectiveness of a number of attacks on the VANET, it is advisable to use authentication
protocols. Well-known authentication protocols support a security policy with full trust in roadside
unit (RSU) base stations. The disadvantage of these authentication protocols is the ability of the
RSU to track the route of the vehicle. This leads to a violation of the privacy and anonymity of the
vehicle’s owner. To eliminate this drawback, the article proposes an adaptive authentication protocol.
An advantage of this protocol is the provision of high imitation resistance without using symmetric
and asymmetric ciphers. This result has been achieved by using a zero-knowledge authentication
protocol. A scheme for adapting the protocol parameters depending on the intensity of the user’s
traffic has been developed for the proposed protocol. The scientific novelty of this solution is to
reduce time spent on authentication without changing the protocol execution algorithm by reducing
the number of modular exponentiation operations when calculating true and “distorted” digests of
the prover and verifying the correctness of responses, as well as by reducing the number of responses.
Authentication, as before, takes place in one round without changing the bit depth of the modulus
used in the protocol. To evaluate the effectiveness of the adaptive authentication protocol, the VANET
model was implemented using NS-2. The obtained research results have shown that the adaptation
of the authentication protocol in conditions of increased density of vehicles on the road makes it
possible to increase the volume of data exchange between OBU and RSU by reducing the level
of confidentiality. In addition, a mechanism for verifying the authority of the vehicle’s owner for
provided services has been developed. As a result of the implementation of this mechanism, vehicle
registration sites (VRS) calculate the public key of the vehicle without using encryption and provide
necessary services to the owner.

Keywords: VANET; authentication; zero-knowledge protocol; authentication protocol adaptation schemes

1. Introduction

It is difficult to imagine the modern economy without transportation and its develop-
ment. According to the data provided in [1], the demand for urban mobility is expected
to increase by more than 2.5 times by 2050. To enhance the transportation process effi-
ciency and prevent road accidents in real time, intelligent transportation systems (ITS) are
being created [2].

One of the most important components of ITS is the VANET (vehicular ad hoc network).
Its nodes are vehicles with specialized communication modules installed on them. The
main objectives of such networks are to warn users about emergencies, to enable real-
time vehicle monitoring, and to provide an access to the global network [3]. In addition,
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the deployment of the VANET network reduces the number of accidents on the road.
The paper [4] shows the use of the developed road-accidents-forecasting system. This
system is based on hidden Markov networks. It takes into account many factors, such as
weather conditions, vehicle speed, and driver fatigue in order to reduce the likelihood of a
road accident.

The main elements of the VANET’s architecture are specialized telecommunication
modules mounted on the vehicles (they are called onboard units, or just OBUs), as well
as infrastructure base stations (they are called roadside units, or just RSUs) with a similar
set of communication interfaces. OBUs are integrated into a vehicle’s onboard system.
They have their own computing resources, antenna, and informational display. In addition
to firmware modules, the VANET includes communication interfaces that allow these
modules to interact with each other. Depending on the direction of information transfer
between objects, the following types of interfaces are distinguished [5-7]:

e  Vehicle-to-vehicle (V2V): When OBUs are interacting objects. This type of interaction
is the main one in the absence of infrastructure base stations. It allows organizing the
data exchange between road vehicles to enhance road safety;

e  Vehicle-to-infrastructure (V2I): When information is transferred from the OBU to the
RSU. It is used to accumulate information in control centers in order to organize a
control system for monitoring and managing traffic streams;

e Infrastructure-to-infrastructure (I2I): When RSUs interact with each other. This type
of interface allows data exchanging both via wired communication channels and
wireless ones;

e  Vehicle-to-X (V2X) is a universal interface type that allows organizing the V2V and/or
V2I type of interaction.

An autonomous vehicle diagnostic can be performed using V2X interfaces, followed
by sending the data to the service department. These interfaces allow expanding the range
of services that ensure travel comfort.

Figure 1 shows the structure of the VANET’s architecture. Due to the fact that the
VANET network provides high-speed wireless connections and exchange of confiden-
tial information in real time, such a network can be susceptible to various attacks. The
papers [8-10] analyze the VANET’s main vulnerabilities and attacks on it. Among them, the
following types of attacks can be distinguished: attacks on availability, attacks on confiden-
tiality, attacks on authentication, attacks on data integrity, and attacks on non-repudiation.

The authentication protocols can be used to reduce the effectiveness of many attacks on
the VANET [11,12]. The application of authentication procedures between OBUs and RSUs
allows increasing the efficiency of the VANET and will not allow unauthorized content to
be imposed.

The requirements for the VANET authentication protocols are the following.

Firstly, authentication methods must have high cryptographic strength without the
use of encryption methods. This requirement can eliminate the need for the delivery of
private and public keys for telecommunication modules (OBU) and base stations (RSU) to
implement authentication.

Secondly, during the authentication process, RSUs should not obtain information
about the vehicle and the driver. Failure to comply with this requirement will allow the
RSU to calculate the route of any vehicle, which entails a violation of the confidentiality
and anonymity of the vehicle’s owners.

Thirdly, the authentication protocol must contain a rule that would allow the protocol
parameters to be adapted depending on the vehicle traffic intensity. To increase road
capacity in high-traffic conditions, RSU devices need to reduce the time required for vehicle
identification. This goal can be achieved by changing the protocol’s cryptographic strength.



Information 2023, 14, 27

3 0f20

2 Traffic Management Center

GPS Signals

<IEEE 802.11p ™,
" Vehicle to :
Infrastructure

~"IEEE802.11p
Vehicle to
Vehicle

Figure 1. VANET’s architecture.

Fourthly, the protocol should provide the possibility to deliver services to vehicle’s
owners through the access to the vehicle registration sites (VRS) that are part of the VANET
structure. A service delivery request must be generated in order to receive services. How-
ever, the vehicle ID and the required services cannot be transmitted over an open channel
due to the threat of message interception or modification. Therefore, the OBU-VRS au-
thentication protocol must use an algorithm that allows the VRS to obtain the vehicle’s
public key without encryption. Then, based on the calculated public key, the VRS verifies
its credentials and provides the required service.

Our contribution is as follows.

1. Taking into account the above requirements for authentication in the VANET, an
adaptive authentication protocol was developed, built on zero-knowledge proof.
This protocol provides a high degree of anonymity when performing OBU-RSU
authentication, RSU-OBU authentication, and OBU-OBU authentication without
using encryption methods. In this case, the trusted authorities will not be able to track
the vehicle route using the data received by RSUs or OBUs during the authentication
process. At the same time, this protocol requires minimal time spent on vehicle
authentication. This is achievable by a reduction in the number of execution stages
compared to previously known challenge-response protocols.

2. A scheme that allows adapting the protocol’s parameters depending on the vehicle
traffic intensity. When there is little traffic on the road, the OBU selects a high
confidentiality level (level 3). As the traffic congestion increases, the user can lower
the confidentiality level (to the level 2). A decrease in this level will reduce the time
required for vehicle authentication. A further decrease in confidentiality to the first
level ensures minimal time spent on vehicle authentication. It allows RSUs to operate
efficiently under high-traffic conditions.
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3. A protocol for verifying the authority of the vehicle’s owner for requested services.
As a result of this protocol implementation, the VRS calculates the public key of the
vehicle without using encryption and provides necessary services.

The paper is structured as follows. Section 2 is devoted to authentication methods
used in the VANET. Section 3 provides a comparative analysis of zero-knowledge authen-
tication protocols. The main disadvantages of these protocols are shown. Section 4 is
focused on the zero-knowledge authentication protocol with minimal authentication time.
Section 5 provides an analysis of the scheme that allows adapting the protocol’s parameters
depending on the traffic intensity. Section 6 presents the protocol for verifying the vehicle’s
owner’s authority for the requested services. The results of the studies and conclusions are
presented in Sections 7 and 8, respectively.

2. Comparative Analysis of VANET Authentication Methods

The papers [13,14] present authentication protocols based on the idea of full trust in
RSU or authentication servers. However, this approach has a disadvantage associated
with the possibility to control specific vehicles’ movement. At the same time, there is no
possibility to choose the level of confidentiality in these protocols.

To reduce the time of the prover’s authentication, it is proposed in [15,16] to use sym-
metric encryption in the authentication protocol. However, this approach has a drawback,
which is the necessity to deliver secret keys to authentication objects. In this case, the
interception of such keys can lead to the entire VANET being compromised, which entails
a decrease in the data exchange security.

Public key encryption systems (PKI) can eliminate this drawback [17,18]. PKI tech-
nology makes it possible to unambiguously identify a vehicle. However, this protocol can
only be used when OBUs fully trust RSUs. In other words, only RSUs authenticate OBUs.
Then, it is necessary to enter the public keys of each OBU into each base station memory
during their deployment. Another option is the data exchange between the RSU and the
authentication server in real time. As a result, the speed of the authentication procedure
decreases, which negatively affects the road capacity. In addition, it is rather difficult
to organize data exchange via the OBU-OBU interface when PKI-based authentication
protocols are being used.

To reduce the computational load when executing a PKI-based authentication protocol,
it was proposed in [19] to use an identity-based batch authentication scheme. This approach
allows generating many public and private key pairs without preloading them into OBUs
and RSUs and reducing the cost of transferring and verifying PKI certificates.

It is proposed in [20-23] to combine several vehicles into groups in order to reduce
the volume of stored keys and minimize computational load. It allows using group digital
signatures. However, such solutions have disadvantages. Firstly, the confidentiality of the
OBU group depends on the group manager, who possesses the group master key. In this
case, there is a possibility of any group member’s confidential-data leakage. Secondly, there
is a problem of choosing a group manager. Thirdly, the group digital signature strength
can be reduced because of the small number of vehicles that make up the group.

It is shown in [24-30] that the PKI does not fully ensure the vehicle’s owner’s con-
fidentiality. In this case, the attacker will be able to establish a correspondence between
the vehicle and the fixed key. To eliminate this drawback, it is proposed to use temporary
anonymous certified keys or pseudonym-based authentication. The paper [24] presents
an authentication method based on the usage of pseudonyms. With this method, users
are autonomous in terms of obtaining public key certificates and pseudonyms, which
minimizes data exchange with the certification authority. Pseudonyms allow maintaining
anonymous communication between vehicles while keeping OBUs’ privacy safe. However,
these methods also have a disadvantage. The problem is implicit vehicle authentication. To
unambiguously identify the vehicle’s owner, it is necessary to use a special trusted authority.

The comparative analysis has shown that to ensure the required level of confidentiality,
the above-mentioned authentication methods use various encryption systems that require
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the usage of key management systems. It is possible to eliminate this disadvantage by
using a zero-knowledge authentication protocol.

3. Analysis of Zero-Knowledge Protocols

These protocols involve two parties: the verifier (V) generates random challenges to be
responded to by the prover (P). The purpose of this protocol is that P must convince V of the
truth of the statement known to P. If the prover is an authorized user, that is, his statements
are true, then, with an increase in the number of verification steps, the probability of a
statement to be true must tend to one. Otherwise, when the statement provided by P is
false, the probability of correctness of the proof will be close to zero [25].

Typically, the implementation of most zero-knowledge proof protocols requires several
rounds of verification. Each round requires the following steps:

Step 1. P, who possesses some secret S, makes a request E, which is transmitted to V.

Step 2. V sends a challenge B to P. P computes a response W.

Step 3. V checks the response and decides whether the current proof is true.

In the Fiat-Shamir and Feige-Fiat-Shamir protocols, it is proposed to perform from
5 to 20 rounds of verification, depending on the size (bit depth) of challenges and re-
sponses [25]. Having sufficient cryptographic strength, these protocols are widely used
in contactless devices. For example, in [26,27], authentication algorithms used in smart
cards are considered. Zero-knowledge protocols make it possible to refuse classic pass-
word authentication methods, providing effective protection of smart cards against active
parallel attacks, when an attacker can use information that he receives during one session
to respond to challenges that arise during the other session.

It should be noted that, recently, the field of automatic identification systems (RFID)
has been expanding. With this technology, the data are stored in so-called transponders or
RFID tags and are read or written using radio signals. To prevent unauthorized access to
the data, it is necessary to authenticate the data receiver. For this purpose, in [28,29], it is
proposed to use modified interactive authentication protocols based on zero-knowledge
proof. In [30], a modification of the Schnorr protocol is presented, which has a higher
speed compared to the Fiat-Shamir and Feige-Fiat-Shamir protocols due to reducing the
number of verification rounds. The paper [31] discusses the information security issues of
a “smart home” technology. The Feige-Fiat-Shamir protocol helps to solve the problem of
the increasing number of secret keys used to authenticate an ever-increasing number of
IoT devices. An example of using a modified Feige-Fiat-Shamir protocol is given in [32].
The Feige-Fiat-Shamir authentication protocol has been chosen because IoT devices have
limited processing power. The research results presented in the article showed that the
authentication scheme effectively resisted brute-force attacks. Thus, using a 20-bit key and
20 rounds of authentication in the protocol did not allow the attacker to obtain the value of
the modulus 7 and the private key S.

The ISO/IEC Joint Technical Committee has developed a standard [33] for zero-
knowledge authentication protocols. This standard regulates the algorithm for constructing
an authentication protocol with zero-knowledge proof based on the public key encryption
system (Publ_Encr). The RSA encryption algorithm can be used as such a system.

In accordance with [33], the following steps must be performed in order to implement
a zero-knowledge authentication protocol.

1.  The verifier chooses a random number A and encrypts it using the prover’s public

key C=E,, (A). Then, the verifier calculates a value of the hash function at the
public

number A, thatis, H, = H(A), where H is the hash function. A pair of the obtained
results (C, H ) is transmitted to the prover.

2. The prover, having received (C, H,), decrypts the message C with his secret key and
obtains A* = D,  (C). Then, the prover calculates a value of the hash function

private
H,. = H(A*). If an equality H,. = H , is satisfied, the decrypted number A* is
returned to the verifier.
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3.  The verifier receives a number A* and compares it with his chosen number A. If
equality A = A* is satisfied, the verifier reaches a conclusion about the authenticity
of the prover.

This protocol is recommended for authentication in various information systems where
protocol participants do not trust each other. The VANET can be considered to be such
a system. Therefore, zero-knowledge authentication protocols have found application in
VANET systems [34-37]. The paper [34] shows the authentication protocol for the VANET
system, which is an integration of two cryptographic protocols. The authors propose jointly
using the zero-knowledge authentication protocol (ZKAP) and the distance limitation pro-
tocol. In this case, two problems are solved at once. First, OBU authentication is performed
using ZKAP. Secondly, the distance from the RSU to the vehicle is determined. However,
this approach has a disadvantage: the high sensitivity of the protocol’s distance bounding
to data-processing delay. As a result, high demands are placed on the synchronization
subsystems of radio equipment that are used in OBUs and RSUs.

In [35-37], authentication protocols that can adapt their parameters depending on the
intensity of vehicle traffic are presented. The paper [35] presents an iterative protocol in
which the reduction in authentication time is achieved by reducing the number of rounds of
verification of the prover. At the same time, there is a decrease in the level of confidentiality
of the protocol. In [36,37], it is proposed to adapt the protocol by changing the bit depth
of the data processed in the protocol. When the bit depth of the signal received from the
prover decreases, the speed of authentication increases. However, at the same time, the
level of confidentiality decreases. An increase in the bit depth of the prover’s response
provides an increase in the level of confidentiality of the protocol, but at the same time, the
time of the prover’s verification increases.

The above-mentioned research papers’ analysis has shown that zero-knowledge au-
thentication protocols provide high cryptographic strength without using encryption meth-
ods. Moreover, these protocols do not achieve maximal authentication speed due to the
iterative verification process. In addition, to ensure high imitation resistance in these
protocols, it is required to perform all operations using large modulus. That reduces the
speed of an authentication protocol execution. It is due to the fact they do not use session
keys that would be changed in different authentication sessions. Therefore, it is necessary
to develop a protocol that would allow performing this procedure in fewer steps and with
the usage of session keys.

4. Zero-Knowledge Authentication Protocol with Minimal Authentication Time
Preliminary stage goes as follows.
To execute the protocol, each OBU and RSU must have:

e A prime number S, a modulo in which the calculations in the developed protocol

are performed.
e  The number m is the number generating the multiplicative group Zs.

OBU 1RSU ;
. kpm-wte, kprim are images of the OBU and RSU secret keys, where
OBU _ yOBU RSU _ RSU
kprivate - KprivatemOdsf kprivate - KpriwztemOde 1

where K9BU s the OBU secret key; KR°U = is the RSU secret key; and

private private

{kOBU KRSU } <S_1.

private’ " private
D,G are the numbers for obtaining OBU and RSU session keys where {D, G} < S — 1.
L is the number used by the OBU in the protocol for verifying the vehicle user’s
credentials for the services provided where L < S — 1.
e T is the number used by RSU to get the timestamp where T < S — 1.

To ensure high imitation resistance when calculating session keys, we will use a
pseudo-random function (PRF). Its strength should be based on the complexity of solving
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the Diffie-Hellman problem. Such a function has been given in [38]. Then, the session keys
values will be determined by the expressions

-1
+ RSU )

. -1 .
D(j) = mPU D ) 10ds, G(j) = m CUD i) o, @)

where D(j — 1), G(j — 1) are session key values in the previous authentication session;
D =D(0), G = G(0) are the initial parameters for calculating the OBU and RSU ses-
sion keys.

Similarly, we obtain

-1

. -1
(LG4 modsS, ©)]

pr,'wte) mods, T(]) _ m(T(]'*l)+kRSu )

private

L) =m
Authentication (level 3). OBU (prover) — RSU (verifier).
1. The prover (OBU) calculates its true digest value to perform the j-th authentication:

OBU

B(j) = norte) P 0) i os, @)

The true digest is entered in the OBU’s memory.
2. The prover (OBU) chooses random numbers {AkOBu (j), AD(j), AL(])} <5-2,

private
thus “distorting” the protocol’s secret parameters:

ROBL () = (KORStse + AKORL () )modg(S),

private private private

D(j) = (D(j) + AD(j))mod¢(S), ®)
L(j) = (L(j) + AL(j) )modp(S),

where ¢(S) is the value of Euler’s totient function at the number S. The OBU then
calculates the “distorted” digest:

N rOBU

B(]) — mkprivate(j) mD(J)mt(f)modS (6)

The “distorted” digest is entered into the OBU’s memory. When the OBU (prover)
comes into the range of the RSU (verifier), the following actions are performed:

3. The verifier (RSU) chooses a random number M(j) < S — 2, which is a challenge. This
number is sent to the OBU.

4. The prover (OBU) computes the responses:

Y1 () = (RORk(7) = M()KOBL. () ymodgp(S),
Y,(j) = (D(j) — M(j)D(j))modg(S), @)
Y3(j) = (L(j) = M(j)L(j)) mod¢p(S).
5. The prover (OBU) sends a signal to the RSU:
BOIBO Y2 (D2 [¥5(7)-
6.  The RSU (verifier) checks the correctness of the response by calculating

If the calculated value matches the “distorted” digest A(j) = B(j), then the OBU is
authorized. Now, after authentication, the RSU can establish a communication session
with the VRS to provide the required service to the vehicle’s owner. At the same time, the
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RSU cannot obtain information about the vehicle itself, as well as calculate its route. This
ensures the VANET’s privacy.

Let us consider the authentication protocol in the opposite direction since OBUs and
RSUs do not trust each other.

Authentication (level 3). RSU (prover) — OBU (verifier).
1.  Prover (RSU):

H(j) = mpricate D)y G(7) ()
j)=m m>Vm' VimodsS. 9)
Prover (RSU):

2. Prover (RSU):
{AkRSU (i), AG(j), AT(]')} <52,

private

RRSU () = (KBS, + AKRSU, () )modg(S),

private private private

(10)
G(j) = (G(j) + AG(j))modg(S),
T(j) = (T(j) + AT(j))mod(S).
Prover (RSU):
A(j) = mkﬁ"si%ff(j)mé(j)mf(j)mods. (11)
Prover (RSU):

RSU — RAMgg; : H(j).

3. Verifier (OBU):
E(j) < S—2, OBU — RSU : E(j).

4.  Prover (RSU): A
C1 () = (Ryricate (1) = E(epricare () )modg (S),
Co(j) = (G(j) = E()G(j))ymodg(S), (12)
C3(j) = (T(j) — E()T(j))modgp(S).

5. Prover (RSU):

RSU — OBU : (H(j)

H) SN ]C0)]|C5())-

6.  Verifier (OBU):
) = HEO (j)ma0) m@) ) — f1(j). (13)

The authentication protocol between the two OBUs is similar to those described above.
The only difference is that the verifier and the prover are two different OBUs.

5. The Protocol Parameters” Adaptation Depending on Traffic Density

The development of a protocol parameter adaptation scheme is an urgent task since
it allows RSUs and OBUs to effectively perform the authentication procedure in different
road situations. When there is little traffic on the road, the OBU chooses a high level of
confidentiality (level 3). As traffic increases, the user can lower the confidentiality level
(level 2). Lowering this level will reduce the time required to authenticate vehicles. A
further reduction in confidentiality to the first level ensures minimal time spent on vehicle
authentication, which allows RSUs to operate efficiently in conditions of high vehicle traffic.

The authentication protocol that ensures the highest confidentiality level is presented
in Section 4. This protocol uses three secret parameters. Therefore, three independent
responses have been generated when calculating responses to the given challenge. This
ensures maximal confidentiality when checking the received responses to the challenge.
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Let us consider a scheme for adapting the protocol’s parameters to the second level. In
this case, the secret protocol parameters k;?rfvgt . and k;fgzit . as well as the numbers D, G, are
still used to obtain OBUs and RSUs session keys, where {D, G} < S — 1. Since the protocol
is implemented for two directions and has the same algorithm, we will only consider the
situation when the OBU is a prover, and the RSU is a verifier.

Authentication (level 2). OBU (prover) — RSU (verifier).

1.  Prover (OBU):
OBU (7 .
B(j) = i priate ) 1D ods. (14)

Prover (OBU):

OBU — RAMpp; : B(j).

2. Prover (OBU):
{AkOBU i), AD(j)} <S-2.

private
Prover (OBU):
Iz?r?z%te(j) = (k(;rl?z%te + Ak?r?l%te(j))mOd(P(s)’ (15)
D(j) = (D(j) + AD(j))modp(S).
Prover (OBU):
A tOBU (i A
B(j) = mprivate 1)1 DG ods. (16)
Prover (OBU):
OBU — RAMqp, : B(j).
3. Verifier (RSU):
M(j) < S —2, RSU — OBU : M(j).
4.  Prover (OBU):
Y,(j) = (D(j) = M(j)D(j))modg(S).
5.  Prover (OBU):
OBU — RSU = (B(j)|[B(j)|[Y1(7)[|Ya(j))-
6.  Verifier (RSU):
A(j) = BMU (ym D m20) = B(j). (18)

It is obvious that reducing the time to calculate the true and “distorted” OBU’s digests,
as well as reducing the number of responses to the challenge, reduces the protocol’s
confidentiality. However, at the same time, the efficient operation of OBUs and RSUs
during intense traffic density is ensured.

Let us consider a scheme for adapting the protocol’s parameters to the first level.
In this case, only k}?fvgtg and k;}r%%tg remain as secret parameters. Now, we consider the
situation when the OBU is a prover, and the RSU is a verifier.

Authentication (level 1). OBU (prover) — RSU (verifier).

1.  Prover (OBU):
; Kortoate (1)
B(j) = m rrivate modsS. (19)

Prover (OBU):
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2. Prover (OBU):
{AROBL ()} <52
Prover (OBU):
k(par?z%te(j) = (k?rli;zljlte + Ak?r?z%te(j))mOd(P(s)' (20)
Prover (OBU):
(1) o)
B(j) = m rrieate’ imodsS. (21)
Prover (OBU):
OBU — RAMqg, : B(j).
3. Verifier (RSU):
M(j) < S —2, RSU — OBU : M(j).
4.  Prover (OBU):
Yl (]) = (k?r?z%te(j) - M(])kgrez%te(]))m()dqb(s) (22)
5. Prover (OBU):
OBU — RSU = (B(j)|[B()| Y1 (j))-
6.  Verifier (RSU):
A(j) = BMO(j)m"1Dmods = B(j). (23)

Analyzing expressions (19)-(23), we see that a further decrease in confidentiality to
the first level ensures minimal time spent on vehicle authentication, allowing RSU and
OBU devices to operate efficiently in conditions of high traffic.

6. A Mechanism to Verify the Vehicle Owner’s Authority for the Services Provider

Along with the authentication of the OBU embedded in the vehicle, the VANET must
provide various types of services. For this purpose, a network of high-performance servers
is used that support available services for a given vehicle’s owner. Service providers
can be both automakers themselves and private firms providing services for vehicles. In
addition, government organizations may also be involved as service providers. However,
all services should be differentiated according to their priorities and the prices paid by
the customers. Therefore, when organizing the data exchange on the provision of services
between the OBU and the VRS, the latter must clearly define the OBU’s authority for the
appropriate services.

To deploy the VANET, each OBU is loaded with a unique 64-bit initialization vector
(IV) defined by the vehicle manufacturer. It is the initialization vector that determines
the authority of the vehicle’s owner to select the appropriate services. Obviously, the IVs
should not be available to any RSU and other OBUs to ensure the confidentiality of the
vehicle. Therefore, when exchanging the data about the services available to the vehicle’s
owners, the initialization vector’s transfer between the OBU and the VRS via an open
channel is impossible. Interception of this information will allow an attacker to gain access
to services that were not provided to him initially. To eliminate this drawback, a protocol
has been developed to verify the vehicle owner’s authority for provided services when
using an open communication channel.

Preliminary stage of the protocol.

To execute the protocol, each OBU and RSU must have:

e A prime number S, a modulo in which the calculations in the developed protocol are
performed, where log, n > 512.
e A number a generating the multiplicative group Zs.

The OBU and RSU public keys are defined as follows:

RSU

KOBU KRS
=a przvatemodn, KRSU = g Privateodn. (24)

OBU
K public

public
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When registering a vehicle in the VANET, its 64-bit initialization vector IV = L and
the OBU’s public key Kﬁ%{c are sent to the VRS. To increase the verification protocol
confidentiality, a counter will be used showing the i-th number of the OBU request to the
VRS,i=1,2,....

Protocol to verify the vehicle’s owner’s authority for the services provider. OBU
(prover) — VRS (verifier).

1. Verifier (VRS):
X, (i) <n—2,VRS — OBU : X,(i).

where X (i) is an even integer.

2. Prover (OBU):

X

v, (i) = KOBU (a(L+i+1)’l>

1
— Npublic modn, (25)

OBU — VRS : V, (i).

3. Verifier (VRS):
X,(i) <n—2,VRS — OBU : X,(i).

where X, (7) is an odd integer.
4.  Prover (OBU):

. i -1\ %,
Vz(z):K;aﬁ}llic(a@“H) ) modn, (26)

OBU — VRS : V,(i).
5.  Verifier (VRS):

sy X
K(j) = (lel ) modn = Kgﬁﬁc. (27)
2

If the vehicle’s owner’s public key K}?ﬁ%{c
the VRS determines the initialization vector IV, which defines the set of available services.

A characteristic feature of the developed protocol is that an open channel has been
used when exchanging the data necessary to verify the vehicle’s owner’s authority. In
this case, intercepting the information transmitted from the OBU to the VRS will not
allow the attacker to calculate the unique initialization vector, and thus obtain someone

else’s services.

is obtained during the protocol execution,

7. Results and Discussion

To evaluate the effectiveness of the proposed authentication protocol, the VANET
model was implemented using NS-2. The choice of this simulation system is due to the
absence of restrictions in modifying the code and the high adequacy of the models under
study. The simulated VANET network includes 10 RSUs and up to 100 OBUs for each
RSU. Each OBU and RSU has a developed authentication protocol. A radio communication
channel with free signal propagation was allocated to obtain the results. In this case, the
transmitting and receiving antennas must be within the line of sight, which ensures the
interaction zone radius of 1 km. To simulate the VANET network, a uniform distribution of
RSUs located at a distance of 2 km from each other was chosen. The data transfer rate was
1 Mbit/s. The packet size changed from 50 to 200 bytes.

Let us consider the cryptographic strength of the developed authentication protocol
and the time spent on its implementation at different confidentiality levels. It is obvious
that the protocol’s strength in finding the correct answer to the verifier’s question will be
determined both by the bit length of the module, S, and the number of answers, M(i),



Information 2023, 14, 27

12 of 20

included in the prover’s signal, where i = 1,2,3. Then, the probability of guessing the
correct answer will be determined by the expression

1
P= SM(i)log, 5~ (28)

Let us consider using a 64-bit module in the developed authentication protocol. When
applying the third level of confidentiality, the prover’s signal consists of true, “distorted”
digests and three answers to the question posed, that is M(3) = 5. Then, the probability of

guessing the prover’s signal is P3(64) = 1.08 - 10~2°. If confidentiality level 2 is used, then
the number of responses in the prover’s signal is reduced to two, that is M(2) = 4. Then,

the probability of matching the prover’s signal is P2(64) =1.35-10"20,

A further lowering of confidentiality to level 1 is possible by reducing the number of
responses to one, that is M (1) = 3. Then, the probability of matching the prover’s signal is
equal to P1(64) =1.80-1020,

Thus, the transition from the third level of confidentiality to the second one reduces
the cryptographic strength of the developed protocol by 1.25 times. A further lowering
the level of confidentiality reduces the cryptographic strength of the developed protocol
by 1.33 times.

However, the authentication protocol using the 64-bit S module does not provide a
high level of confidentiality. The paper [39] presents a program for checking the password
strength to brute force. So, with a 56-bit-length password, the time to crack is two hours.
Additionally, with an 80-bit password, the time to crack increases to four years. Therefore,
it is obvious that the module S bit depth must be greater than 64 bits. When using a 128-bit
module at the third level of confidentiality of the adaptive protocol, the probability of
guessing the prover’s signal is Pélzg) =5.87-1074.

If confidentiality level 2 is used, then the number of responses in the prover’s signal is
reduced to two, that is M(2) = 4. Then, the probability of guessing the prover’s signal is

Pz(ug) = 7.34-10~%0. Further lowering the confidentiality to level 1 is possible by reducing
the number of responses to one, that is M(1) = 3. Then, the probability of guessing the

prover’s signal is equal to Pl(lzg) = 9.79 - 1040, Thus, the transition to the 128-bit S module
allows increasing the cryptographic strength of the authentication protocol by 20 orders of
magnitude compared to the 64-bit module, which ensures the higher confidentiality of the
vehicle route.

To estimate the time spent on the implementation of the developed authentication pro-
tocols, a Virtex-6 FPGA (XC6VSX315T) was used. The testing was performed using Xilinx
Vivado HLS 2018. Operands and modules were 32-bit. When performing the modular expo-
nentiation, a binary algorithm was used. This algorithm has the maximum computational
complexity and allows obtaining the maximum possible time spent on the authentication
protocol implementation. The maximum 32-bit prime number S = 4294967291 was chosen
as the modulus.

The exponent maximum value was chosen to be 30. During the simulation of the
authentication system, it was found that the modular exponentiation was performed
using two operations. The first operation was a multiplication of two 32-bit numbers and
obtaining a 64-bit result. The second operation was calculating the remainder of the product
over a 32-bit modulus. The first operation was performed using the IEEE Numeric_std
standard library. In this case, the multiplication of two 32-bit numbers was executed in
Ny = 4 clock cycles. Computing the remainder of the multiplication V?modS using the
binary algorithm requires N,,,, = 41 clock cycles. Thus, Npxp = Nyop + Ny = 45
cycles are required to implement the modular exponentiation. For the selected FPGA,
the clock frequency is 10 ns. Thus, the execution time of one modular exponentiation
operation for 32-bit numbers is 450 ns. It is proposed in [33] to use an RSA encryption
system with a 256-bit key in order to build an authentication protocol with zero-knowledge
proof. The simplest method of modular exponentiation is the recursive method. Using this
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method, 384 multiplication operations must be performed for a 256-bit key. It is shown
in [39] that the use of the M-ary modular exponentiation algorithm reduces the number
of multiplication operations to 340. In this case, the execution time of the encryption
process alone is 9792 us. In the authentication protocol, one encryption operation and
one decryption operation must be performed. Therefore, it takes 19,584 us to perform
these two operations. If we take into account that during the authentication process the
parties exchange 256-bit signals twice, then the transmission time is 512 ps. In this case,
the execution time of the protocol (without taking into account the time for calculation of
the hash function’s value) is 20,096 ps. Let us conduct a comparative analysis with the
developed adaptive authentication protocol with zero-knowledge proof.

As a result of the studies, the following time costs were obtained for performing basic
protocol operations for the confidentiality level 1 (Table 1):

Table 1. The time cost for executing a 32-bit module authentication protocol.

Tq, ns T,, ns T3, ns T4, ns Ts, ns Te, ns
13,500 13,900 32,000 500 96,000 27,450

Ty is the time for calculating the true digest; T is the time for calculating the “distorted”
digest; T3 is the time for transmitting the request; T} is the time for calculating the response;
Ts is the time for transmitting the response to the request; and T is the time to check
the response.

However, the usage of a 32-bit module does not allow for the required level of confi-
dentiality of the developed protocol. Therefore, let us consider the authentication protocol
using a 64-bit module. So, when applying the first level of confidentiality, the time spent on
protocol execution was T}, = 138.392 ps. Increasing confidentiality to the second level led
to an increase in time costs up to Tg4 = 217.352 ps. As a result, the protocol execution time
increased by 1.57 times. Further raising the confidentiality to level 3 increased time costs to
a value of T3, = 296.312 ps. It is 1.36 times more than when using confidentiality level 2.
The increased time costs are due to both an increase in the computational complexity of the
protocol and an increase in the total bit depth of the prover’s signals.

To evaluate the effectiveness of the proposed authentication protocol, a simulation
model of the VANET was developed. It helped to simulate the process of information
exchange between OBUs and RSUs. The data transfer rate was 1 Mbit/s. The OBUs’ and
PSUs’ signals’ reception range was 1 km. A discrete interference-free data transmission
channel was chosen. The time to live was TTL = 1. To obtain concrete results, 100 tests were
carried out.

When simulating the information exchange between an OBU and an RSU, the situation
when subscribers do not trust each other is taken into account. That is, the OBU-RSU
authentication process takes place first. Then, the RSU-OBU authentication protocol is
executed. During the OBU-RSU and RSU-OBU authentication process, no information is
transmitted. This leads to a reduction in the amount of information transferred between the
VANET nodes. The dependence of the traffic volume available for the information transfer
in the VANET system when using a 64-bit authentication protocol is shown in Figures 2-5.

Figure 1 analysis shows that with up to 20 OBUs per 1 km, the transition from the third
confidentiality level to the second level allowed increasing the amount of traffic available
for information transmission from 126,496.12 bytes/s to 127,698.83 bytes/s. That is, the
traffic volume increased by 1.0095 times. Lowering the confidentiality to level 1 made
it possible to increase the volume of traffic available for the information transmission to
128,901.55 bytes/s, that is, 1.0094 times compared to level 2.

An increase in the OBUs’ density per 1 km increased the gain in the amount of
available traffic. Thus, when providing up to 70 OBUs per 1 km, the shift from the third
confidentiality level to the second level allowed increasing the available traffic volume from
115,056.42 bytes /s to 119,265.93 bytes/s. That is, the traffic volume increased by 1.037 times.
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The further lowering of the confidentiality to the first level allowed increasing the
available traffic volume to 123,475.43 bytes/s. That is, the volume of traffic increased by
1.036 times compared to level 2. It should be noted that as the traffic density increases, the
benefits from lowering the confidentiality level will increase, allowing for the maximum
possible amount of traffic available for the transmission of information.

Figure 2 shows the average number of packets per OBU when using a 64-bit authenti-
cation protocol. The results are obtained for the third confidentiality level.

Figure 2 analysis shows that using shorter packets allowed increasing their average
value per OBU. So, with small traffic density up to 20 OBUs per 1 km, with a packet size of
50 bytes, there were up to 126 packages per OBU. If the packet size was 120 bytes, then the
number of packets was reduced to 52.

105,000

135,000
% 130,000
>
=
S 125,000 |
b=
g
£ 120,000
=
=] \
£ 115,000 — 1
S  —
E 110,000
= 3
D
£
=
=
>

100,000

95,000
20 30 40 50 60 70 80 90 100

Number of vehicles per 1 km

Figure 2. Dependence of the traffic volume available for transmitting information on the number of
OBUs per 1 km (1, 2, and 3—confidentiality levels).

140
120 \\
100 \
80 \ ——50 bytes
60 ——120 bytes

\ \ 200 bytes
40

20 —

20 30 40 50 60 70 80 90 100
Number of vehicles per 1 km

Average number of packets per 1 OBU

Figure 3. The average number of packets per OBU at the 3rd confidentiality level, 64-bit
authentication protocol.
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Figure 4. The average number of packets per OBU at the 2nd confidentiality level.
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Figure 5. The average number of packets per OBU at the 1st confidentiality level.

A further increase in the packet size to 200 bytes reduced the average number of
packets per OBU to 32. With an increase in the traffic density by 3.5 times, to 70 OBUs per
1 km, the average number of packets per OBU decreased. With a packet size of 50 bytes,
there were up to 32 packets per OBU. Increasing the packet size to 120 bytes reduced
the packets’” average number to 13, and when using 200-byte packets, up to 8 packets.
Obviously, reducing the packets’ length allows increasing the volume of information
exchange between the OBUs and RSUs. However, it should be kept in mind that the
network packet consists of service information, including the start bits (preamble), headers,
trailer, and payload. Reducing the packet size can lead to a decrease in the amount of useful
information and negatively affect the efficiency of the VANET system. Therefore, choosing
the optimal packet size for the VANET is an urgent task.

Figures 3 and 4 show the packet distribution for the confidentiality levels 2 and 1in a
64-bit authentication protocol.
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Figures 2-5 analysis confirms the conclusion that lowering the confidentiality level led
to an increase in the average number of packets per OBU. If the density of cars was up to
20 OBU/1 km, then with a packet size of 50 bytes, the number of packets per OBU for level
2 increased to 128, and for level 1, up to 129 packets. If the packet size was 120 bytes, then
the number of packets reduced to 53 for level 2, and to 54 packets per OBU for the first level.
With an increase in the density of vehicles by 3.5 times, to a value of 70 OBU per 1 km, the
average number of packets per OBU decreased. With a packet size of 50 bytes, there were
up to 34 packets per OBU at confidentiality level 2, and 35 packets at confidentiality level 1.
Increasing the packet size to 120 bytes reduced the average number of packets to 14 for
confidentiality level 2 and up to 15 packets when using level 1.

So, the choice of the appropriate confidentiality level allows the vehicle’s driver to
provide the required data-exchange traffic between the OBU and the RSU. This will be
especially relevant when the time-to-live increases, that is, when TTL > 1.

However, using a 64-bit module does not provide high cryptographic strength of the
protocol. In [40], services are presented that allow determining the time spent on brute-
force password cracking. So, using a Core i5-6600K processor, with a password length of
56 bits, cracking the password will take three hours; with a length of 64 bits, it will take
2 days. Therefore, the size of the module used in the protocol was increased to 128 bits. The
dependence of the amount of traffic available for transmitting information in the VANET
when using a 128-bit authentication protocol is shown in Figures 6-9.

The analysis of Figure 5 shows that with up to 20 OBUs per 1 km, the transition from
the third confidentiality level to the second level allowed increasing the volume of traffic
free for information transmission from 115,536.71 bytes/s to 119,676.49 bytes/s. That is, the
volume of traffic increased by 1.036 times. Reducing the confidentiality level to 1 increased
the volume of traffic available for information transmission to 123,816.27 bytes/s, that is, by
1.035 times compared to level 2. An increase in the OBUs’ density per 1 km increased the
gain in the amount of available traffic. Thus, with 70 OBUs per 1 km, the transition from
the third confidentiality level to the second level increased the available traffic volume from
76,698.51 bytes/s to 91,187.73 bytes/s. That is, the volume of traffic increased by 1.16 times.
Further lowering the confidentiality level to 1 made it possible to increase the volume of
traffic available for information transmission to 105,676.96 bytes/s. That is, the volume of
traffic increased by 1.19 times compared to level 2. The further increase to 100 OBUs per
1 km during the transition from the third confidentiality level to the second level allowed
increasing the volume of available traffic from 53,395.58 bytes/s to 74,094.47 bytes/s. That
is, the traffic amount increased by 1.38 times. Further lowering the confidentiality level to 1
allowed increasing the traffic volume available for information transfer to 94,793.36 bytes/s.
That is, the amount of traffic increased by 1.28 times compared to level 2. The data obtained
confirm the previous version that as the vehicle density increases, the gain from lowering
the confidentiality level will increase, allowing for the maximum possible amount of traffic
available for information transfer.

Figure 6 shows the average number of packets per OBU when using a 128-bit authen-
tication protocol. The results were obtained for the third level of confidentiality.

As can be seen from Figure 6, using shorter packets could increase their average value
per OBU. Thus, with a small density of vehicles (up to 20 OBUs per 1km), with a packet
size of 50 bytes, one OBU accounted for up to 115 packets. If the packet size was 120 bytes,
then the number of packets was reduced to 48. A further increase in the packet size to
200 bytes reduced the average number of packets per OBU to 14. With an increase in the
traffic density by 3.5 times, to 70 OBUs per 1 km, the average number of packets per OBU
decreased. With a packet size of 50 bytes, there were up to 21 packets per OBU. Increasing
the packet to 120 bytes reduced the average number of packets to nine. Using 200-byte
packets reduced the average number of packets to two. Figures 7 and 8 show the packet
distribution for confidentiality levels 2 and 1 when using a 128-bit authentication protocol.
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Figure 6. Dependence of the traffic available for transmitting information on the number of OBUs
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Figure 7. Average number of packets per OBU when using the 3rd confidentiality level.
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Figure 8. Average number of packets per OBU when using confidentiality level 2.
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Figure 9. Average number of packets per OBU when using confidentiality level 1.

The analysis of Figures 6-8 confirms the earlier conclusion that a decrease in the
level of confidentiality leads to an increase in the average number of packets per OBU.
Thus, the following conclusions can be drawn. The developed adaptive authentication
protocol for the VANET allows the motor vehicle driver to ensure the required amount
of data-exchange traffic between the OBUs and RSUs by choosing the appropriate level
of confidentiality. The developed authentication protocol shows the greatest gain when
the number of cars on the road increases, that is, when the RSU is located on multi-
lane expressways. Application of the developed protocol in a megalopolis (city) allows
guaranteeing sufficiently high data-exchange traffic between the OBUs and RSUs, providing
the maximum level of confidentiality.

To reduce the negative impact of the developed adaptive authentication protocol on
the amount of information transferred between the OBUs and the RSU, it is advisable to
consider the following solutions. Firstly, we can try to use parallel pipeline computations
based on the residue number system (RNS). These are arithmetic codes that effectively
implement modular operations (modular addition, subtraction, and multiplication). Since
operands in the RNS code are represented as small-bit residues, and modular operations
are performed in parallel, this will reduce the time spent on performing the authentication
procedure. Secondly, multiplicative modular operations take a very long time when
executing the authentication protocol. In order to speed up the modular exponentiation, it
is advisable to use the Montgomery algorithm.

8. Conclusions

Based on the analysis of various methods for ensuring privacy in the VANET network,
an adaptive authentication protocol was proposed in the article. A characteristic feature
of this protocol is the ability to determine the status of the OBU and the RSU without
using symmetric and asymmetric encryption systems, providing a sufficient level of crypto-
graphic strength. The developed ZKAP makes it possible to reduce the authentication time
compared to the standard [33], in which it is proposed to use public key encryption meth-
ods. So, when using a 256-bit key and the RSA encryption algorithm, the authentication
time was 20,096 us. Then, using the developed protocol, while ensuring the maximum level
of confidentiality, it took 1181 us for authentication. Thus, it is obvious that the developed
protocol provides a higher authentication speed compared to the standard for building the
ZKAP protocol [33].

At the same time, this protocol allows, by changing the level of confidentiality, increas-
ing the efficiency of information exchange between the OBUs and RSUs. So, when using
the third level of confidentiality and a 64-bit module, the probability of finding the prover’s
answer will be Pg’4 = 4.68-10"%, and the transition to level 1 reduces this indicator to a
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value P}, = 1.59 - 1078, This allows increasing the amount of traffic available for data
transfer with up to 70 OBUs per 1 km from 115,056.42 bytes/s to 119,265.93 bytes/s. That
is, the volume of traffic has increased by 1.073 times. A higher gain is observed with an in-
crease in the bit depth of the module. So, when using the third level of confidentiality and a
128-bit module, the probability of guessing the prover’s answer will be P}, = 8.76 - 1071%,
and switching to level 1 reduces this value to Pl,; = 3.94-10~!!®. This allows increasing
the amount of traffic available for information transfer with up to 70 OBUs per 1 km from
76,698.51 bytes/s to 105,676.96 bytes/s. So, the volume of traffic increases by 1.38 times. At
the same time, with an increase in the density of cars, this gain increases. Thus, if there are
up to 100 OBUs per 1 km on the road, the amount of traffic available for information transfer
increases from 53,395.58 bytes/s to 94,793.36 bytes/s. That is, lowering confidentiality to a
minimum level allows increasing the traffic amount by 1.75 times.

The article presents the most promising methods to increase the efficiency of the
developed adaptive authentication protocol. These include a usage of parallel arithmetic
RNS codes and the Montgomery algorithm, which reduce the time spent on performing
modular multiplicative operations.
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