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Abstract: Smart cities support the enhancement of the quality of life of their residents, for which
the use of a robust integrated platform of information and communication technology is required.
However, not all cities have similar technology infrastructure and a similar understanding of the
quality of life. Therefore, holistic planning, resource support, security, continuous updates, and
dynamic operational enhancements should be considered while planning smart cities. However, a
smart city could be vulnerable to security threats and a loss of personal or classified information due
to the complexity of technology integration. Therefore, understanding and assessing different risks
and embedding risk management mechanisms would be required to minimize vulnerability exposure
in smart cities. This paper proposes a risk assessment method using the Dempster-Shafer theory for
smart city planning. The Dempster-Shafer theory is used here to analyze the risks perceptions of
experts. The principal component analysis method is used to analyze the data obtained from risk
assessment. The application of this method is determined through a smart city test case in Qatar.

Keywords: smart city; smart city planning; risk assessment; Dempster—Shafer theory; risk analysis

1. Introduction

The smart city concept was introduced in the early 1990s to integrate advanced
information and communication technology (ICT) [1] to facilitate different processes and
services in the cities. The primary goals considered for a smart city project were the
enhancements in quality of life, economy, transport and traffic, clean and sustainable
environment, and access to interaction with the government’s relevant authorities [2]. The
smart city concept is now considered in terms of dimensions, such as smart mobility [3],
smart governance, smart living, smart people, and smart environment [4—6].

Smart city systems are complex and multifunction oriented, making them vulner-
able to operational, strategic, and external risks [6]. Risks can also be associated with
socio-political, financial, technical, and resource requirements [7,8]. The most serious
among these are the risks related to security and privacy [9-11]. Current smart city risk
assessments methods focus on an individual smart city system, such as smart mobility and
transportation systems [10] and smart home applications [11]. However, the mitigation of
the effects of technological risks, such as interoperability, network connectivity, security,
and privacy, and non-technical risks, such as managerial, political, environmental, and
user trust and adoption, can only be attained by holistic risk assessment [12].

A review of the literature exposes a lack of comprehensive risk assessment method-
ologies for consideration by smart city planners. This paper contributes to the literature by
proposing and demonstrating a smart city risk analysis method using the Dempster-Shafer
theory for technical and non-technical risks.

Smart city concepts are being adopted in many parts of the work as ICT acquisition,
installation, and operations costs are becoming affordable to the countries and the people.
It should also be understood that the requirements for a smart city might be different in
different countries. The risks, therefore, may be perceived differently in different smart city
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applications depending on factors such as the education level, economic advancement, and
technology absorption. Therefore, the primary motivation for the research work is to focus
on developing a generic and planner-oriented methodology to assess the risk for inputs to
smart city planning.

Risk assessment methodologies that can be used in different contexts are mentioned
in Section 1.1. Based on the description and the summary mentioned in Table 1, the
Dempster-Shafer theory is used in this paper. The theory provides a mathematical rep-
resentation of risks and uncertainties and can be used for discrete and interval data [13].
The Dempster-Shafer theory is widely used in risk assessment in areas like finance for
fraud risk assessment [14], sensor fusion [15], engineering decision making [16-18], ra-
dioactive waste risk assessment [17], information technology and IoT fault detection [18],
security assessment of information systems [19], offshore applications [20], and risk assess-
ment in the medical field [21]. The advantages of this theory are its diverse applications,
relation to traditional probability theory and set theory, and ability to combine various
evidence types from several sources [13]. Therefore, this paper contributes by developing a
risk assessment method to model technical and non-technical risk assessment using the
Dempster-Shafer theory.

1.1. Potential Risk Assessment Methods

Some methods considered for risk assessments, technical or non-technical, are re-
viewed below. A summary of the methods is given in Table 1. The table provides the
general characteristics, advantages, and disadvantages of the methods.

1.1.1. Failure Mode and Effect Analysis (FMEA) Method

The basic FMEA method is a qualitative method used for risk mitigation during the
design phase [22]. It focuses on failure modes, causes, and effects during and before their
occurrence [23]. Subriadi and Najwa [24] used an improved FMEA method with four
phases for ICT risk assessment: determining risk assessment requirements, identifying
risks, assessing risks, and analyzing and evaluating risks. The exact parameters used in
this technique are based on the risk impact category and are aligned with the failure effect.

The FMEA method is also used in the smart city context [25]. The main advantage of
FMEA is in evaluating critical and potential risks to support risk management [22]. The
main limitation of FMEA is its qualitative approach and is based on other techniques to
obtain values for occurrence, severity, and detection of risks [23].

Table 1. Summary of potential methods for risk assessment.

Advantages for Usein = Disadvantages for Use

S.N. Theory Characteristics This Research in This Research
e A systematic procedure to determine
failure modes, causes, and effects
e  Rank failure models created by
combining severity, occurrence, Evaluating critical and Qualitative method
Failure Mode Effect and d.etection . potential risks to wherf'e risks cannot be
Analysis (FMEA) Severity, occurrence, and detection have support risk estimated unless
equal weights management in a integrated with other
Different evaluations for severity, project [22] techniques [23]
occurrence, and detection
May lead to the same risk
priority number
Suitability for

Monte Carlo
Simulation Method

A mathematical formula that provides
the outcome based on random variables
Simple simulation needs complex
computational requirements

estimating outcomes
from the product of
multiple random
variables, including
sources of
uncertainty [26]

Complex
computational
requirements [27]
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Table 1. Cont.

Advantages for Usein  Disadvantages for Use

S.N. Theory Characteristics This Research in This Research
° Defines transitional values between 0 Can deal with No precise values for
and 1. Thus, there is no precise true or an ea} va1t 4 parameters; needs to be
3 Fuzzy Logic Theory false evaluation . tC or?'mon' y acle lif combined with other
° Needs to be combined with other situa 1onszén real lite methods for better
methods to provide precise indications (28] results [29]
Limited database of
related games, both
players can start moves
simultaneously, it may
e  Game theory provides a mathematical o ) ) be hard to keep track of
model of stakeholders’ interactions Flexibility and its wide
4 Game Theor applications in different moves, the flow of
€ lheory Based on two players pplcations in dittere game may change in
Used in multidiscipline disciplines [30] each move and
difficulty in the precise
determination of the
best time to take
action [30]
Probabilities can be
) ] correlated to multiple
o A math?matlcal model to define possible events.
uncertainty Flexible design to . .
Used for discrete and interval data Unreliable results in
handle levels of . .
5 Dempster— Related to traditional probability theory precision of the highly conflicting
Shafer Theory and set theory multiple pieces of

e  Able to combine various evidence types

information and
represent the
uncertainty of systems
without further
assumptions [13]

evidence [31]
from several resources

1.1.2. Monte Carlo Simulation Method

The Monte Carlo simulation method presents the outcome from a sequence of events.
The method is based on a mathematical formula that provides the result based on random
variables that affect the outcome. Each variable derives its value from a defined range,
then the outcome is calculated [26]. This method is suitable for estimating outcomes from
the product of multiple random variables, including sources of uncertainty. It has been
used to evaluate the quality of IT security investment in organizations [27]; therefore, it
may be applied to a smart city. The authors suggest combining the Monte Carlo method,
Markov chain, and Bayesian model to achieve a detection model applied to e-mail intrusion
detection. The method is hindered by the high computational requirements for running
even a simple simulation [27].

1.1.3. Fuzzy Logic Theory

Fuzzy logic theory, unlike Boolean logic (which always results in 0 or 1), strictly
defines some transitional values between (0,1). Thus, no precise true or false evaluation
is obtained from this theory. Fuzzy logic is based on fuzzy sets containing elements with
membership levels. An element can be a member of different sets with different values. The
main difference between probability and fuzzy logic is that probability estimates values
about specific reality, whereas fuzzy logic denotes membership of an indistinct set [28].

The fuzzy logic theory is also used in smart city risk assessment [29], focusing on
underground applications in smart cities, including underground railways, water supply
systems, sewerage systems, parking, and electricity lines. In this approach, a risk index
is developed for all systems. Three models are used to measure the risk index [29]: linear



Electronics 2021, 10, 3080

40f17

approximation, hierarchal fuzzy logic, and a hybrid model based on an arrangement of
both models. The resulting model can perform automatic clustering based on the risk index
and assist maintenance teams in prioritizing their tasks.

Alawad, An, and Kaewunruen [32] investigated smart risk assessment methods
in railway applications through an intelligent system for managing risks (ISFMR). The
authors used an adaptive neuro-fuzzy inference system (ANFIS) as a model to enhance risk
management. Al is trained through artificial neural networks (ANN) to predict risks and
uncertainties based on actual values and risk information. This method allows learning,
making predictions, and capturing risk level values in real-time. However, this method
is limited by the time needed for machine training and linearity assumptions for the
input parameters.

1.1.4. Game Theory

Game theory may be applicable for assessing risk, as it can encompass the contrasting
objectives of the two main decision-makers (players). The game includes interactions,
constraints, payoffs, and actions the players take. The analysis is ended when all players
consider that the obtained solution is the best one (called Nash equilibrium) for the given
condition [30]. Game theory is flexible in its application, but it is not widely used in
the smart city context as the security context requires comprehensive information during
planning. Still, such information can change during the operation stage, thus rendering a
one-time decision impractical.

1.1.5. Dempster—Shafer Theory

The Dempster—-Shafer theory is an evidence-based theory proposed by Shafer (1976) as
an extension to the work of Dempster (1967). This theory can be considered a generalized
probability theory in a finite space that should be discrete. In this theory, the probability is
assigned to mutually exclusive sets [13].

Traditional theories assign a probability to one possible event, but in the Dempster—
Shafer Theory, probabilities can be correlated with multiple possible events. The main
advantage of using the Dempster-Shafer theory is its flexible design for handling different
levels of information precision and representing the uncertainty of systems without making
further assumptions [13].

Further discussion in this paper is organized as follows. Research methods are dis-
cussed in Section 2. In this section, details of Qatar’s smart city project and the research
method are also given. The details of the Dempster-Shafer theory are also given in this
section. The analysis results obtained from the Dempster-Shafer theory are given in
Section 3. The Principal Component Analysis (PCA) method analyzes the results obtained
from Dempster—Shafer theory on the case study, given in Section 4. The discussion on the
model’s application and the implications is made in Section 5. The paper’s conclusions are
represented in Section 6.

2. The Smart City Case and the Research Method

This section gives the background on a smart city in Qatar. The identification of the
smart city has been concealed and is only referred to as City W in this paper. The details of
the research method, research questions, data collection, and the Dempster-Shafer theory
are also provided.

2.1. Case Study: Qatar’s Smart City (City W)

The City W project involves experts from different disciplines: architects, master plan-
ners, engineers, designers, and specialists from Harvard, Princeton, Yale, and MIT. The
project started in the last decade and was divided into four construction stages. The project
includes more than 800 housing units, 10,000 parking places, and more than 100 build-
ings [33]. The smart living dimension in City W considers healthcare applications (e-health),
education applications (e-learning), and smart building applications. The smart mobility
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dimension covers smart vehicles and transportation systems. The smart environment di-
mension covers waste discarding, pollution control, energy management, quality of air and
water, increased green spaces, and controlled emissions. The smart governance dimension
covers applications related to e-government and services and public participation. The
risks that are considered for this city are illustrated in Table 2.

Table 2. Risks related to the smart city in Qatar.

No Technical Risks—From the Literature Review Considered for City W
1 Cybersecurity risk Yes
2 Technical data and application risk Yes
3 Network infrastructure risk Yes
4 Data privacy and protection risk No
5  Low productivity risk (related to blockchain technology) N/A
6 Energy consumption risk Yes

Non-Technical Risks—Literature Review
1 Policies, laws, and rules risks Yes
2 Approval and resource management risks Yes
3 Legal issues related to data privacy No
4 Strategic risks (integration between urban development Yes

ICT and sustainability)

2.2. Research Method

Figure 1 illustrates the research method adopted in this paper. A description of the
method is given in the following sub-sections.

Review and
Define the apply

Research Data Briros i Results and

Discussion

Question Solle=ey Shafer

Theory

Figure 1. Research method used in this paper.

2.2.1. Research Questions

Two research questions, as mentioned below, are considered in this paper to develop
insights into risks and risk analysis.

RQ1: What risks are essential for the analysis of a smart city?
RQ2: What are the expert perceptions of risks in a smart city in Qatar?

2.2.2. Data Collection

A focus group meeting, including subject matter experts from the City W project
and the associated ICT company, was used to provide information on the planned risks
and incidents [34]. The project documents and published brochures were also studied to
extract information. These types of document analysis and focus groups discussions are
considered qualitative analysis techniques [35]. Based on the extracted information, City
W’s risks and incidents and their validity, as expressed by the two experts, are provided
in Table 3. The expert inputs are needed to apply the Dempster—Shafer theory, which can
consider multiple sources of evidence such as sensors, surveys, models, and experts [36].
In Table 3, for example, the values expressed by Expert 1 represent the belief that the
cybersecurity risk will occur mainly due to cyberattacks (85% chance) and due to operator
error (15%). These values will be expressed through mathematical notations later.
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Table 3. The incidents causing risks and experts’ results.
Technical Risks Incidents Causing the Risks Expert1  Expert2

Cybersecurity risk Cyberattacks 0.85 0.9
Operator Error 0.15 0.1

Technical data and application risk Cyberattacks 0.94 0.7
Wrong design 0.01 0.2

Power Outage 0.05 0.1

Network infrastructure risk Wrong design 0.01 0.2
Operator error 0.98 0.79

Power outage 0.01 0.01

Energy consumption risk Wrong design 0.01 0.01
Operator error 0.98 0.98

Power outage 0.01 0.01

Non-Technical Risks
Policies, laws, and rules risks Lack of awareness of policies, laws, 0.15 0.15
and rules
Lack of awareness of applications
of policies, laws, and rules in 0.85 0.85
business
Approvals and resource Lack of critical resources 0.85 0.85
management risks

Employees burn out 0.05 0.05

Escalated project cost 0.05 0.05

Outsourcing 0.05 0.05

Strategic risks (integration
between urban development, ICT, Change of management 0.5 0.5

and sustainability)
insufficient relationships with

stakeholders 0.5 0.5

2.2.3. The Application of Dempster—Shafer Theory

There are three crucial functions of the Dempster-Shafer theory: the basic probability
assignment function (m), the belief function (Bel), and the plausibility function (PI). The
basic probability assignment (1) is based on improvised evidence theory. This function
does not state the probability in its usual definition but as a function of power set P(X)
that represents all potential states of the set, for the interval between 0 and 1; that is, m(0)
and the sum of (m) for all subsets, which equals to 1. Applying this definition to set A, for
instance, the basic probability assignment for set A is represented as m(A), which articulates
the fraction of relevant evidence supporting the assumption that a specific element of X
(universal set) belongs to set A. Another basic probability assignment, (1), will represent
more evidence in the subset.

The representation of basic probabilities with Dempster-Shafer theory can be writ-
ten as:

m: P(X)—1[0,1] D
m(2) =0 @)
m(A) =1 ®)

AEP(X)

where P(X) is the power of set X and @ is the null set.

The interval (0,1) is bounded by two measures: the belief and the plausibility. The
belief function of set A: Bel(A) is the sum of all basic probability assignments (1) of a
subset (B) of set A. For example, in the data presented in Table 3, Bel(A) for Expert 1
= my (Cyberattacks) + my (Operator error) = 1. The plausibility: PI(A) is the sum of the
basic probability assignments of a set (B) that intersects with set A [13]. For example, in the
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data presented in Table 3, PI(A) = 0 since there is no subset intersecting with the main set,
which means intersection = @

Bel(A) = ) m(B) )
B|BCA

PI(A)= ), m(B) (5)
B|BNA#Q

The belief function and plausibility function values are nonadditive. Accordingly, it is
not required that the sum of all belief measures be 1, and the same applies to plausibility
measures [13]. Additionally, the two functions can be derived from each other as follows:

PI(A) =1 — Bel(—A) 6)

where (—A) (not A) complements A. This definition comes from the sum of basic probability
assignments is 1.

For aggregating the information from multiple sources, the Dempster combination
rule is used in this paper. This rule highlights the agreement between different sources and
ignores conflicting evidence by using a normalization factor. The rule represents a new
basic probability assignment, designated m1, = m @ my, that is a strict AND operation
and is calculated by the formula:

_ Ypnc=ami (B) ms (C)

mip (A) 1K , when A # & (7)
mip (&) =0 8)
where:
K= Y m (Bym(C) )
BNC=2

In Equation (7), K represents the basic probability function of conflict and is determined
by summing all basic probability assignment (1) sets when a basic probability function
has a value of 0 or null. The denominator (1 — K) in Equation (7) is a normalizing factor to
avoid the conflict between basic probability assignments. Using the Dempster combination
rule, basic probability functions related to conflict are assigned to the null set [13].

2.2.4. Application of the Dempster-Shafer Theory

Table 4 presents risks and associated incidents of risks. Let 1 represents the basic
probability function assigned by Expert 1 and m, represents that for Expert 2. Components
from A to L shown in Table 4 are incidents causing risks, denoted in the equations as
subsets. The data provided in Table 3 shows that for Expert 1, cybersecurity risk (CR)
occurs due to cyberattacks (component A) with a probability of 0.85 or due to operator
error (component B) with a probability of 0.15. For Expert 2, cybersecurity risk (CR) occurs
due to component (A) with a probability of 0.9 and due to component (B) with a probability
of 0.1. Based on this information, the functions are developed as follows:
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Table 4. Definition of risk components.

Incidents Causing Risks

Technical Risks Components (Components)
Cybersecurity risk (CR) A Cyberattacks
B Operators Error
Technical data and application risk (TR) A Cyberattacks
C Wrong design
D Power Outage
Network infrastructure risk (NR) C Wrong design
B Operator error
D Power outage
Energy consumption risk (ER) C Wrong design
B Operator error
D Power outage
Non-Technical Risks
Policies, laws, and rules risks (PLR) E Lack of awareness of policies, laws,
and rules
F Lack of awareness of applications of
policies, laws, and rules in business
Approvals and. resource management c Lack of critical resotrces
risks (AR)
H Employees burn out
I Escalated project cost
J Outsourcing
Strategic risks (integration between
urban development ICT and K Change of management
sustainability (SR)
L Insufficient relationships with
stakeholders
Expert 1:
mq (A) = 0.85(Cybersecurity risk due to component A)
my (B) = 0.15(Cybersecurity risk due to component B)
Expert 2:

my (A) = 0.90(Cybersecurity risk due to component A)
my (B) = 0.10(Cybersecurity risk due to component B)

The following steps are followed to obtain the values with Equation (7).

The combined basic probability assignment function is calculated for each cell by
multiplying the basic probability function from the related column and row.

The basic probability function for each set from each expert is multiplied.

The resulted values from combining similar components appearing in two cells
are added.

According to the collected data, the two experts did not provide conflicting answers
to one question, which means one expert assigns 0 basic probability for an incident.
No zero values result from the multiplication. For a zero value to result, for instance,
Expert 1 may believe that Cybersecurity risk will not be from cyberattacks (component
(A)) and will have a belief of 0. In this case. In this way, the plausibility function
is calculated.

According to Table 5, the combined basic probability assignment 111, that cyberse-

curity risk is due to component A is 0.7650, The combined basic probability assignment
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mip that cybersecurity risk is due to component B is 0.0150, and the combined belief
function that the cybersecurity risk is due to components A and B is 0.0850 + 0.1350 = 0.22.

The following section demonstrates the application of the Dempster-Shafer theory
and the Dempster combination rule on each risk.

3. Results from the Application of the Dempster—-Shafer Theory

The demonstration of the Dempster—Shafer theory and the Dempster combination
rule is discussed here.

3.1. Cybersecurity Risk (CR) Analysis

The analysis shows that the combined basic probability assignment of cybersecurity
risk (CR) due to component A is 0.7650 based on Equation (7). The combined basic
probability assignment of CR due to component B is 0.0150. The CR’s combined basic
probability assignment due to Component A and B is 0.0850 + 0.1350 = 0.22. It means that
the proportion of cyberattack and operator error together causing cybersecurity risk based
on the combined basic probability function for both experts is equal to 0.22. Therefore, as
shown in Table 5:

myy (Cyberattack) = 0.7650
myy (Operators Error) = 0.0150
mip (Cyberattack and Operators Error) = 0.22

Table 5. Dempster combination of Expert 1 and Expert 2 for cybersecurity risk.

Expert 1
Cybersecurity Risk A B
my=0.85 my=0.15
Component my
o~
g ’ 0.7650 0.1350
’ 0.0850 0.0150

3.2. Technical Data and Application Risk (TR) Analysis
The combined basic probability assignment of technical data and application risk
(TR) due to component A (cyberattack) is 0.6580, as per Equation (7). The combined
basic probability assignment that TR is due to component C (wrong design) is 0.0020, and
component D (power outage) is 0.01. The table also illustrates that TR’s combined basic
probability assignment due to component C and component A is 0.0070 + 0.1880 = 0.195.
The combined basic probability assignment of (TR) due to component A and compo-
nent D is 0.13, while component C and component D is 0.011.
myy (Cyberattack) = 0.6580
myp (Wrong design) = 0.0020
myp (Power outage) = 0.01
mip (Wrong design and cyberattack) = 0.195
myy (Cyberattack and Power outage) = 0.13
myp (Wrong design and Power outage) = 0.011

Table 6 illustrates the results of the combined belief function from Expert 1 and
Expert 2:
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Table 6. Dempster combination of Expert 1 and Expert 2 for technical data and application risk.

Expert 1
Technical Data and Application Risk A C D
my= 0.94 my= 0.01 my= 0.05
Component my

A 0.70 my (A)my (A) my (C)my (A) my (D)my (A)

g ' 0.6580 0.0070 0.04
g C 0.20 my (A)my (C) my (C)my (C) my (D)my (C)

i ’ 0.1880 0.0020 0.01
b w10 ™ (A)ma (D) my (C)my (D) my (D)my (D)

' 0.09 0.001 0.01

3.3. Network Infrastructure Risk (NR)

Applying the Dempster combination rule on the basic probability assignment repre-
senting the components causing network infrastructure risk (NR) leads to the combined

basic probability assignments in Table 7.
myy (Wrong design) = 0.0020
myy (Operator Errors) = 0.7742
m1y (Power outage) = 0.0001
m1, (Wrong design and operator error) = 0.2039
m1y (Wrong design and Power outage) = 0.0021
my (Operators Error and Power outage) = 0.0089

Table 7. Dempster combination of Expert 1 and Expert 2 for network infrastructure risk.

Expert 1
Network Infrastructure Risk C B D
my= 0.01 my= 0.98 my= 0.01
~ Component my
"5 C 0.20 0.0020 0.1960 0.002
& B 0.79 0.0079 0.7742 0.0079
M D 0.01 0.0001 0.001 0.0001

3.4. Energy Consumption Risk (ER)

Application of the Dempster combination rule shows that the Energy consumption
risk (ER), which is similar to components causing Network infrastructure risk, leads to the

combined basic probability assignments in Table 8.
myy (Wrong design) = 0.0001
myy (Operator Errors) = 0.9604
myy (Power outage) = 0.0001
m1 (Wrong design and operator error) = 0.0196
m1 (Wrong design and Power outage) = 0.0002
myy (Operators Error and Power outage) = 0.0196
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Table 8. Dempster combination of Expert 1 and Expert 2 for energy consumption risk.
Expert 1
Energy Consumption Risk C B D
my=0.01 my=0.98 my=0.01

~ Component my

*8 C 0.01 0.0001 0.0098 0.0001
& B 0.98 0.0098 0.9604 0.0098
H D 0.01 0.0001 0.0098 0.0001

3.5. Policies, Laws, and Rules Risks (PLR)

Non-technical risks related to Qatar’s smart city are investigated using the Dempster
combination rule. The rule is applied on the basic probability assignment representing the
components causing policies, laws, and rules risks (PLR), components E and F. They result

in the combined basic probability assignments in Table 9.
m1p (Lack of awareness of policies, laws, and rules) = 0.0225

myy (Lack of awareness of applications of policies, laws, and rules in your business)
=0.7225

m1p (Lack of awareness of policies, laws and rules and lack of awareness of applica-
tions of policies laws and rules in your business) = 0.255

Table 9. Dempster combination of Expert 1 and Expert 2 for policies, laws, and rules risk.

Expert 1
Policies, Laws, and Rules Risks E F
my=0.15 = 0.85
o Component my
g E 0.15 0.0225 0.1275
i F 0.85 0.1275 0.7225

3.6. Approvals and Resource Management Risks (AR)

Four components, (G), (H), (I), and (J), cause these risks. Each component has its basic
probability assignment based on the experts’ beliefs. Applying the Dempster combination
rule will identify this risk’s combined basic probability assignment as follows (Table 10).

mip (Lack of critical resources) = 0.7225
m1 (Employees burn out) = 0.0025
myy (Escalated project cost) = 0.0025
myy (Outsourcing) = 0.0025
myy (Lack of critical resources and Employee burnout) = 0.0853
my (Lack of critical resources and Escalated project cost) = 0.0853
myy (Lack of critical resources and outsourcing) = 0.085
my, (Employees burn out and Escalated project cost) = 0.005
myp (Employees burn out and outsourcing) = 0.005

my; (Escalated project cost and outsourcing) = 0.005
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Table 10. Dempster combination of Expert 1 and Expert 2 for approvals and resource manage-

ment risk.
Expert 1
Approvals and Resource Management Risks G H I J
m1=0.85 my=0.05 my=0.05 m;=0.05
Component my
S G 0.85 0.7225 0.0425 0.0425 0.0425
g H 0.05 0.0425 0.0025 0.0025 0.0025
s I 0.05 0.0425 0.0025 0.0025 0.0025
J 0.05 0.0425 0.0025 0.0025 0.0025

3.7. Strategic Risks (SR)

Components causing strategic risk (SR) are mainly the change of management (K) and
insufficient relationships with stakeholders (L). The Dempster combination rule is used to
construct each component’s combined basic probability assignment. Table 11 provides the
calculations for the following combined belief functions:

mip (Change of management) = 0.25
myy (Insufficient relationships with stakeholders) = 0.25

myy (Insufficient relationships with stakeholders and change of management) = 0.50

Table 11. Dempster combination of Expert 1 and Expert 2 for strategic risks.

Expert 1
Strategic Risks K L
mp= 0.50 m= 0.50
S Component iy
g K 0.50 0.2500 0.2500
sl L 0.50 0.2500 0.2500

4. Analysis of the Results

The PCA method is a multivariate analysis technique used to analyze data variations
when there are highly correlated variables and a large number of independent variables [37].
The PCA method is used for risk analysis in different fields such as machine learning and ar-
tificial intelligence [38], banking risk management. In this paper, the results obtained from
the Dempster-Shafer theory analysis are further analyzed through the PCA method, which
is performed through four steps: standardization, covariance matrix calculation, identi-
fying principal components, and graphically presenting significant and non-significant
components.

Descriptive statistics are calculated for standardization purposes before performing
PCA. The primary values are the mean, maximum, and standard deviation with o= 0.05,
the threshold value representing the accepted error probability. Table 12 shows these values.
The values presented in Table 13 show that the combined basic probability for the studied
value is proportional with values believed by Expert 1 and Expert 2.

Table 12. Summary of statistics.

Variable Observations  Minimum Maximum Mean Std. Deviation
Expert 1 19 0.010 0.980 0.368 0.405
Expert 2 19 0.010 0.980 0.368 0.364

Combined DS value 19 0.000 0.960 0.276 0.355
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Table 13. Correlation matrix.

Variables Expert 1 Expert 2 Combined DS Value

Expert 1 1 0.973 0.976

Expert 2 0.973 1 0.973
Combined DS value 0.976 0.973 1

The correlation matrix presents how values vary from the mean value concerning each
other (Table 13). Values are different from 0, with a significance level & = 0.05 being the
accepted error probability. The correlation coefficient differs between 1 and —1; significant
correlations are closer to 1 or —1, while values near 0 show no correlation. The analysis
shows that basic probability assignment for incidents causing risks believed by Expert 1,
Expert 2, and the combined basic probability assignment resulting from the Dempster
combination rule are highly correlated.

The correlation of Experts’ beliefs (circle) and principal components (lines) are pre-
sented with the correlation circle in Figure 2. In the figure, the principal components are
represented by the experts and Combined DS values. The horizontal and vertical axes in
Figure 2 represent the variance of data provided by the principal components. The value
99.19% results from combining the percentages at the horizontal and vertical axis; that is,
experts believe there is a 99.19% f probability that the identified incidents cause the risks
mentioned. The principal component lines in the circle represent the correlation between
any two experts’ beliefs. The acute angle between the lines shows that expert beliefs and
Combined DS values are highly correlated. It means that the risk values obtained from the
assessment are highly reliable.

F1 and F2 (99.1%)

1 S —
0.75
0.5

0.25
Expert 2 .

- Expert 1

Combined DS
Value

F2 (0.93 %)
o

-0.25
-0.5
-0.75

1 B N
-1 075 -05 -025 0 0.25 05 075 1

F1(98.26 %)

@® Active variables

Figure 2. Shows the correlation circle with the principal components.

The observed risk incidents designated by components A, B, C, D, E, G, H, and K are
causing the risks in City W.



Electronics 2021, 10, 3080

14 of 17

5. Discussion

Smart city planning and implementation projects require the integration of multi-
ple isolated systems. Due to the technology involved and the technology integration
required, we need to assess the risks during the planning process to minimize their effect
during operation.

The first research question is related to essential risks in a smart city context. Six
technical risks were identified from the literature review: cybersecurity risk, technical data
and applications risk, network infrastructure risk, data privacy and protection risk, low
productivity risk in blockchain, and energy consumption risk. The non-technical risks
such as policies, laws, rules, approvals and resource management, strategic risks, and data
privacy and protection risks were identified. There may be data privacy and protection risk;
however, it requires the use of blockchain technology, which was not considered for the
planning of City W; however, it will be necessary when a large amount of data is generated.

The second research question is related to the experts’” perceptions of risks. The
analysis shows that cybersecurity risk is considered the most critical technical risk in City
W. The cyberattacks component has a high value of basic probability assignment (0.7650),
whereas risks due to operators’ error are considered low. It is believed that as the operator’s
learning curve is assumed to be high, the impact could be minimized through associated
training and simulation. Cyberattack is believed to be the leading cause of this risk in
City W, with a high value of basic probability assignment (0.658) for data analysis and
application risk. That means the management needs to consider high-security measures
to mitigate this risk. The analysis also shows that other risk components such as wrong
design and power outage have minor effects. City W’s power supply system design and
operation are robust and built with a different captive generation [33]. Therefore, the expert
group’s opinion reflects this in their basic probability assignment value.

As an example, the analysis of the values obtained from the experts shows that in
City W, network infrastructure and energy consumption risks are considered to be related
to wrong design, operators’ errors, and power outages. The operator’s error component
is assumed to cause network infrastructure risk due to a high value of basic probability
assignment value (0.7742). In contrast, the operator’s error has a higher basic probability
assignment value (0.9604) related to energy consumption risks. Planners knowing this
perception of risks, should aim for highly trained technical resources for energy applications
during both the development and operation of the city. When there is an employee turnover,
this risk can be avoided through proper documentation and orientation of the incoming
technical person. The analysis shows a smaller chance (low basic probability assignment)
of wrong design and power outage in Cify W.

This study highlights three leading non -technical risks: policies, laws and rules risk,
approvals and resource management risk, and strategic risks. Policies, laws, and rules risk
are caused due to two main components: a lack of awareness of policies, laws, and rules
and a lack of awareness of policies, laws, and rules in the business. The combined basic
probability assignment function indicates that the lack of awareness of policies, laws, and
rules in the business has a relatively high value of 0.7225 for City W. The above results
indicate that fault applications for policies, laws, and rules due to a lack of knowledge will
lead to the policies, laws, and rules. The low basic probability assignment value of the
lack of awareness of policies, laws, and rules indicates that the organization continuously
provides critical awareness.

Four components of approvals and resource management risk are analyzed in this
study: the lack of critical resources, employee burnout, escalated project cost, and outsourc-
ing. The lack of critical resources has the highest basic probability assignment value (0.7225).
The main incident to cause resources management risk is the lack of critical resources.

Other combinations do not have significant basic probability assignment value to
be considered in the decision-making process. Therefore, securing critical resources for
different applications in a smart city is crucial. For operating and maintaining different
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systems, recruits or next-line employees must be trained to avoid this risk when critical
employees are present.

This analysis provided that the combined basic probability assignment of having the
risk due to a change of management and insufficient relationship with stakeholders have a
value of (0.5). It means that the probability of this risk is high if a change of management
and insufficient relationships occur simultaneously. This analysis shows a need for the
stakeholders to have a clear view of the potential risks in smart cities so that appropriate
mechanisms can be developed as a part of the risk response strategy.

6. Conclusions

Risk identification and management are crucial in the planning and implementing of a
smart city. Smart cities use state-of-the-art technologies and applications to provide services
to enhance the quality of life of their citizens. However, such technologies and applications
bring a host of technical and non-technical risks, and their assessment becomes important
to plan for impact mitigation. Smart applications create a large amount of data, leading to
security, privacy, and legal challenges. Therefore, the scope of the paper is limited to the
assessment and providing an understanding of the risk impact so that the planners can
consider it for smart city development.

The paper contributes by developing a risk assessment methodology and demon-
strating its use in a smart city planning situation. The paper also provides a list of risks
perceived by the planners for analysis through the Dempster-Shafer theory and the princi-
pal component analysis. The beliefs perceived by the planners provide a basis for assessing
risk occurrence, which is usually based on the technology absorption in the country, avail-
ability of technology, legislation, and skills. The PCA shows that incidents like cyberattacks,
operators’ errors; a lack of awareness of policies, laws, and rules; a lack of critical resources,
and; change management have a higher probability of occurrence. It should be noted that
these risks can create secondary or residual risks, which might be challenging to identify
and address. The method is scalable to the application to the higher number of inputs
from the planners or experts through the pairwise comparisons of the analysis. As the
methodology is not based on the scale of the city, it should be applicable in other smart
city planning.

The review shows no comparable comprehensive and generic risk assessment mod-
els for smart city applications. There are different models for specific risk assessments;
however, they do not consider experts” perceptions. As the perceptions are based on the
country’s current socio-technical and economic situation, their visualization of potential
risks may be closely aligned to the actual situation.

The risk assessment method developed in this paper is the first step towards devel-
oping a larger risk assessment framework for smart city planning and operation. The
perception analyzed through the Dempster-Shafer theory is scalable and dynamic.

Further research could also be considered studying the interrelations between risks
and their effect on other risks in smart city projects. The methodology presented here
may be extended by combining it with artificial intelligence, as mentioned in [30], which
can consider dynamic decision-making abilities to eliminate or mitigate the impact of
risk within a small window. This type of combination can also support efficient risk
prediction capabilities.
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