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Abstract: The node—edge—cloud collaborative computation paradigm has introduced new security
challenges to data sharing. Existing data-sharing schemes suffer from limitations such as low
efficiency and inflexibility and are not easily integrated with the node—edge-cloud environment.
Additionally, they do not provide hierarchical access control or dynamic changes to access policies
for data privacy preservation, leading to a poor user experience and lower security. To address these
issues, we propose a data-sharing scheme using attribute-based encryption (ABE) that supports node—
edge—cloud collaborative computation (DS-ABE-CC). Our scheme incorporates access policies into
ciphertext, achieving fine-grained access control and data privacy preservation. Firstly, considering
node—-edge—cloud collaborative computation, it outsources the significant computational overhead
of data sharing from the owner and user to the edge nodes and the cloud. Secondly, integrating
deeply with the “node—edge—cloud” scenario, the key distribution and agreement between all entities
embedded in the encryption and decryption process, with a data privacy-preserving mechanism,
improve the efficiency and security. Finally, our scheme supports flexible and dynamic access
control policies and realizes hierarchical access control, thereby enhancing the user experience of
data sharing. The theoretical analysis confirmed the security of our scheme, while the comparison
experiments with other schemes demonstrated the practical feasibility and efficiency of our approach
in node—edge—cloud collaborative computation.

Keywords: privacy-preserving; node—edge—cloud computation; data sharing; edge computing;
attribute-based encryption

1. Introduction

The node—edge—cloud collaborative computation paradigm has revolutionized the
mode of data sharing, while also introducing a range of privacy or security issues. Con-
sidering these, data sharing implementations must prioritize privacy protection through
measures such as access control and data encryption. It is imperative to ensure that au-
thorized personnel can access and utilize shared data. Attribute-based encryption is a
particularly effective approach for achieving authority control and preserving privacy
in node—edge—cloud collaborative computation. In the node-edge—cloud computation
scenario, the distributed terminal devices can be considered as “nodes” that generate a
significant amount of data. To reduce the burden of data management, data owners tend
to outsource the data after encrypting to cloud servers via edge nodes. This centralized
approach allows for efficient control of data resources in the cloud, which can be easily
accessed and utilized by distributed end-users. However, this approach also means that
the data owner loses direct control over the outsourced data, making it difficult to enforce
“face-to-face” access control for users. As a result, there is a growing need for fine-grained
access control mechanisms and efficient and secure privacy-preserving mechanisms in the
node—edge-cloud collaborative computation scenario in the IoT [1,2].
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To implement privacy preservation and fined authorization control, relevant re-
searchers have proposed embedding the access policy or authorization identity attribute
into the data ciphertext. Shamir and Boneh et al. [3,4] first designed an identity-based
encryption access control mechanism, but it was only able to offer coarse-grained autho-
rization control to end-users. To address this, Sahai et al. [5] introduced the concept of
attribute-based encryption (ABE) and proposed an access control solution based on user
attributes. ABE research primarily revolves around two types of methods: key policy
attribute-based encryption (KP-ABE) and ciphertext policy attribute-based encryption
(CP-ABE). The linear secret-sharing scheme (LSSS) [6,7] and access control tree [8] are two
mainstream basic theories that support CP-ABE schemes. However, the ABE scheme based
on the LSSS incurs significant computational overhead in the decryption phase, which is
unacceptable for IoT end-users. Therefore, the ABE scheme based on the access control tree
is generally preferred for lightweight scenarios.

However, the above-mentioned fined authorization control solution [6-8], which relies
on bilinear mapping operations for encryption and decryption, incurs significant compu-
tational overhead as the access structure expands. In the node-edge—cloud computation
scenario, the lightweight IoT devices with a limited size and resources cannot afford such
high-overhead ABE algorithms. Therefore, Zhang et al. [9] gave the outsourcing ABE solu-
tion, which transfers the encryption or decryption computing operations to semi-trusted
cloud servers or edge nodes and allocates the computational costs to nodes, edges, and the
cloud. However, semi-trusted cloud servers or edge nodes may return incorrect or forged
decryption results due to curiosity, laziness, or dishonesty. Thus, it is essential to verify
the correctness of node—edge—cloud collaborative computation. Some researchers [10-13]
proposed an ABE scheme supporting result verification, but it imposes excessive addi-
tional costs. However, lightweight IoT devices are usually unwilling to perform excessive
calculations to verify the results returned by outsourcing services.

Most existing ABE schemes do not support attribute revocation updates or user
revocation, which poses significant security risks and increases the computational cost
of the system when applied to the node-edge—cloud collaborative computation scenarios
with a large number of end-users. Firstly, among the massive users, there are likely to be
some untrusted users that need to be shielded through lightweight attribute revocation
and update. Secondly, once some attribute keys are leaked, the system’s security cannot
be guaranteed. As a result, relevant personnel have given ABE solutions sustaining
attribute revocation and update [11,14,15], but these schemes are inefficient and costly
when implementing attribute updates.

To achieve data sharing while supporting privacy protection in IoT scenarios, it is
necessary to implement a hierarchical access control mechanism. This involves storing data
hierarchically based on importance or sensitivity and dividing data users into different
levels. For instance, in a medical data scenario, attending doctors, doctors, and nurses
can be set as the highest authority, the second-highest authority, and the general authority,
respectively, from the highest to the lowest. Patient identity information, disease infor-
mation, and prescription information can be set as the highest secret, the second-highest
secret, and the general secret, respectively, from the highest to the lowest. Higher-level
authorized users should be allowed to access lower-level data, while lower-level autho-
rized users should not be able to access higher-level data. Several relevant scholars have
proposed hierarchical access control mechanisms [16,17]. However, these solutions are
not practical in IoT scenarios due to the lack of user revocation and update, outsourcing
computing, and other necessary functions. Therefore, further research is needed to design
efficient hierarchical access control mechanisms that are suitable for IoT scenarios. Given
the above shortcomings, we designed a data-sharing scheme of attribute-based encryption
that supports node—edge—cloud collaborative computation (DS-ABE-CC). First of all, we
outsourced a large number of user computational costs to edge nodes and built a low-cost
verification outsourcing computing mechanism. Secondly, a low-cost attribute revocation
and update mechanism was designed to enhance the security. At the same time, consider-



Electronics 2023, 12, 2737

30f23

ing the scenario of multiple owners, users, and edge nodes in the IoT, a key distribution
and key agreement mechanism was designed to improve the security of the scheme. Finally,
we designed a hierarchical access control scheme to achieve the hierarchical management
of authorized users and outsourced data. This paper has the following innovation points
and contributions.

Supporting node-edge—cloud computation: The DS-ABE-CC scheme deeply inte-
grates the cloud—edge-end-integrated IoT environment. Then, most of the overhead is
transferred to the edge nodes based on edge computing, which realizes node-edge—cloud
collaborative computation on the premise of ensuring user privacy and user experience.

Efficient fine-grained access control mechanism: Our scheme is based on the princi-
ple of minimizing complex bilinear pairing operations. A new mechanism for key genera-
tion, ciphertext generation, and ciphertext decryption has been systematically proposed,
which reduces overhead while greatly increasing the computational efficiency.

Key distribution and agreement: Considering the node—edge—cloud scenario with
massive terminal access, an innovative shared data model for multiple owners and users
was designed, which supports key distribution and key agreement. It makes the scheme
have good scenario adaptability and security.

Privacy-preservation for data: Considering the data-privacy-preserving demand,
we designed a low overhead hierarchical access control structure of the data to achieve
hierarchical access control for users and improve the security and availability of the system.
That different authorized users set different level access permissions greatly improves the
privacy of the data.

Attribute revocation and update: In the open IoT environment, where there are
inevitably malicious users, it is necessary to revoke or update attributes periodically. We
designed a lightweight attribute update mechanism to update the attributes and ciphertext,
thus improving the security of the DS-ABE-CC scheme.

This paper is organizedd as follows. Section 2 proposes the relevant works. The
preliminary knowledge required for this scheme is introduced in Section 3. In Section 4, the
overall architecture of the solution is introduced, including the design objectives, system
model, and threat model. Section 5 introduces the implementation of the DS-ABE-CC
scheme, including the scheme design and function comparison. Section 6 introduces the
analysis security and performance. In the end, we give the conclusions.

2. Related Work

In the scenario of node-edge—cloud collaborative computation, a large number of termi-
nal devices generate data that are outsourced to cloud servers via edge nodes, introducing a
range of security and privacy. Especially, the shared data are then accessed by terminal users
in an “on-demand” manner [18]. For massive users, data owners lose their constraints on
users and have to design self-defined access control, to achieve a secure data-sharing solution
for privacy preservation. Therefore, some researchers have proposed a fined authorization
control scheme, namely ABE, based on a self-defined policy [19]. The CP-ABE scheme is
a specific application of the ABE. The main idea is to encrypt the registered attributes into
attribute keys, and users who meet the preset attributes can authorize the access. Bethen-
court et al. [8] proposed the first access control scheme based on an access control tree and
supporting attribute base. First, the access control tree is built according to the self-defined
access policy. Secondly, based on the Shamir threshold mechanism, a threshold key dis-
tribution and restoration scheme is designed and embedded in the access control tree [8].
Thirdly, in the encryption process, a secret value is inserted into the root node, and the access
control tree is established from top to bottom. Finally, in the decryption process, users who
meet the predefined attributes can recover the secret value associated with the root node
from the bottom up [8]. Subsequently, a large number of scholars have put forward much
valuable work based on the access control tree. These works mainly included the ABE scheme
for multiple authorized organizations [19,20], supporting the computing outsourcing ABE
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scheme [9-13], supporting the user cancellation and update scheme [11,14,15], and supporting
the tracking ABE scheme [7].

For the privacy preservation of the data, Brent Waters et al. [6] gave an ABE access
control scheme based on a linear secret-sharing scheme (LSSS). This scheme is another way
to transform the access control policy into a monotonous Boolean formula, then finally,
convert it into an LSSS structure according to the standard formula and embed the difficult
problem of cryptography to achieve fine-grained authorization control. Subsequently, a
large number of researchers have proposed many creative access control schemes based on
the LSSS [6,7]. Cui et al. [21] skillfully combined the linear secret-sharing scheme (LSSS)
with ciphertext retrieval to construct a new searchable encryption scheme. Subsequently,
Meng et al. [22] and Tseng et al. [23] proposed an improved LSSS-based ciphertext retrieval
scheme that supports attribute encryption.

Considering that the fine-grained access control strategy mentioned above is not
flexible enough, some scholars [24-27] have given a fined authorization access solution
based on the “and” gate. The traditional CP-ABE scheme user terminal bears much com-
putational cost, which makes it difficult to meet the lightweight computing requirements.
Green et al. [28] proposed the ABE encryption scheme of end-cloud collaborative com-
putation, which outsourced the user costs to cloud servers to reduce their computational
costs, but did not verify the outsourcing results. Considering this, Mao et al. [29] and
Zhao et al. [30] gave an attribute-based encryption solution verifying collaborative com-
putation. The length of the ciphertext of this scheme increases with the complexity of the
authorization structure. Li et al. [31] proposed a CP-ABE scheme that put key distribution
and outsourcing decryption on the cloud, and this scheme supports the verification of the
collaborative computation results.

However, the above scheme can only be applied to the scenario where the user’s
attribute or identity is unchanged. To improve the security, Ostrovsky et al. [32] first put for-
ward the concept of attribute revocation and designed a revocable CP-ABE scheme, adding
the symbol “not” to the revoked users to shield them. However, this scheme is inefficient.
Meanwhile, Pirretti et al. [33] also proposed a CP-ABE scheme to realize indirect revocation
of user attributes. This indirect scheme mainly sets the system parameters, updates the user
attribute keys periodically, and then, completes the attribute revocation. The disadvantage
is that this mechanism for revoking attributes is inefficient. Later, Xue et al. [11] also
proposed some other schemes to support attribute revocation, but these schemes cannot
satisfy the demands of efficiency, expressiveness, and security at the same time.

On the other hand, in the privacy-preserving scenario, massive data owners and users
are faced with the need to achieve hierarchical data management and hierarchical access
control. Wang et al. [17] proposed a hierarchical authorized access scheme for data privacy
preservation. First, the hierarchical authorized access model was built. Then, the data and
users are grouped and divided into several levels, and the users in different groups are
given different access rights. Finally, high-level users can access both the corresponding
level of data and lower-level data, but lower-level users are unable to access higher-level
data. Liu et al. [34] proposed building a hierarchical authorized access tree and then
realized the user-level authorized access mechanism.

However, in the context of node-edge—cloud computation and privacy preserva-
tion, new challenges have been brought to data-sharing technology, including attribute
revocation and update, collaborative computation, hierarchical access control, and other
requirements. The above scheme [11,13-33] cannot implement these mechanisms from
multiple dimensions in lightweight mode, namely attribute revocation and update, ver-
ifiable collaborative computation, and a hierarchical access system. Considering these
problems, we integrated key agreement and edge computing mechanisms and designed a
data-sharing scheme of attribute-based encryption that supports node-edge—cloud collabo-
rative computation (DS-ABE-CC), for the IoT scenario.
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3. Preliminary

This section will introduce the symbols, formulas, and required theoretical knowledge
of this paper.

3.1. Notations

The important symbols and formulas of the paper are as follows:

e Att—The licensing attribute set is Att = {atty,atty,--- ,att,}, which is
updated periodically.
e S Du}.—S DU; C Att represents the attribute set of user bu;.

o Ais(x)—Ais(x) =TTjes, #% is the Lagrange coefficient in this scheme.

*  I'—The access control policy is composed of fine-grained access control conditions,
such as attribute logic statements linked by “and”, “or”, and “not”.

®  T—The access control tree T is generated according to the access control policy I'.

®  N(xy,x2)—This represents the x1-th node in the xp-th layer from tree 7, including the
root node, leaf node, transfer node, and inserted control node.

e index(x)—index(x) represents the index number corresponding to node x in 7. parent(x)
is the parent node of node x; att(x) is the attribute of node x; 4, and ¢, are the polynomial
and threshold values corresponding to node x; dy is the degree of polynomial g,.

e ¢k ={cky,- - ,cky}— ck has ¢ content key ck;, i € [1,/], which corresponds to the ¢
access control level. The ¢ secret values sg = {s’l, cee, s’g} are embedded in the access
control tree 7.

*  (t,n)—This denotes the threshold corresponding to the nonleaf node. The secret s/ is
decomposed into n shares, where n > t. If t shares are collected, the secret s; can be
restored.

e D—The plaintext document set D includes N documents, namely D = {D1, D5, --- ,Dn}.

. E—The ciphertext document set E = {Eq, Ep, - - - , EN } includes N documents, which
are divided into ¢ sets. ck = {cky,cky,--- ,ck;} is the document context key set.
E; = Encg,(D;), which means encrypt D; to E; by key ck;.

3.2. Bilinear Mapping

Let Gy and Gt be two p-order multiplicative cyclic groups, where p is a large prime
number. Assume that g is a generator of G;. We define a mapping e : Gy x G; — Gr with
the following properties:

(1) Bilinear : Ya, b€ Z%,e(g", g")=e(g?, §")=e(g, §)™.
(2) Non—degenerative : 3a,b € Z,e(g", g") # 1.
(3) Computability : Ya,b € Z%; e(g%,g") can be computed efficiently.

3.3. Some Difficult Problems in Cryptography

The discrete logarithm problem (DLP): It refers to the selection of a € Z;, resulting
in the tuple (g, ¢”) in G;. The computational complexity of determining the value of 4 in
probabilistic polynomial time (PPT) is very difficult.

The computational Diffie-Hellman problem (CDH): It involves selecting a and b from
Zy,, which generates the tuple (g, 8", g?) in G;. The computation of ¢g? in PPT is also highly
challenging.

3.4. Decisional Bilinear Diffie—Hellman(DBDH)

Lete : G; x G; — Gr be a bilinear mapping, where G; and Gr are groups, and g is
a randomly selected generator from G;. Consider a,b,c € Z,, where p is a large prime
number. The DBDH hypothesis states that there does not exist an algorithm B that can
distinguish between the tuples (g, g%, ¢, b°, T = e(g,8)"¢) and (g, g% g%, b, T = Rr) with
non-negligible advantage €, where Rt is a randomly chosen element in Gr. Mathematically,
this can be expressed as |Pr[B(g, g% g%, b, T = e(g,8)™¢) = 1] — Pr[B(g, 8% ¢, b, T =
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3.5. Access Control Structure and Access Control Tree

The identity information of user can be depicted as multiple attributes connected
by logical operators “and”, “or”, and “not”, for example “formal staff and (Ph.D. or
professional qualification certificate)”. Any access policy I' can be mapped to an access
control tree 7. The identity attribute set Spy; can be mapped to the corresponding leaf set.

3.6. Threshold Secret-Sharing Mechanism

A shared secret s/ is divided into n sub-secrets s, = {s/,,s/,,--- s/ }, and each sub-
secret s/ i (e [1,n]) is distributed to several participants at the same time, which satisfies
the following conditions. If there are more than or equal to t sub-secrets s/ j the shared
secret sg can be recovered. If there are less than t sub-secrets, the shared secret sg cannot be
recovered. The above is the threshold (¢, n) secret-sharing method, the threshold is ¢, the
count of participants is 7.

3.7. Kerckhoffs” Principle

The accepted criterion for cryptosystems is Kerckhoffs” principle, which is as follows.
The encryption algorithm and design principle of the system are public, and the most-
important aspect of a secure system is the key. The security of cryptosystems should depend
on the key ck;, rather than relying on the security of encryption algorithms (DES/AES).
Existing papers on searchable encryption or privacy protection all follow this assumption;
all focus on the security of the key ck; when proving security. Similarly, the assumption
basis of this article was also this criterion.

4. Construction of DS-ABE-CC

This section describes the overall architecture of DS-ABE-CC. Firstly, we introduce the
design goals. Secondly, the paper notation and system model architecture are introduced.
Finally, we illustrate the threat model of the system.

4.1. Design Objectives

Considering the IoT environment with mass terminal access, we designed a data-
sharing scheme of attribute-based encryption that supports node-edge—cloud collaborative
computation (DS-ABE-CC). The design goals were as follows.

Node-edge—cloud collaborative computing: Outsourcing the data owner’s and user’s
computing to edge nodes, our scheme performs node-edge—cloud collaborative compu-
tation, reduces user computing overhead, and verifies the correctness of the outsourcing
computing results.

Support diversified interactive data: The interactive data of the terminal cover var-
ious kinds of data including images, text, audio, video, etc. We used structured data
documents to store and describe the data resources with fine-grained features.

Privacy preservation for shared data: The DO uses symmetric encryption to encrypt
data documents D;, namely E; = Enc, (D;), while the DU uses symmetric keys to decrypt
the data, D; = Dec, (E;). The encryption key ck; is embedded in the access policy’s
ciphertext to ensure the confidentiality, privacy, and availability of the data file.

A lightweight hierarchical CP-ABE mechanism: We divided the massive data users
into several levels; meanwhile, the data were also divided into several security levels. A
low overhead hierarchical access control method is proposed and constructed,which can
support hierarchical access control for end-users.

Support attribute and ciphertext updates: Considering that users are dynamically
updated in the Internet of Things, a mechanism supporting attribute revocation and update
was designed, to achieve attribute and ciphertext updates.
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4.2. Overall Model

4.2.1. Overall Architecture

Considering the background of the node—edge—cloud and privacy-preserving in the IoT, we
designed a data-sharing scheme of attribute-based encryption that supports node-edge—cloud
collaborative computation (DS-ABE-CC). This system consists of five types of entities, including
the key generation center (KGC), cloud service provider (CSP), edge nodes (ENs), data owners
(DOs), and end-users (DUs). As shown in Figure 1, we regarded the terminal that generates the
data as the data owner, and the generated data are outsourced to the cloud server through the
edge node. Massive end-users are regarded as data users, who access the cloud service system
through edge nodes. The model is shown in Figure 1. The DOs and DUs communicate with the
CSP through the ENs by an open channel. The specific interaction process is as follows:

Cloud Service Processor

P&

Network Layer @

Edge Node
Al

d

" E
,,,,,, DEI
- ':I
e
End Terminal B .es

[}

Key geneiration center

Trea Py

é

\

A

N
. Data Owners ;

@« 8

& Data Users

Figure 1. Overall architecture.

1.

Key generation center (KGCQ): This entity is completely trusted and referred to as the
KGC. The KGC is responsible for managing the system’s public parameter PK and
the master key MK. It facilitates key distribution and attribute management for all
entities within the system.
Cloud service provider (CSP): This entity is a semi-trusted entity that provides ci-
phertext storage and computing services. Firstly, it can faithfully execute the preset
calculation protocol and return the correct results. Secondly, it curiously guesses the
privacy of each entity and tries to crack the encrypted ciphertext.

Data owners (DOs): The DOs are responsible for defining the access structure and
performing data encryption operations, embedding the access control policy I into
the encrypted file E with the help of ENs, then delegating it to the CSP.

Data users (DUs): These entities generally refer to the end-users of the IoT, who
access the data stored in the CSP. DUs who meet predefined access control policies
can access, download, and decrypt target ciphertext.
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5. Edge nodes (ENs): The ENs are entities between the DOs, DUs, and CSP centers,
which provide certain storage, computing, and other resources. In this model, part of
the computing overhead of the DOs and DUs is transferred to the edge nodes (ENs) to
reduce the users’ computing overhead. The ENs is considered “honest and curious"
like CSP.

4.2.2. Overview of DS-ABE-CC

The DS-ABE-CC scheme consists of five main algorithms, including initialization
(Setup), key generation and distribution (KeyGen), encryption (Encrypt), ciphertext decryp-
tion (Decrypt), and attribute update (Update).

e Setup(1) — (MK, PK): The input includes the initial security parameter 3, and the
output parameters from the KGC consist of the public parameter PK and the master
key MK for the system.

* KeyGen(MK, Spy;) — ((sk, pk), SK): The KGC distributes keys for each entity. The
algorithm is executed by the KGC, which inputs the user DU]-, attribute set S DU, and
master key MK, then generates the corresponding attribute key SK for each DU;.

e Encrypt(PK, I, ck) — CT: The data owner DO; and the edge nodes (ENs) executed
this algorithm in cooperation. The public parameter PK, access control policy T,
and content key ck are input. According to I', the plaintext ck is encrypted into the
ciphertext CT.

e Decrypt(PK, SK, CT) — D: The algorithm is executed by user DU; and edge node
EN in cooperation, which input the parameters PK, ciphertext CT, and attribute
private key SK of user DU;. If user DU; can meet the preset access control policy I',
then the ciphertext CT can be decrypted to plaintext content key ck;. Otherwise, the
plaintext content key ck; cannot be returned.

e Update(Sy, PK,SK,CT) — (SK’, CT’): Input the attribute Sy to be updated, public
key PK, ciphertext CT, and user’s attribute key SK. Finally, the attributes key SK and
ciphertext CT will be updated as SK’ and CT’, separately.

4.3. Threat Model

This section introduces the threat model of the DS-ABE-CC system in the IoT environ-
ment. Based on the information possessed by the CSP and DUs, we adopted the following
threat models [11]:

Choose plaintext attack (CPA): An adversary Adv can arbitrarily choose plaintexts
and their corresponding ciphertext, then try to deduce the association between their cipher-
text and plaintexts or crack the indistinguishability of two plaintext ciphertexts.

Definition 1. With the DBDH problem, the DS-ABE-CC system can achieve CPA security if there
is no Adv and can win the below game in probabilistic polynomial time (PPT) with a non-negligible
advantage e.

Setup: The challenger Chal runs an algorithm Setup(1") to generate parameters, keep
the master key MK, and send the PK to the Adv.

Phase 1: The Adv selects any attribute set S = {Sy,---,S,/}, which does not meet
the access control structure 7*. The Chal runs the algorithm KeyGen to generate the
corresponding attribute ciphertext SK and returns it to the Adv.

Challenge: The Adv selects two plaintexts My, My (My # M), which will be sent to
the Chal. The Chal randomly selects b € {0,1} and generates CT* = Encrypt(PK, My, T*)
based on My. Then, the Chal returns CT* to the Adv.

Phase 2: Similar to Phase 1, the Adv will inquire in PPT. The limitation is that the
inquiries in Phase 1 or the My, M; cannot be repeated.

Guess: The Adv outputs b’. If b’ = b, the Adv wins the game. Otherwise, the Adv loses
the game. The probability of Adv winning this safety game is [Pr(b’ = b) — %|.
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5. Realization of DS-ABE-CC Scheme

DS-ABE-CC is oriented toward multiple DOs and DUs in node-edge—cloud collabora-
tive computation IoT scenarios. To facilitate the description, a data owner DO; and data
user DUj; are used as an example to describe the implementation principle of DS-ABE-CC.

5.1. Hierarchical Access Control Tree Supporting Privacy Preservation

The DOs divide all documents D into ¢ document sets according to their importance
and privacy and then design / levels of access rights in turn. Namely, the first set has
the highest access rights, the second set the second level, and the ¢-th set the lowest level
of access rights. As shown in Figure 2, some control nodes are inserted to establish a
hierarchical access control tree [17,34], where N1 and N2 are null attributes inserted in
the control nodes of the tree 7. All nodes in the tree 7 can be divided into four types as
follows:

e Transfer node (TN): The sub-nodes of node x contain at least one threshold, and
node x is defined as the transfer node. TN—CT(x) represents the threshold sub-node
set of transfer node x, namely TN—CT(x) = {chy,chy,- - - ,chj} [17,34]. The node
ABCDE is the transfer node.

e Control node (CN): The parent node of a null attribute is defined as the control node.
The BD in tree 7 represents the control node.

e  Hierarchical node (TN)-CN: The transfer node TN set minus the control node CN
set is the hierarchical node. For example, the node ACE is the hierarchical node.

e Leaf node (LN): The leaf nodes are the lowest nodes in the access control tree 7, in
which each leaf represents an attribute att;.

Root node

2/3 threshold

B Ph.D

sub-tree 1

sub-tree 2 Master
B @00 » ““
“ ck;
............... 2/2
--------- Control node sub-tree 3 Bachelor
X XXX X Leaf attribute coeees
CITTTE Nullateibute

Figure 2. Hierarchical access control tree. The nodes ABCDE are the transfer node, the BD are the
control node, ACE are the hierarchical node, and N1 N2 are the null node.

We established a three-level access control tree, namely ¢ = 3, as shown in Figure 2
The constructed access control tree meets the following properties:

¢ If the content key ck; associated with the root node can be recovered by the DUs, then
they have the highest level of access rights.
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¢  If the content key ck; can be recovered by the DUs, then they have the second-level
access right.

e If the content key cks can be recovered by the DUs, then they have the third level
of access.

The document set D is encrypted to E by symmetric key ck, which is finally sent and
stored in the CSP. ck; is the highest level, and ck3 is the lowest level.

Claim 1: If the users can decrypt ck;, then they are able to decrypt ckjyq,---,cky.
However, when the users can decrypt ck; 1, they cannot decrypt cky, - - -, ck;.

5.2. The Secure Data Sharing Scheme Supporting Node-Edge—Cloud Computation

The data-sharing scheme of attribute-based encryption that supports the node—edge—
cloud collaborative computation (DS-ABE-CC) proposed in this paper consists of five
algorithms, including initialization (Setup), encryption (Encrypt), key generation and
distribution (KeyGen), ciphertext decryption (Decrypt), and attribute update (Update). The
specific algorithms are described as follows in Figure 3.

Attribute update key | o”
| .L-l
,.

Cloud Service Processor

|
| v

|

Eck, «—Decrypt(PK,CT,SK) }

-
|
|
|

4

{SK,CT «— Update(MK, SK.CT ) } < _
. : Ciphertext update key

Dr. Alice

satisfies 7'

Access S.,:{Ph.D, Expert}
‘ [ m—
0
chlrn ck,
! (e « Recursion get: ('/(, (‘/":
14 ]
' .
§CT «— Encrypu(PK. T, ck) | . wistios 7
) Access @ Spu, - {Master, Certificate} Bob
u} >

% Return Ck,

Recursion get: (‘k;

Data Transport satisfies 7 Carol

Access ? P ou,: {Bachor ,Temporary }
A 7] 8

7Y

® @g Return _|_
Ll =
Edge|Nodes
Data Owners l g l Data Users
Key distribution .
iPamara «— Setup(1") H {SK ¢— KeyGen(MK, Sou;)

Key Generation Center

Figure 3. Example diagram of the DS-ABE-CC scheme. The five algorithms includes initializa-
tion (Setup), encryption (Encrypt), key generation and distribution (KeyGen),ciphertext decryption
(Decrypt) and attribute update (Update).

1. Set(1) — (MK, PK) : G; is a p-order multiplicative cyclic group, in which g is a
generator. The hash function is defined as H : {0,1}* — Z;. Randomly selecting two
parameters &, € Z, the KGC generates master key MK and public parameter PK.

MK = {«, B};
PK = {H,G1,8,8",e(3,8)" ¢(8,8)*}

2. KeyGen(MK, Spy,) — ((sk, pk), SK) : First, the KGC distributes keys for each en-
tity. Then, input the master key MK and attribute set of user S DU and the attribute
key SKis generated for each end-user DU;.

M

* Key distribution : Firstly, the KGC generates a secret key skpo, = v €r Z;, for
each data owner DO;, whose public key is pkppo, = ¢7. In the same manner,
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the KGC generates a secret key sk DU; = €R Z;‘, for each end-user DU]-, whose
public key is pkpy; = ¢P", and secret key sken, = e €r Zj, for each edge node
ENj, whose public key is pkpn, = g°. The public key of each entity is broadcast
in public.

Key agreement : Firstly, the KGC issues the identity shield token Token =
g”‘ﬁ/’go‘*ﬁ and the attribute set SDl,Ij ={Sy,---,S,} C Att to the end-user DU;.
From the public key pkpyn, = g°, the primitive attribute key of the user DU; is
SK after key agreement as follows.

o o r_r2e —Br?
SK ={D = g*¥glethlrgre D’ = e(g,9) F"'} 2)

Finally, the user DU; sends primitive attribute key SK with its own attribute
Spu;, namely (Spy; ||SK), to the edge node ENj.

For edge node ENy. Finally, according to attribute set S DU; of user DUj, the
edge node ENj generates a random value r; for every target attribute j € Spy;.

Then, the attribute key of user DU; is SK” as follows.

SK' = {vje s, D; =gt Dl = g1} ®)

Finally, SK||SK’ is sent to the CSP for data sharing by edge node ENy.

Encrypt(PK, I, ck) — CT : This inputs access control policy I', public key PK, and
context key ck = {cky,-- - ,ck;}. The owners and upstream ENs cooperate to complete
encryption. First, the owner only needs to perform lightweight constant operations to
generate pre-encrypted ciphertext, which is sent to the upstream edge node. Then,
the EN will complete the remaining encryption calculations. The ciphertext CT will
be generated. Assume the private and public key pair of the upstream edge node of
DO; is (¢/,g%).

Encryption in data owner DOj;: The DO; defines the access level of each doc-
ument D;(j € [1,N]) and key ck; (i € [1,/]), then encrypts D; into ciphertext
E;(j € [1,N]) based on the corresponding level key ck; (i € [1,/]), namely
E; = Encg,(Dj), j € [1,N]. It will obtain a set of dictionaries containing
encrypted documents and corresponding levels, namely {E; : i}, i € [1,/],
j € [1,N]. Lastly, the DO; randomly selects s; = 7' €g Zy, (Vi € [1,£]) and
encrypts the content key ck = {cky,- - -, ck,} into ciphertext CT.

CT ={T, {Ej : i},é = Ck,-e(g,g)“ﬁsi,g = gH(Cki)/

C =" el gl (1) < LN} ¥
Then, the CT is sent to edge node EN.

Encryption in edge node ENy: First, the EN; randomly selects s/ = (¢/)’ €g
Zy, (Vi € [1,4]), to obtain s’ = {s},- - -, s }. Then, for every nonleaf node x in 7
from top to bottom, sequentially, a dy-order constant polynomial gy dy =ty — 1
is generated, where t, is the threshold value. Secondly, it sets gg (0) = s} in the
root node. Subsequently, following the same rule, the remaining child node x
of the root node is set with the corresponding constant polynomial gy. If node x
is a hierarchy node, then g, (0) = q;,(0) = s/. If node x is not a hierarchy node,
then qx(0) = Gparent (index(x)). Lastly, s}, - - - , s, must be embedded in the root
node and ¢—1 hierarchical nodes in the tree 7 in turn. An access control tree 7 is
built for access policy I'. Each leaf node in 7" corresponds to a licensing attribute.
Finally, Att = {atty,atty,--- ,att,} is the licensing attribute set. The X in tree
T is a transport node set. TN —CT(x1, x2) is the children of the threshold set of
transport node (x€X), namely TN—CT (x1,x2) = {chy,- -+ ,chj,--- }. The data
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owner computes 6,(\] for each node for set X and forall j = 1,2, - - as follows in
Equation (5).

o gqchj (0)+s; (5)

Xj —

The ENj extracts all leaf nodes y of access control tree 7, to build leaf node set Y.
A random number r, € Zy, is generated for each leaf . Based on access control
tree 7, the content key will be computed as the final ciphertext CT.
CT ={T {E;: i},C = ckie(g, g)*F, & = gH(Ckf),
C =g, C =g, C" =e(g,9)li € [1¢],j € [LN]
{Vy € Y,Cy =gW,C| = gttty
{vx € X,Cy;}}

(6)

The final ciphertext CT encrypted by the edge node EN is sent to the CSP.
Decrypt(CT, SK, PK) — D : Input the ciphertext CT, user’s attribute key SK, and
public key PK. If the user attributes Spy;, can meet the preset access policy, ck; can
be decrypted from CT. Otherwise, the corresponding ck; cannot be decrypted, and
L will be output. The edge node ENj first decrypts the ciphertext and sends the
semi-decrypted ciphertext to the user DU;. Then, the DU; only needs to execute a
lightweight constant calculation to decrypt the ciphertext. Meanwhile, the users DU;
can verify the decrypted results.

Decryption in the edge nodes ENy: In the access control phase, the following
protocol is implemented for attribute verification. After receiving the SK, the
ENj will map the attributes Spy; = {S1,--+, S} C Att to {leaf;}. We define
the recursive operation DR(CT, SK, x), in which x represents a node in 7. If
x belongs to the leaf node, namely x € LN, set i = attr(x), then the recursive
operation is executed as Equation (7).

e(%,kauj) D', (i€8)

1, (i¢9) @

DR(CT, SK, x) = {

Let Ry = ¢( g’x‘:gg ,Pkpu;)- D', which can be computed as follows in Equation (8).

Cy - D; ,

Ry = e( =2 pkpy) - D
v = oG py Phow)

B gqyg(rﬁH(j)JrV)

— O gy g 8
— e(g,g)""

,Br) .D' (8)

When x is a non-leaf node in tree T, the operation DR(CT, SK, z) is required for
each sub-node z of x. Assume there is a random node set S,, whose size is ky.
The recursive process continues if all child nodes of x are in set S,. Otherwise,
F, = L will be obtained. Let i = index(z), S\ = {index(z) : z € Sx}. We obtain
the below Equation (9).

Fr = Ilses, FzAi’Sx ©)
= TLes, (e(g, §)Pr=(0) ) Bis (0) ©)
= e(g,g)/s"%c(o)
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The e(g, g)rﬁsf can be obtained when the attribute set Spy; can meet the i-th-
level access control condition. Meanwhile, the lower-level correlation value
e(g, g)rﬁ 5 (j > i) can be obtained through recursive calculation. The spe-
cific recursive operation is as follows in Equation (10). Through analysis, our
scheme has a lower overhead to achieve hierarchical access control than other
schemes [17,34].

e(@/ kaUj)
Fipj=—%—"
1
e(Cujug™) (10)
Ei
= e(g,9)"P*

Therefore, e(g, g)rﬁsz/', ey g)rﬁs} can be calculated in turn. Meanwhile, when
the attribute set Spy;; can meet the authorization conditions T, the following
calculation can be performed correctly as follows in Equation (11).

A = DR(CT, SK, x;) = e(g,§)P"™

6 “A- E(C/, kauj)
e(C,D)

ckl«g(g,g)”‘/gsi A e(gﬁ(si*#),gr)
€(gsi gaﬁgr(uc+ﬁ)grze)

7 = ckie(g, g) " *Sie(g, g)

7 =

(11)
7 =

Finally, the edge node ENy, sends Z||e(g%, g°)||e(g, §)** to the end-user DU.
Decryption in the end user DU;j: Finally, end-user DU; can compute and re-
store the context key ck; through a simple exponential operation based on skpy;,
as follows in Equation (12).

)zxsir

ok = ckie(g, )" Sie(g, g) " Sie(g" pkENk) e(g,8
= ckie(g,8) " e(g,g) Ve(g%,8°) e(g, §)"

(12)

Verification in data user DUj: In the IoT scenario, the users need to verify
whether their decrypted ck/ is correct or not. The user checks whether the
following equation is true as follows.

g =" gHH (13)

If Equation (13) holds, then the outsourcing computing is correct, and the user
DU; can obtain corresponding access level i’ and decrypt the plaintext document
using the symmetric key ck!. Otherwise, there are some errors in the outsourc-
ing computing, which means that the legitimate user has obtained the wrong
decryption result, then “_L” will be obtained.

User—edge—cloud collaborative computing: The CSP downloads the cipher-
text set E’ of the corresponding level ck; to users DU; through edge nodes ENy,
and the user DU; can decrypt the plaintext document using the symmetric key
Dj = Decy (E) as follows.

Dj = Encg,(Ej),j € [1,N'] (14)

This scheme is based on lightweight methods to achieve decryption and verification.
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5. Update(Sx, PK,SK,CT) — {SK/, CT’}: scenarios in the IoT, the authorization at-
tribute is dynamic. The malicious DUs can use outdated attribute keys to access secret
data. Considering these, our scheme needs to support attribute update [35]. Input the
attribute S to be updated, public key PK, ciphertext CT, and the user’s attribute key
SK. Generate attribute update key ¢; and ciphertext update key t,. Then, the attribute
key SK and ciphertext CT will be updated.

*  Attribute update: Assume that the attribute S, € Att is revoked or updated to

S%. The KGC generates attribute update key t; = g(H(Sx)=H(5x)) then sends the
attribute update secret t; to the DUs that hold these attributes, but have not been
revoked. Finally, the DUs will update its attribute key as follows in Equation (15).

At the same time, the KGC sends the attribute update key t; to the CSP, which
updates the ciphertext CT as follows in Equation ( 16).

VSy = S35, C) =ty - gHS0) = gHS) (16)

*  Ciphertext re—encryption: When the data owner DO; updates a secret value s; to
s¥, the DO generates ciphertext update key t, = (ty1, t2n) = (e(g, g)F5 ~5, g% ~%)
and sends it to the CSP. The CSP can refresh the ciphertext as follows in Equation (17).

C = ckie(g,8)*Pity
= ckie(g, g)"Pie(g, g) P~
= ckie(g, g)*Psi (17)
C =gty =g,
Cc = gs,vfsgt22 _ gsl’ffsf
Finally, the attribute revocation or update and ciphertext update are realized
through these lightweight methods.

5.3. Feasibility Verification
This scheme can achieve hierarchical encryption and decryption, and has good feasibility.

Theorem 1. If the users can decrypt ck;, then they are able to decrypt ckiiq,- - -, cky. However,
when users can decrypt ck;1, they cannot decrypt cky,- - -, ck;.

Proof of Theorem 1. We assumed that the attribute set S Dpu; can meet the i-th level access

control condition, then e(g, g)"#* will be obtained. This e(g, g)"* is the core of decrypting
the content key ck;. Based on the collaborative calculation between the ENy Equation (11)
and the data user DU; Equation (12), ck; will be decrypted.

Meanwhile, the correlation value e(g, g)rﬁsf,'ﬂ, .-, e(g,8)"P of a lower level can be
obtained through recursive calculation. The specific recursive operation is as follows in
Equations (18) and (19).

e (6;]‘, pkpu;,)
Fipj=—F5—-
l (18)

= e(5,9)"""”, (cm(0), chy(0), )
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—
Then, we choose the correct child node value Cy; of ch;(0) and perform recursive cal-
culations.

—

!/
_e(Cyj, pkouy)

Fipoj=
, Fiq
i+1,) (19)

= e(g,g)Pln

One recursive operation can solve for the e(g, g)rﬁs§+1 of the sub-level, based on
e(g, g)rﬁsg. Therefore, e(g, g)rﬁsfﬂ, (g, g)rﬁs? can be calculated in turn. Namely, the
content key ck;, - - - , cky can be decrypted.

On the contrary, the null attributes are inserted into one child node of each control
node, and the threshold for each control node is “2/2”, making it impossible to calculate
e(g,g)"P based on e(g, g)'P*i+1. For the same reason, cky, - - -, ck;_1 is even less likely to be
solved. Namely, if users can decrypt ck;,, they cannot decrypt cky, - - -, ck;.

According to the above Equation (19), we can easily obtain the i-level content key ck;.
The corresponding document can be decrypted, namely D; = Decy, (E;). O

5.4. Functional Comparison

As shown in Table 1, compared with other mainstream schemes [6,8,12,13,15,17,34,35],
our DS-ABE-CC scheme embeds key distribution and agreement mechanisms, which is
more suitable for the massive terminal access and lightweight scenarios in the IoT and has
more complete functions. The BSW scheme [8] and Water’s scheme [6] are two kinds of
classic fine-grained access schemes. Zhang’s scheme [12] and Li’s scheme [13] are verifiable
outsourcing computing ABE schemes. Wang’s scheme [17] and Liu’s scheme [34] are
advanced hierarchical access control schemes. Dong’s scheme [15] and Miao’s scheme [36]
are advanced schemes that support attribute updates and revocation.

Table 1. Function comparison.

Scheme F1 F2 F3 F4 F5 Fé6

Our scheme v v v v v v
BSW Scheme [8] v - - - - —
Water’s scheme [6] v - - — _ _
Zhang's scheme [12] v v v - _ _
Li’s Scheme [13] v v v - - _
Wang'’s Scheme [17] v - - - - v
Liu’s Scheme [34] v - - - - v
Dong’s Scheme [15] v - - v _ _
Miao’s Scheme [36] v v - v - -

“F1”denotes fine-grained access control, “F2”denotes outsourcing encryption or decryption, “F3”denotes out-
sourcing calculation verification, “F4”denotes attribute update and revocation, “F5”denotes key distribution

and agreement, “F6”denotes hierarchical access control.

6. Security and Performance Analysis
6.1. Privacy and Security Analysis
6.1.1. Privacy Analysis
The ciphertext of the DS-ABE-CC scheme has good privacy, and the attribute ciphertext
is unlinkable.

Theorem 2. The ciphertext has good privacy. The ENs and the CSP cannot crack any plaintext
information from the ciphertext CT. Meanwhile, even the identical attribute j € Att will generate
different attribute ciphertexts SK for different users.

Proof of Theorem 2. We, respectively, describe the privacy security of the ciphertext CT
and the unlinkability of the attribute ciphertext SK:
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(1) Privacy of the ciphertext CT: The ENs and CSP cannot crack the secret s;, ck;, or
att(x) from the ciphertext CT.

¢  For the ENs: The ciphertext CT observed by the edge node is as follows in Equa-
tion (20).

cr :{Fré = Ckig(g’g)‘xﬂsi,éf = gH(Cki)l

20
C'=g,C" = (g gl € [1,4]) @

The ENs cannot obtain the value e(g, ¢)** from g%, ¢f and g% based on the DBDH
problem. Furthermore, ck; cannot be obtained.
*  For the CSP: The ciphertext CT observed by the CSP is as follows in Equation (21).

CT ={T,C = ckie(g,8)"*,& = gk,
C=g%C =g %,C" =e(g,g)% i € [1,/]

21
{Vy €y, Cy = gqy"ﬂ’y, C; = gH(“tt(y))+ry} (21)

{Vx € Xéx\] _ g(qch].(ons;)}}

In the same way, the CSP cannot obtain the secret ck; or s; from the ciphertext CT.
From the DL problem, the value H(att(y)) cannot be computed from Cy or Cj.

(2) Attribute ciphertext unlinkability: Even the same attribute j € Att will ran-

domly generate different attribute ciphertexts as follows in Equation (22).
SK = {D = g*Pgl*tPrg™, D' = e(g,g) "}

. LH( , (22)

SK' = {Vj € §,D; = g"HU)*", D = g}

From the DLP, it is difficult to solve H(j) and r;. Meanwhile, % = g tH0)), the
]

algorithm KeyGen(MK, S DU]-) is executed each time, which inputs the secret key r of
different users and the random number ti, and even the same attribute j € Att will

. . D; . . .
generate different Dj and D;. This means that the value ﬁ is different, which means
i

attribute ciphertexts are unlinkable. [

6.1.2. Security Analysis

The scheme can resist the chosen-plaintext attack (CPA). Because E = Ency, (D),
the context key ck; is only shared between DO; and authorized DU;. The security of the
document set E is guaranteed by key ck;, based on the accepted criterion of Kerckhoffs’
principle. We only need to analyze the security of the ciphertext CT.

Theorem 3. If there is an adversary Adv that can destroy the DS-ABE-CC system in the chosen-
plaintext attack (CPA) with a non-negligible advantage € in PPT, then we construct a simulator B
to solve the DBDH problem with the advantage € /2.

Proof of Theorem 3. Given a security parameter y, the challenger Chal chooses a,b,c €g
Z;‘,, a generator ¢ € Gy, and Rt €r Gr that is a random element in Gr. If b = 0, then
let T = e(g,g)™¢. Otherwise, let T = Ry. Then, generate tuple (g,¢% g%, g%, T), where
T = e(g,8)™ or T = Rr. The chal will send (g,5% % ¢, T) to B, which acts as the
challenger. A challenger access control policy I'* is sent to B [12].

Setup: The challenger Chal first runs algorithm Setup(1#) to generate the key, keep the
master key MK = {a, B}, randomly choose ' € Z%, and let g = g'tF" = glgF' o7 = o,
where implicitly B = b+ f/, a = a. Then, B will obtain e(g,g)*f = e(g,¢)*F e(g,g)™.
Finally, the {g, g%, e(g,$)% e(g,£)*F} is sent to the adversary Adv.
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Phase 1: Adv submits an attribute set S C Att of the end-user to simulator 3, which
does not meet the challenge access control policy I'*. Then, the algorithm KeyGen(PK, MK, S)
is run to generate the corresponding attribute key SK. As ¢f = gt gﬁ/ and e(g,9)P =
e(g,9)P e(g,g), the B queries the corresponding private key to the random oracle model,
and get D = g®¢(@th)rer’e D! = ¢(g,¢) P For each att; € S, B selects random number
r, 1€ Zy, implicitly set ri=ri+b v =r—Db.Ifatt; € T* let g"i = gb”f. If att; ¢ T*, let
¢'i = ¢'i. Meanwhile, when att; € T*, let D; = ¢"i*"+H(@t) DI — ob+7i When att; ¢ T*,
let D; = gUi+"+H(@th)) D! — o7l Finally, B sends the SK to the Adv.

Challenge: The Adv selects two context key plaintexts ck; o, ck; 1 (ckjo # ck;1), which will
be sent to the B. The B randomly selects b € {0, 1} and generates CT* = Encrypt(PK, ck; p,
T*) based on ck; . Then, the B returns CT* to the Adv. Specifically, the simulator B sets
si=c, s; € Z and calculates the ciphertext with the help of the edge nodes. 3 obtains the
complete ciphertext as follows in Equation (23).

CT* =(T*,C = ckype(g,g)*P, ¢ = gk,
C=g%C =gi,C" =e(g,8)"i € [1,4] (23)
{Wwyev,Cc, = g'ﬁy”y,(j; - gH(ﬂff(y))+ry}}

Then, the simulator B can construct the ciphertext form as follows in Equation (24).

C = ckipe(g, §)*

= ck;pe(g, g)“(5/+b)c (24)

= ck;pe(g,8)" (g, g)™

Let A = g% B = g% and g% = g°. As C"" = e(g, g)* is known, the e(g, )%’ is computable.
Phase 2: Similar to Phase 1, the Adv will make inquiries in PPT. The limitation is that
the inquiries in Phase 1 or the ck; o, ck;; cannot be repeated.
Guess: The Adv outputs b’ = {0,1}. If b’ = b, the Adv outputs T = e(g, )™, and the
Adv wins the game. This advantage is Pr[B(g, g% g%, ¢¢, T = e(g,8)")] = % + €. Other-
wise, the Adv outputs T = Rt, which is a random element in Gr. Namely, the challenge
ciphertext CT* is random in the view of the Adv. This advantage is Pr[B(g, g%, ¢, ¢, T =
Rr)] = 1. The probability of Adv winning this safety game |Pr(bt' = b) — 3| = (3 + e+
1 1 €
2)—2=5 O

6.2. Performance Analysis

This section provides a performance analysis of DS-ABE-CC, systematically. The storage
overhead of DS-ABE-CC was first compared with several schemes [6,8,17,23,27,34,35,37]. Then,
the time overhead of some schemes was compared. Finally, we compared DS-ABE-CC with
several advanced schemes for experiments. The performance analysis showed that DS-ABE-CC
has good practicality and efficiency.

6.2.1. Time and Space Complexity Analysis

We define E, as an exponential operation, and Epg, represents the exponential op-
eration in group Gj (Gr). Let Hash and Pair represent the hash operation and bilinear
mapping, respectively. A, denotes the user attribute. / is the access control level number.
A, denotes the attribute of the i-th-level-associated ciphertext CT. j represents the number
of attributes included in the access policy in the corresponding schemes. N7 is the set of
transfer nodes. S; is the minimum internal node that satisfies the access structure. The
hierarchical attribute related to the ciphertext is expressed as A. = {A,,..., A, }. |M|
denotes attribute the number in structure M.

Complexity analysis: We compared the complexity of the DS-ABE-CC scheme with
some advanced schemes similar to this scheme, including Water’s scheme [6], the BSW
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scheme [8], Wang's scheme [17], Liu’s scheme [34], Guan’s scheme [27], the FAME Scheme [37],
Tseng’s scheme [23], and Yao’s scheme [35]. These schemes are representative ones with low
computational storage overhead, wherein Wang’s scheme and Liu’s scheme are hierarchical
access control schemes, whose functions are more complex than other schemes, so their cost is
relatively high. Table 2 shows the space and communication overhead comparison, whose
data came from the schemes [6,8,17,23,27,34,35,37]. These schemes were built based on the
asymmetric mapping (“MNT159”, “MNT201”, and “MNT224") and symmetric mapping
(“SS5127).

Table 2. Storage and communication overhead comparison.

Key Size Ciphertext Size
Scheme Access Structure
DO EN EN DU
Our Scheme Tree 2\(‘\(\61“‘571) (2|Au| +0)[Gy | +1€1(3|Gy | +2|GT ) 3|Gr| |G|+ |Gy |
Water’s Scheme [6] 1SSS (|Au| +2)|Gq | - - (4|Ac| +1)|Gq |+ |GT
BSW Scheme [8] Tree (2] Au| +1)|Gy - - (2|Ac|+ 1)‘61‘ + ‘GT
Wang's Scheme [17] Tree (2|Au| +1)|Gy - - (2[Ac1 | +9)|Gy | + (jINT| +K) |G|
Liu’s Scheme [34] Tree (2]Au| +1)|Gq - - (2|Aq | +iINT|+0) (61| + (2N |+ 0) |G|
Guan'’s Scheme [27] And gate (|Au| + |At]) |Gy | + |Gy | - - [G1| + G|+ |G
FAME Scheme [37] LSSS 3(|Aul +1)[G T+3\H\ - - (3]Ac|+1)|Gy f+ GTr+3\H\
Tseng Scheme [23] 1SS (|Aul +zﬁcl\ - - (4/Ac| +1)|Gy| + |G|
Yao’s Scheme [35] 1SS (2| Aul +2)|Gy | - - (2|Ac| +2)[Gq |
Ep is an exponential operation. Epg, represents the exponential operation in group Gy (Gr). Hash and Pair
represent the hash operation and bilinear mapping, respectively. A, denotes the user attribute. ¢ is the access
control level number. A, denotes the attribute of the i-th-level-associated ciphertext CT. | M| denotes the attribute
number in structure M. j represents the number of attributes included in the access policy. Nr is the set of transfer
nodes. S; is the minimum internal node that satisfies the access structure. The hierarchical attribute related to the
ciphertext is expressed as Ac = {Ac,, ..., Ac, }. | M| denotes the attribute number in structure M.
As shown in Table 3, we compared the DS-ABE-CC scheme with some schemes
with low computational cost, among which Zhang’s scheme [12] and Li’s scheme [13]
are advanced ABE schemes that support verifiable outsourcing. The comparison content
of each scheme mainly includes the execution number of the exponential operation and
pairing operation in the encryption phase Encrypt and the decryption phase Decrypt. For
a more objective comparison, the time complexity can be analyzed by combining the time
cost of each operation in Tables 4-7.
Table 3. Computation overhead comparison.
Encrypt Decrypt
Scheme
DO EN EN DU
Our Scheme 2Epg, +2lEpg, (Z\Ac\+(’+l)Epcl \Au\Ech + (4+ |Ay|)Pair 2EpGT
Li’s Scheme [13] 4Epgy +O(|Ac| Mutil ) 9l AclEpgy, (2+2|Aul)Epg, + (6+4|Aul)Pair  Pair +4Epg,,
Zhang's scheme [12] 6Epcl +O(|Ac| Mutil ) 6\Ag\EpGT [Ay \Epcl + (2+2|Ay|)Pair Pair
Water’s Scheme [6] GIMI+1)Epg, +Epgy. - - (2l Au] + 1)Pair + | Au |Epg.
BSW Scheme [8] (2Ac| + Epg, +Epg - - (2| Au| + 1)Pair +2| S;|Epg
Wang's Scheme [17] @lAc|+OEpg, + (/}NT\ +0Epg, - - (2| Au| +1)Pair + (|S;| +jINT| + () Epg,
Liu’s Scheme [34] (2] Ac| +j|NT| +0Epg, + (2j\NT¢+A)EpGT - - (2| Ay | + jINT |+ €) Pair + (|S; | + j|NT | +0EpG,
FAME Scheme [37] 6laclEpg, - - 6Pair + (6 Au| +3)Epg, +6EpG,.
Yao’s Scheme [35] 3\A5\Epcl - - Pair 4 (6| Ay +3)Epcl +2Ech

We neglected the lower cost Mul operation for the convenience of comparison. The definition of symbols here are
the same as those in Table 2, as shown in the footnotes.

Table 4. Each operation in symmetric curve “S5512” (ms).

Group Mul Exp Hash Pairing
Gy 0.0041 0.0324 3.2
Gy 0.0041 0.0324 3.2 0.838

Gr 0.001 0.038 —
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Table 5. Each operation in asymmetriccurve “MNT159” (ms).
Group Mul Exp Hash Pairing
Gy 0.0012 0.0121 0.0175
Gy 0.0176 0.113 11.29 2.9
Gr 0.0048 0.305 —
Table 6. Each operation in asymmetriccurve “MNT201” (ms).
Group Mul Exp Hash Pairing
Gy 0.0012 0.0147 0.155
Gy 0.0239 0.213 21.751 5.62
Gr 0.0063 0.414 —
Table 7. Each operation in asymmetriccurve “MNT224” (ms).
Group Mul Exp Hash Pairing
G1 0.0016 0.0127 0.0479
Gy 0.0169 0.1460 15.37 4.46
Gr 0.0047 0.292 —

The relation of the time cost is as follows: time(Pair) > time(Epg,) > time(Epg,) >
time(Mutil). The DS-ABE-CC has a much lower time overhead and a trade-off space overhead
compared to Water’s scheme [6], the BSW scheme [8], Wang's scheme [17], Liu’s scheme [34],
Guan’s scheme [27], the FAME scheme [37], Tseng’s Scheme [23], and Yao’s scheme [35].

6.2.2. Computational Performance Simulation

We conducted a comparative experiment to demonstrate the benefits of DS-ABE-CC.
Our experiment was implemented on a 64-bit Ubuntu 16.4 virtual machine, using Python
3.7, Charm-0.43, and the PBC library associated with Charm-0.43. The host computer was
a notebook computer with an Intel (R) Core (TM) i7-10510U CPU @ 1.80 GHz 2.30 GHz
processor and 16 GB RAM. Because all Charm codes are designed under an asymmetric
system, fortunately, relevant research results [11] have systematically proved that the
principles, assumptions, and security proofs based on symmetric bilinear schemes can be
converted into asymmetric settings in a general way, and they are completely equivalent:

(1) Time overhead for basic operation: We first conducted experiments on the time
cost of the basic computational operations in bilinear mapping. Most existing schemes are
designed based on symmetric and asymmetric bilinear mapping, so we chose four typical
curves for implementation, including the symmetric curve “SS512” and the asymmetric
curves “MNT159”, “MNT201”, and “MNT224”. In the experiment, an element was ran-
domly selected from the tested group Gy (Gr), for exponentiation (Exp) and multiplication
(Mul). The hashing Hash denotes an operation that maps a value to a group element
in Gy (Gr). Each operation was performed 200 times, and the average value was taken.
Multiplication (denoted by Mul) took the shortest time. Exponentiation (denoted by Exp)
in G, had more cost than G; in general. The Hash operation was only tested in group G;
because all hash operations in the scheme were taken in group G;. For comparison, we
first executed an experiment on the symmetry curve, and the relevant experimental data
in milliseconds are shown in Table 4. Then, we implemented it on the asymmetric curve,
and the relevant data in milliseconds are shown in Tables 5-7. The time cost of various
operations of asymmetric mapping (“MNT159”, “MNT201”, and “MNT224") was greater
than that of symmetric mapping (“S5512”). “MNT159” is a relatively low-cost calculation in
asymmetric mapping. It should be noted that the trend is consistent for different computer
configurations, but there are differences in the specific experimental values.

(2) Time cost comparison in DOs and DUs: Zhang's scheme [12] and Li’s scheme [13],
like our DS-ABE-CC scheme, are Secure Data Sharing Scheme for Privacy-preserving in the IoT
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time (s)

and have excellent computing performance among similar solutions, with Zhang’s scheme [12]
having higher computing efficiency. To highlight the advantages of our DS-ABE-CC scheme, we
compared the DS-ABE-CC scheme with several typical schemes, including the advanced and
efficient outsourcing computing CP-ABE scheme (Zhang’s scheme [12]), the CP-ABE scheme
based on the access tree (BSW scheme [8]), and the CP-ABE scheme based on the L.SSS (Water’s
scheme [6]). To obtain fair comparative experimental data, we set the simplest “and” gate
access policy, with an access level £ = 1 and an attribute number | Att| (S) ranging from 1 to 50.
We conducted several sets of classification experiments on symmetric curve $5512, to collect
the time costs of the three key operations of KeyGen, Encrypt, and Decrypt in these schemes.
The DO and DU in the BSW scheme [8] and Water’s scheme [6] bear all the computational
overhead of the three operations, while the computational overhead of the three operations in
our DS-ABE-CC scheme and Zhang’s scheme [12] is allocated to the DOs (DUs) and ENs.

We increased |S| from 1 to 50 in the symmetric curve “SS512”, as shown in Figure 4.
We expanded the experimental data of our scheme by 102 times or 10° times (marked with
“x10%” or “x10%” in Figure 4) and placed the data in the same figure for comparison with
the other schemes. In the KeyGen stage, the time cost for DUs (DOs) of our scheme and
Zhang’s scheme [12] basically remained constant, respectively about 0.004 s and 0.003 s.
The time cost of our scheme was slightly greater than that of Zhang’s scheme [12]. The time
cost of the BSW scheme [8] and Water’s scheme [6] increased about from 0.04 s to 0.4 s and
about from 0.02 s to 0.2 s, respectively. Their time cost [6,8] was greater than our scheme.
In the Encrypt stage, the time cost in the DOs of our scheme basically remained constant
respectively, our scheme is 0.002s, while time cost of Zhang’s scheme [12] increased from
0.02 s to 0.5 s. The time cost of the BSW scheme [8] and Water’s scheme [6] increased about
from 0.05 s to 0.5 s and from 0.03 s to 0.32 s, respectively. The time cost of our DS-ABE-CC
scheme was approximately 21—0 that of the BSW scheme [8] and Water’s scheme [6]. As the
attribute number increased, the time of our scheme remained unchanged, indicating that
our scheme shifted some of the overhead of Encrypt to the edge nodes (ENs), improving
the encryption efficiency of the terminal DO. In the Decrypt stage, the time cost in the
DUs of our scheme and Zhang’s scheme [12] basically remained constant, respectively
approximately 0.0005 s and 0.001 s. The BSW scheme [8] and Water’s scheme [6] increased
from 0.01 s to 0.1 s and 0.02 s to 0.2 s, respectively. The time cost of our DS-ABE-CC scheme
was approximately % that of Zhang’s scheme [12] and ﬁwéllm that of the BSW scheme [8]
and Water’s scheme [6]. As the number of attributes increased, the time overhead of the
DS-ABE-CC scheme remained unchanged, indicating that DS-ABE-CC shifted some of the
overhead of Decrypt to the edge nodes (ENs), improving the decryption efficiency of the
terminal DUs. It can be predicted that when m continues to increase, the time cost will not
increase in the same trend, which satisfies the lightweight demand for the IoT.
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Figure 4. Time cost comparison for DOs and DUs in “SS512”.
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(3)Time cost comparison in ENs: Lastly, we analyzed the computational overhead
of our DS-ABE-CC scheme and Zhang’s scheme [12] at the edge nodes. We increased
|S| from 1 to 50 in symmetric curve “SS512”, as shown in Figure 5. We expanded the
experimental data of our scheme by 10 times (marked with “x10” in Figure 5) and placed
the data in the same figure for the comparison with the other schemes. In the KeyGen stage,
the time cost on the ENs’ side of our scheme and Zhang’s scheme [12] increased linearly
from 0.0004 s to 0.025 s and from 0.004 s to 0.11 s, respectively. The time cost on the ENs’
side of Zhang's scheme [12] was greater than our scheme. As attributes increased, the more
obvious the efficiency advantage of our DS-ABE-CC scheme was. In the Encrypt stage, the
time cost on the ENs’ side of our scheme and Zhang’s scheme [12] increased linearly from
0.003 s to 0.16 s and from 0.01 s to 0.45 s, respectively. The time cost of our DS-ABE-CC
scheme was approximately 1 that of the Zhang’s scheme [12]. As attributes increased, the
time overhead at the edge node (EN) in our DS-ABE-CC scheme was also lower than in
Zhang's scheme [12], as was the case on the DOs’ side. In the Decrypt stage, the time cost
on the ENs’ side of our scheme and Zhang’s scheme [12] increased linearly from 0.006 s to
0.07 s and from 0.005 s to 0.12 s, respectively. As attributes increased, the more obvious the
efficiency advantage of our DS-ABE-CC scheme was.
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Figure 5. Time cost comparison for ENs in “SS512” .

To sum up, our DS-ABE-CC scheme had a lower time cost for the main steps than the
three similar schemes, Zhang’s scheme [12], the BSW scheme [8], and Water’s scheme [6].
As the number of attributes increased, this advantage became more apparent. Strong
evidence indicated that the DS-ABE-CC scheme we designed is based on a cloud—-edge-
terminal collaborative mechanism, which allocates the computing overhead of the terminal
DUs’ or DOs’ side to the ENs without increasing the computing overhead of the edge
nodes (ENs). The time cost of the DS-ABE-CC scheme on the DOs’ or DUs’ side was
approximately only 11—0 ~ 11W that of the other mainstream schemes, which greatly reduces
the burden on the terminal and improves the user experience.

7. Conclusions

Based on the key distribution and agreement mechanism, this paper designed a
data-sharing scheme of attribute-based encryption that supports cloud—-edge—terminal
collaborative computation (DS-ABE-CC). Firstly, on the premise of ensuring security, the
DS-ABE-CC scheme outsources a large amount of overhead of the data owners and users
(considered as “nodes”) to untrusted edge nodes and the cloud, which significantly reduces
the computing overhead of encryption and decryption, which is much less than the tradi-
tional scheme. Secondly, the DS-ABE-CC scheme considers the multiple owner/multiple
user scenario of cloud-edge—terminal computation. It assigns a pair of private keys and
public keys to each owner, user, and edge node, then embeds the key agreement in the en-
cryption and decryption process, which greatly increases the security of the scheme. Finally,
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the hierarchical access control for privacy preservation was designed without increasing
the costs, and lightweight attribute and ciphertext updates were supported. The calculation
cost of the Encrypt and Decrypt of DS-ABE-CC was lower than those of the traditional
ABE schemes. In short, compared with other schemes, our DS-ABE-CC scheme made full
use of the edge nodes to reduce the user computational costs and increase the security
without increasing the overhead for edge nodes and deeply matched the IoT scenario where
massive terminals access edge nodes. The advantages of the scheme included high security,
high computing efficiency, and comprehensive functions.
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Abbreviations

The following are some abbreviations for professional phrases that are used in this manuscript:

IoT Internet of Things
CSP Cloud service provider
DO Data owner
DU Data user
ABE Attribute-based encryption
CP-ABE Ciphertext-policy attribute-based encryption
CPA Chosen-plaintext attack
DS-ABE-CC A data sharing scheme of ABE supporting node—edge—cloud collaborative computation
LSSS Linear secret-sharing scheme.
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