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Abstract: Data hiding algorithms can achieve the issue of information security when secret data
are transmitted via the public network. This paper proposes a novel data-hiding scheme based
on pixel value differencing and pixel shifting to increase embedding capacity and visual quality.
In the proposed method, the cover image is first divided into nonoverlapping blocks, and eight
groups of different values are generated with the center pixel as the reference pixel to embed the
secret message. The pixel shifting strategy is applied to adjust the stego image to improve its quality.
Experimental results show that the proposed method has an embedding capacity of 740,000 bits
with a peak signal-to-noise ratio value greater than 35 dB. Therefore, it is undetected by the human
eye. Other compared state-of-the-art schemes have embedding capacities of 51,219 bits, 70,217 bits,
and 104,055 bits, which are lower than the proposed methods’ 740,000 bits. The RS, chi-square, and
rotation attack analyses prove that the proposed method can withstand security attacks. Thus, the
proposed method performs better than other state-of-the-art methods with respect to embedding
capacity and ability to withstand attacks.

Keywords: data hiding; pixel value differencing; pixel shifting; secure analysis

1. Introduction

With the progress of modern society and the rapid changes in technology, it has now
become easier and more convenient to acquire knowledge and transmit information. Digital
data are easy to access, copy, and modify, but the transmission involves risks [1]. Therefore,
maintaining data integrity and safety during data transmission is essential. Many methods
for maintaining data security have been proposed [2]. Among them, cryptography is used
to make data confidential. This method encrypts data, such as text or picture trademarks,
into a set of meaningless garbled codes to prevent any non-designated recipients from
reading it [3]. Although cryptography is relatively appropriate to encrypt data to maintain
its security, it is not suitable for digital data because data originality cannot be saved after
encryption of digital information. A better alternative method is data hiding, which is
more suitable for digital data. It hides secret messages into meaningful and identifiable
multimedia data, such as pictures, videos, and music files, so that the observer cannot
detect the exchange of messages [4-7]. This feature achieves the purpose of protecting
secret messages without destroying the original data. Data hiding can be categorized into
digital watermarking [8] and steganography. Digital watermarking is primarily used for
copyright protection and the authentication of digital works [9,10].

In the image field, steganography [11] can be classified into two common categories:
the spatial domain and the transform domain. The spatial domain modifies the pixel values
to achieve data hiding and has a higher capacity with the visual effect of destroying the
original image. Another commonly used method is the least significant bit (LSB) substitu-
tion, which replaces the least significant bit of the pixel with secret data [12]. Its advantages
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include simple and efficient embedding and removing steps, but the higher the amounts
of confidential information, the lower the quality of the camouflaged image. It involves
confidential data encryption in the image and relatively low security. In 2003, Wu and
Tsai [13] proposed a pixel value differencing (PVD) method, which used the difference
in two adjacent nonoverlapping pixels in data hiding, to overcome the disadvantage of
the LSB substitute. This method determines whether the pixel belongs to the smooth area
or the edge area according to the difference value of the pixel and decides the amount of
embedded confidential information. Pixels located in the smooth area have less confidential
embedded data, while pixels located in the edge area have more confidential embedded
data, decreasing the likelihood of being discovered using this technique. Swain [14] pro-
posed a technique based on LSB substitution and PVD in a block that obtained a higher
peak signal-to-noise ratio (PSNR) and improved hiding capacity. The spatial domain nor-
mally consists of nonreversible schemes. Ko et al.’s method is an example of nonreversible
data hiding that is cost effective and produces high-quality images using modulo and a
magic cube [15]. This method has a high embedding capacity of about three bits per pixel.
However, it is not reversible and, thus, it falls under the spatial domain.

Reversible data hiding [16-18] is a special case in this domain that has gained popular-
ity over recent years. Any scheme, including most significant bit MSB [16], LSB and PVD,
can be modified to a reversible data-hiding scheme. However, in some cases, reversibil-
ity is sacrificed over hiding capacity and/or image quality. Histogram shifting [19] is a
commonly used reversible data-hiding scheme in this domain that is usually combined
with prediction error expansion. Compared to spatial domain, a cover image is converted
into frequency form in the frequency domain, and the data are concealed in the coefficients
of that frequency. Examples include discrete wavelet transform [20] and discrete cosine
transform [21,22]. Spatial domain is advantageous compared to the frequency domain
because of its ability to hide more secret data and produce high-quality images. However,
it is also associated with issues such as noise and filtering attacks. The proposed method,
however, falls under this domain, and as shall be discussed later in the paper, this method
can withstand chi-square attacks, indicating that it does not have a noise problem, which is
otherwise prominent in this domain.

Data hiding on encrypted images has also gained popularity over the years due to its
enhanced security. Data hiding in encrypted images is usually applied using many different
methods from unique domains such as the least significant bit method, most significant
bit prediction [23], and discrete cosine transform (DCT) [24]. In the encrypted image
data-hiding domain, image deterioration is not highly considered, so high embedding
capacities can be achieved under this domain. This, however does not suggest that the
PSNR value in this domain is always low, in fact, in some cases, the stego pixels can have
a pixel to signal noise ration that is very high. For instance, Puteaux [23] proposed an
efficient, most significant bit prediction-based method for high capacity reversible data
hiding in encrypted images. In this method, an average pixel to signal noise ratio of 57 dB
was achieved, demonstrating the possibility of achieving high pixel to signal noise ratios in
this domain.

This paper proposes a new PVD-based information hiding scheme. The proposed
scheme categorizes the whole image into 3 x 3 image blocks, and the amount of confidential
data to be embedded depends on the difference value of adjacent pixels. Once the data
to be embedded are confirmed, the secret message to be hidden is converted from binary
to decimal form. The secret data in decimal format can be embedded into the image by
adding or subtracting pixel values. The proposed scheme aims to embed more secret data
and increase image inventory through the PVD.

The rest of this paper is organized as follows. Section 2 introduces certain related
data-hiding schemes based on PVD and introduces related technologies. Section 3 presents
an in-depth introduction on the proposed data-hiding scheme to increase image inventory,
including the flowchart of the data embedding and extraction stages of the proposed scheme.
Section 4 presents the experimental results. Finally, Section 5 provides some conclusions.
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2. Related Work
2.1. Pixel Value Differencing

In 2003, Wu and Tsai [13] proposed a PVD method, which was a data hiding algorithm
that could store more data than the traditional LSB method [13]. Their proposed method
used the difference in pixels to embed secret data and was based on correcting the pixel
values of two adjacent pixels to achieve data hiding purposes. During the data embedding
process, once a cover image for embedding secret message is provided, it is used in a zigzag
sequence (Figure 1). Two adjacent pixels are treated as one block and thus categorized
into multiple nonoverlapping blocks. Then, the pixel difference value is calculated for
each block i. This difference value d; is | P;; — P; |, assuming a block has two grayscale
pixels P; 1 and P; 5. The range of the obtained difference values is from —255 to 255, with
an absolute value from 0 to 255. Then, the number of secret message bits that the pixel can
embed according to the range table corresponding to the difference value is determined
(Table 1). The range table is divided into six intervals according to the difference value.
Each interval has its corresponding upper limit and lower limit, and the value of these
limits can be used to obtain the corresponding capacity. The upper limit of the interval R; is
defined as u, and the lower limit is I. When the difference value between P; ; and P;, in a
block is higher, the block is closer to the edge area or the complex area. If the amount of
variation is relatively high, then the amount of hidden data can also be higher. In contrast,
the lower the difference value, the closer the block is to the smooth area, and the amount of
variation is relatively low. The arrows in Figure 1 represent the Z font order followed in
their implementation.

>
< |
L >
Figure 1. Z font order.
Table 1. Range table for PVD.
Range (I, u) 0, 7) (8, 15) (16, 31) (32, 63) (64, 127) (128, 255)
Capacity k 3 3 4 5 6 7

2.2. Wu et al.’s Technique

Wu et al. [25] proposed a data hiding method based on PVD and LSB replace-
ment. Their proposed method achieved data hiding based on difference values between
two adjacent pixels. First, the pixel difference between two nonoverlapping adjacent pixels
is calculated and then used to determine the embedding method. The difference value d;
of this block is | P; 1 — P; |, assuming that there are two grayscale pixels P; ; and P;, in a
block. Then, the threshold value is set to div, which categorizes the difference between P; ;
and P; » into the higher level and the lower level. For example, let div = 15, the lower level
can be set to be Ry and R;, while the higher level can be set to be R3, R4, Rs, and Rg. Next,
the cover image is categorized into several nonoverlapping blocks, and each block has
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two adjacent pixels. When the difference value of a block falls in the lower level (shown in
Figure 2), it means that the block is located in the smooth range. Otherwise, the block is
located in the edge range. If the difference value is lower than the div, the LSB replacement
method is used to change the pixel value. Otherwise, the PVD method is used for data
hiding. In Figure 2, the range of each level is marked using different arrows and the labels
lower-level, and high-level.

R,€[0,7] |R,e[8,15] | R,e[1631] | R, €[32.,63] | R;€[64.127] | Ry<[128.255]

A A

lower-level higher-level

Figure 2. An example of lower level and higher level.

2.3. Liu et al.’s Technique

In 2018, Liu et al. [26] proposed a data hiding method based on PVD that used 3 x 3 blocks
to embed secret data (shown in Figure 3). In this method, nine pixels are considered as a block,
and PVD and side match hiding are combined to generate eight sets of pixel values. This
method allows to maintain a certain image quality and increase the capacity. In Figure 3, the
center pixel Ps is highlighted with a bold yellow color. The white background and the yellow
background represent the pixel positions of odd and even pixel positions respectively. Table 2
shows the range table that is used during the embedding process and this range table shows
the capacity e that each range can have. The highest capacity e for this method based on each
range is 5, while the lowest capacity is 3.

Figure 3. Diagram of a 3 x 3-pixel block.

Table 2. Range table of Liu et al.’s [26] technique.

R, w R; €10,7]

Ry €[8,15] R, €[16,31] R3€1[32,63] Ryec[64,95]1 Rs5€1[96,127] Rge€[128,191] Ry € [192,255]

Capacity e 3

3 4 5 5 5 5 5

3. Proposed Method

The proposed method employs nine pixels as a block, and the cover image is divided
into 3 x 3 pixel blocks according to its size (shown in Figure 4). Assuming a 512 x 512 cover
image, it is divided into several nonoverlapping 3 x 3 pixel blocks. In the following sections,
the steps of the proposed embedding and extraction will be introduced in detail. The whole
embedding process is shown in Figure 5.
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Py | P | Pis

Pi,4 Pi,S Pi,6

Py | Pis | Pio

Figure 4. A block example with 3 x 3 pixels.

Piy | Pip | Pi3
b el p .| Divide cover image into several n non-overlapping
Sl nine consecutive adjacent pixels
Piz| Pig | Pig
- Y
Original block

Set P; 5 as the reference pixel

A 4
Calculate the pixel value difference of each block
and determine the interval range

Y

Calculate d'j= [+b

whether d; is greater
than zero

P

\ 4

Pis| Plis| Pls Pixel shift process

! ] !
Pi7| Pis| Pio

Stego block

Figure 5. Diagram of the embedding procedure.
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3.1. Embedding Process

The embedding procedure requires a cover image and secret bit-stream which is to be
embedded into the image. The rest of the embedding procedure follows the following steps:

Input: Cover image C, secret bit stream m.

Output: Stego image S.

Step 1:  Divide C into several n nonoverlapping nine consecutive adjacent pixels (P; 1~P; 9)
into a set of 3 x 3 size sub-image blocks and scan the cover image in a Z-font
(shown in Figure 1), where i = 1~n;
Step 2:  Set P; 5 as the reference pixel, then calculate the pixel difference value d; = P; 5-P; j,
wherej=1,2,3,4,6,7,8,9;
Step 3:  Determine the interval range of 14, | according to Table 1. If 1d; | belongs in the
range (0, 7), the capacity k is 3, upper limit u is 7, and lower limit I is 0. The way
to calculate k is using Equation (1):
k=log,(u—1+1) (1)
Step 4: Take k bits from m and convert it to a decimal value b;
Step 5:  Calculate d’; using Equation (2):
d} =1+b )
Step 6:  According to whether d; is greater than zero, it is determined whether P; 5 should
be added or subtracted with d’;, which becomes the stego pixel P'; ;, as shown
in Equation (3):
T e L A ©
i Pis+d,, otherwise
Step 7:  Repeat the above steps until each pixel is embedded. The stego block in Figure 6a
is obtained. Then, apply the pixel shifting process (shown in Section 3.3) to obtain
the final stego block. Figure 6a represents the stego pixel block before the shifting
process while Figure 6b shows the stego pixel block after the shifting process has
been completed.
P P, Ps P il P i2 Pis
Pi,4 Pi,S Pi,6 P i,4 P i,5 P i,6
Pig | Pis | Pio P | Phis | Plo
(@) (b)

Figure 6. Stego pixel schematic. (a) original stego pixel block (b) stego pixel block after shifting.

3.2. Extracting Process

After receiving the stego image, the extraction procedure can be performed to retrieve
the secret message. The extraction process is the reverse of the embedding process. The
extraction procedure can be completed as follows:

Input: Stego image S.

Output: Secret bit stream m.
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Step 1:  Divide S into several n nonoverlapping nine consecutive adjacent pixels (P’; 1~P'; o)
into a set of 3 x 3 size sub-image blocks and scan the cover image in a Z-font (shown
in Figure 1), where i = 1~n;

Step 2:  Set P'; 5 as the reference pixel, and calculate the pixel difference value d’; = I P'; 5-P'; ;1.
Then, determine the interval range according to Table 1, wherej=1,2,3,4,6,7,8,9;

Step 3:  Calculate the capacity b =d'; _ |, then convert it to a binary value and add it to m
to complete the extraction;

Step 4: Repeat the above steps until each pixel is extracted, and then extraction of the
secret message is completed.

The extraction process can be summarized as shown in Figure 7.

" " " Divide stego image into several n non-overlapping
nine consecutive adjacent pixels

~v
N
~
~
A 4

Y

Set P'; 5 as the reference pixel and and calculate the
pixel difference value

Stego block

\ 4
Determine the interval range according, then
calculate d';and convert it to binary value

Y

Convert d’;to binary value

\ 4
< Secret message>
3.3. Pixel Shifting

Pixel shifting is a technique that helps improve image quality. It is used for images to
obtain a higher resolution and improve image quality. The following equations are for the
proposed pixel shifting:

Figure 7. Diagram of the extracting process.

min = argmin Y P;; — (P{;+x) 4)
—255<x<255 ’
Pl-’,’]- = Pl-’,]- + min (5)

where P denotes the cover pixel block; P’ denotes the stego pixel block; and P’ denotes the
pixel shifted block.

3.4. Example of the Proposed Embedding Process Method
Input: Cover image C, secret bit stream m.
Output: Stego image S.

Step 1:  Suppose P; 1~P; 9 =131, 140,128, 127,133, 139, 130, 137, and 129; m = 1010100110111
00101100010,;
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Step 2:
Step 3:

Step 4:

Step 5:

Step 6:

Set P;5 = 133 as the reference pixel, then calculate the pixel difference value
ldi1 =2, 1dy1 =7, 1d3l =5, ldyl =6, ldg| =6, |d;| =3, ldg|l =4,and ldg| =4;
Determine the interval range according to Table 1. Using Equation (1) to obtain k,
set 3 bits in this example;

Take k bits from m, and convert it to decimal value b. Therefore, k1 = 1012,
ko = 0102, k3 = 0112, k4 = 0112, kg = 1002, k7 = 1012, kg = 1002, and kg = 0102. by =5,
b2=2,b3=3,b4=3,b6=4,b7=5,b8=4,andb9=2;

Apply Equation (2) to calculate d';. Thus, d'y =5,d', =2,d'3=3,d'y=3,d'c =4,
d/7 = 5, dlg = 4, and dlg = 2,‘

Calculate stego pixel P'; ; using Equation (3). The stego pixel P'; ; = 133 + 5 = 138,
Pi,=133-2=131,P';3=133+3=136,P,4=133+3=136,P'; =133 — 4 =129,
Pli7=133+5=138,P;§=133 —4=129,and P'; 9 =133 + 2 = 135.

Repeat the above steps until each pixel is embedded. Next, perform pixel shifting on
the values P’; 1~P'; ¢ in the pixel block to obtain the pixel-shifted values P"’; 1~P"; g = 134,
127,132, 132,129, 125, 134, 125, and 131. In Figure 8, the different colors represent the same
position of each pixel (and the differences).

131 140 136 Calculate d 2 -7 5
L ) [ 133 |6
130 137 129 3 4 4
Original pixel block
d; dr=2 d>=7 di=5 d+=6 ds=6 d-=3 ds=4 do=4
Range | Ri€[0,7] | R2€[0,7] | R3€[0.7] | R4€[0,7] | R5€[0,7] | Rs€[0,7] | R7€[0,7] | Rs€[0,7]
[If, 1!,-']
3 3 3 3 3 3 3 3
d=1+b
134 127 132 Embed d bits into P
132 129 125 _ 138 132 136
134 125 131
: Pixel Shifting 136 133 129
Stego pixel block 138 129 135

Figure 8. Example of the proposed embedding method.

3.5. Example of the Proposed Extracting Process Method

Input: Stego image S.
Output: Secret bit stream m.

Step 1:  Suppose P"’;1~P"; 9 = 134,127,132, 132,129, 125, 134, 125, and 131;

Step 2:

Step 3:

Set P; 5 = 129 as the reference pixel, and calculate the pixel difference value |d’;1,
|d/1| 25, |d/2| 22, |d/3| 23, |d/4| 23, ld/6| 24, |d/7| 25, ld/8| 24, and
|d’g| = 2. Then, determine the interval range according to Table 1;

Calculate b and convert it to a binary value as a secret message. Therefore,
by=5-0=50,=2-0=2,03=3-0=3,b4=3-0=3,b5=4—-0=4,
b7 =5—-0=5,bg=4 —0=4,and bg =2 — 0 =2. The secret message is extracted
as m =101010011011100101100010,.
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4. Experimental Results

The experimental analysis was conducted using 512 x 512 grayscale masked images:
“Lena”, “Peppers”, “Baboon,” “Airplane”, “Tiffany”, “Boat”, “Truck”, “Tank”, “Goldhill”,
and “Barbara”, respectively (Figure 9). The running time of the algorithm is 4.9 s and the
algorithm runs in O(N) time (time complexity). The space complexity of this algorithm
is O(n?). The overall image variability was assessed using the proposed method data-
hiding capacity and PSNR. Hiding capacity is the amount of secret data embedded into an
image, and PSNR is a measure of image distortion. The PSNR for grayscale images can be
expressed in Equation (6):

2552
PSNR = 10 x log;, M5_SSE (6)
where MSE denotes the mean-square error of the two images, as calculated in Equation (7):
1 m—1n-1 2
MSE = —13% ) (pij—aij) ?)
mn = i2o

where pj; and g;; denote the pixels in the corresponding positions of the two images, and
m and n denote width and height, respectively.

Goldhill Barbara

Figure 9. Cover images.

If the PSNR value is higher than 30 dB, the difference between the modified image
and the original image (the distortion) cannot be detected by the human eye. In contrast, if
the PSNR value is lower than 30 dB, the distortion in the modified image can be detected
by the human eye. Figure 10 shows the test images used in the experiments and their
corresponding pixel to signal noise ratios. From Figure 10, it can be deduced that the Tank
image has the highest PSNR of 36.69 dB, while the Baboon image has the lowest PSNR of
30.60 dB Figure 10 also shows that all PSNR value are above 30 dB.

4.1. Comparison

Table 3 shows the capacity and the PSNR values of different images under the proposed
method. All the PSNR values are higher than 30 dB for both shifted and non-shifted pixel
images, and, therefore, the distortion cannot be detected by the human eye. The average PSNR
value was 35.18 dB. After embedding the secret, the image quality of the stego image can be
improved by the proposed pixel shifting. Table 3 compares the PSNR value of the completed
pixel shifting and the PSNR value that is not yet shifted. The PSNR value of the stego image
with shifted pixels was higher than that of the stego image without pixel shifting.
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Lena
PSNR: 36.54 dB

Boat
PSNR: 34.67 dB

ol
?

Peppers | Baboon Airplane
PSNR: 36.56 dB PSNR: 30.80 dB PSNR:35.37dB  PSNR: 36.60 dB

Truck Tank Goldhill Barbara
PSNR: 36.57 dB PSNR: 36.69 dB PSNR: 36.27 dB PSNR: 31.68 dB

Figure 10. Stego images.

Table 3. Comparison of Pixel shifting.

Images 512 x 512 Capacity PSNR without Shifting PSNR with Shifting

Lena 723,266 36.21 36.54
Peppers 719,653 36.27 36.56
Baboon 828,119 30.52 30.80
Airplane 731,023 34.99 35.37
Tiffany 717,626 36.24 36.60
Boat 745,232 34.37 34.67
Truck 729,695 36.23 36.57
Tank 727,378 36.36 36.69
Goldhill 731,881 35.94 36.27
Barbara 792,574 31.40 31.68
Average 744,645 34.85 35.18

Pixel shifting moves the image with the embedded secret message closer to the original
image. Figure 11 shows the distribution range of the pixel shifting value of the experimental
picture. Statistical analysis showed the value of pixel shifting to be generally distributed within
—25~25. Therefore, the range of pixel shifting value in the experiments was set from —20 to 20,
which can improve the efficiency of the proposed method, and the coverage rate can reach 99%.

Table 4 presents the comparison of capacity and PSNR between the proposed method
and the methods proposed by Wu and Tsai [13] and Li and He [27]. The average capacity
of the proposed method is 740,249 bits, Wu and Tsai [13] and Li and He [27] produced
average capacities of 52,976 bits and 75,397 bits, respectively. Compared to the above schemes,
Hameed et al. [28] produced a higher embedding capacity of 105,237 bits, which was lower
than that of the proposed method. The proposed method focuses on the capacity and hides
about 700,000 bits. Compared with the methods of Wu and Tsai [13], Li and He [27], and
Hameed et al. [28], the proposed method exhibits a higher hiding capacity. In an ideal situation,
a stego image with a PSNR value better than 30 dB will not be detected by the human eye. The
average PSNR of the proposed method is 35.48 dB, indicating that the distortion is accepted
since it is higher than 30 dB. Regardless of the outperformance of the proposed scheme by
other schemes, it is far better than the other schemes because of its higher hiding capacity at a
PSNR value that is at close range with schemes with a much lower hiding capacity (Table 4).
Thus, the proposed method has a higher capacity and an acceptable image quality than other
state-of the-art-methods.
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Figure 11. Count of pixel-shifting values.
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Table 4. Comparison of embedding capacity and image quality.

Images 512 x 512

Lena
Peppers
Baboon

Airplane
Tiffany

Boat

Truck

Tank
Average

Wu and Tsai [13] Li and He [27] Hameed et al. [28] Proposed Method
Capacity PSNR Capacity PSNR Capacity PSNR Capacity PSNR
51,219 38.94 70,217 42.74 104,055 36.32 723,266 36.54
50,907 37.34 70,281 42.45 105,505 35.91 719,653 36.56
57,146 33.34 86,466 36.63 105,880 35.40 828,119 30.80
N/A N/A N/A N/A N/A N/A 731,023 35.37
N/A N/A N/A N/A N/A N/A 717,626 36.60
52,635 34.89 74,623 39.41 105,507 35.72 745,232 34.67
N/A N/A N/A N/A N/A N/A 729,695 36.57
N/A N/A N/A N/A N/A N/A 727,378 36.69
52,976 36.13 75,397 40.31 105,237 35.83 740,249 35.48

Table 5 shows the comparison of the capacity and PSNR values of the proposed method
and that of the method proposed by Liu et al. [26]. The average capacity of Liu et al.’s [26]
method is 733,780 bits, and the average PSNR is 35.16. However, the average capacity of the
proposed method is 748,672 bits, and the average PSNR is 34.81. In contrast, the proposed
method can embed a higher capacity, i.e., 14,892 bits, than Liu et al.’s [26] method. The
image embedded with the secret message can still maintain a certain image quality through
pixel shifting adjustment. The PSNR value was similar to that of Liu et al. [26]. To improve
the image quality, high-capacity secret messages should not be embedded.

Table 5. Comparison of embedding ability and image quality with that of Liu et al. [26].

Liu et al. [26] Proposed Method
Images 512 x 512.

Capacity PSNR Capacity PSNR
Lena 712,168 36.70 723,266 36.54
Peppers 713,062 34.83 719,653 36.56
Baboon 808,760 32.04 828,119 30.80
Airplane 717,511 36.19 731,023 35.37
Tiffany 709,758 3591 717,626 36.60
Boat 724,317 35.87 745,232 34.67
Goldhill 720,274 36.23 731,881 36.27
Barbara 764,388 33.56 792,574 31.68
Average 733,780 35.16 748,672 34.81

The structural similarity index matrix (SSIM) is used to evaluate the quality of stego
image(s). A stego image with an SSIM value closer to 1 denotes a good-quality image.
The SSIM and the PSNR are closely related. A higher PSNR value denotes a higher
SSIM value and the opposite is true for a lower PSNR value. The SSIM can be computed
using Equation (8):

(2pxpty +c1 )20y +c2)

SSIM =
(B2 + p2 +c1)(0% + 02 + c2)

®)

where iy, $2, 02 and py, yi, 05 are the mean pixel number, variance, and the standard
deviation of the original image and the stego-image, respectively. The covariance for the
original and stego-images is 2 ¢ pixjiy. It should be noted that ¢; and ¢y are constants,
where ¢c; = k1L and ¢y = kyL. The value of k; = 0.01, k, = 0.03, and L is 255. Table 6 shows
the structural similarity index (SSIM) comparison between the proposed method and Li
and He [27]. Wu [13] and Hameed et al. [28] do not provide any SSIM for their proposed
methods, as such there are no available SSIM values to be compared. Li and He [27] has an
average SSIM value of 0.93, while the proposed method has an average SSIM value of 0.89.
The difference between the two SSIM values is only 0.04 and therefore, even though the Li
and He [27] performs better than the proposed method in terms of the SSIM value, it is not
too significant when taking into account the difference in the embedding capacity.
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Table 6. SSIM Comparison.

Images 512 x 512 Wu and Tsai [13] Li and He [27] Hameed et al. [28]  Proposed Method

Lena N/A 0.96 N/A 0.89
Peppers N/A 0.97 N/A 0.89
Baboon N/A 0.89 N/A 0.87
Airplane N/A N/A N/A 0.87
Tiffany N/A N/A N/A 0.87
Boat N/A 0.90 N/A 0.89

Truck N/A N/A N/A 0.89
Tank N/A N/A N/A 0.94
Average N/A 0.93 N/A 0.89

4.2. Security Analysis

An RS attack was performed on the proposed method and also on the 1-bit LSB
method to show resistance. RS analysis can detect changes in the regular and singular
groups (described in [28]) with the increase in embedding capacity. The stego image only
passes the RS steganalysis attack if the difference between the two groups is restricted to a
minimum value. In performing the RS analysis, the pixels are classified into three groups:

(1) Regular groups with R_) and Ry;
(2) Singular groups with Syy and S_yy;
(3) Unusable groups.

Neighboring pixels can be categorized into two groups, and the noise in each group
can be measured using a discrimination function. Larger differences between pixels in a
group result in higher noise. Simulated noise can be added, and then a discrimination
function may be applied to modify the noise. The results can be compared to those of the
same unmodified group. The group with increased noisiness is represented as (1), while
(2) represents the group with decreased noisiness. The groups where the noisiness does not
vary are represented as (3). The discrimination function is used to determine the magnitude
of the respective pixel blocks for parameters Ry, R_ng, Sy, and S_y.

The x-axis of the RS plot graph represents the percentage of embedding capacity,
and the y-axis represents the percentage of regular or singular groups. The condition
RyM ~ R_pm > Sy & S_u denotes that the approach successfully resists RS attacks. In
contrast, the condition R_\; — S_p > Ry — Spm exposes the approach against RS at-
tacks. Figures 12 and 13demonstrate the RS plot for the Baboon image. The condition
Ry ~ R_ym > Sum =~ S_y is satisfied for all images for the proposed method. This condition
does not hold for the 1-bit LSB method (Figure 13). Therefore, this technique is undetected
by RS analysis, unlike the 1-bit LSB method. Figures 12 and 13 show the RS analysis
experimental results of the proposed method and the 1-bit LSB, respectively. Figure 12
shows that the 1-bit LSB method cannot withstand RS attacks since it produces images that
are exposed under RS attack.

The likelihood of creating pairs of values (POVs) is due to embedding information
into images using algorithms such as LSB sequential embedding. In LSB, the first bit is
changed to 0 or 1 for all pixels, thus creating a sequence. In simple terms, by embedding
secret information into an image using an algorithm that creates POVs, the frequencies of
2 kand 2 k + 1 become equal or close to being equal. The chi-square attack detects these
near-equal POVs in images (stego images). Therefore, this method examines the security
and robustness of the image after embedding information compared with the probability
analysis of the original image to assess the difference between them. When the difference
is near 0 or is 0, there is no hidden information in the image, whereas if the difference is
closer or equal to 1, there is some information inside the image. If the proposed algorithm
shows differences closer to 0 or equal to 0 under the chi-square attack, it means that the
method can withstand the chi-square.

Figure 14 shows the chi-square attack analysis for the 1-bit LSB method and the
proposed method using the Baboon image. The red line in the graph represents the
differences and can be between 0 and 1 to reflect whether the images have information.
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In Figure 14a, the red line is mostly closer to zero, indicating that the chi-square attack
cannot detect any hidden information in the image. Therefore, the proposed method can
withstand chi-square attacks. However, the 1-bit LSB method cannot withstand chi-square
attacks as shown in Figure 14b, where the red line is closer to 1 rather than 0 for all pixels.
The blue color marks the boundary 1 and 0 where the attack can be observed.
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Figure 12. Proposed method for RS analysis.
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Figure 13. The 1-bit LSB RS analysis.

Rotation attack is a type of attack used in steganography to reveal hidden information
in digital images. In steganography, secret information is hidden within the pixels of an
image in a way that is difficult to detect. However, this information can be exposed using a
rotation attack, which involves rotating the image by a certain degree and observing any
changes in the pixel values or sometimes observing the pixel to signal noise differences.
If the hidden information has altered the least significant bits of the pixel values, these
changes will become more apparent after rotation. Rotation attack can be used to detect
the presence of steganographic information and, in some cases, to recover the hidden data.
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Figure 15 shows the PSNR values of the different images after rotation by different degrees.
From this it can be seen that the average PSNR of all images with different rotational
degrees is almost equal. The original images (rotated by 0 degrees) produces an average
PSNR value of 34.81 dB, while a rotation of —45 degrees produces images with an average
PSNR value of 34.71 dB. Rotation by 45 degrees and 90 degrees produces images with
PSNR average values 34.64 dB and 34.74 dB, respectively. Since the difference between
the average PSNR values is insignificant, as seen in Figure 15, it can be concluded that the
proposed method can withstand the rotation attack.

(b)

Figure 14. Chi-square analysis using Baboon image on (a) proposed method and (b) 1-bit LSB.
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Figure 15. Rotation attack analysis based on PSNR value.

5. Conclusions

In this paper, a higher capacity PVD-based information hiding method with pixel
shifting technology was proposed that uses the difference values of nine adjacent pixels
for information hiding. The experimental results showed that the average capacity of
the proposed method reached about 740,000 bits, indicating its higher capacity compared
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with the previous methods. The averaged PSNR value is more than 35 dB, and the stego
image quality is within an appropriate range. The proposed method was also proven to
withstand both RS, chi-square, and rotation attacks. Thus, this method can generate a
higher embedding capacity than the other state-of-the-art methods.

The growth of smart cities and large computer networks also means the growth in
data to be transmitted over the networks. Some of these data need to be kept protected and
the proposed method can be used in such cases where large amounts of secret data need to
be sent over a network. The security of a network channel can change easily, therefore a
method that is robust to attacks, such as the proposed method, is necessary for such cases.
Based on the applicability of the proposed method, its ability to withstand security attacks,
its high embedding capacity, and its ability to produce stego images with differences that
cannot be detected by the human eye (more than 30 dB), it can be concluded that the
proposed method outperforms other state-of-the-art methods.

In future work, we hope to improve the proposed method by making it reversible and
by also increasing the embedding capacity. Future research will be based on how Huffman
coding can be combined with the PVD method to ensure a high embedding capacity while
maintaining a high PSNR value.
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