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Abstract: An available trick to mitigate the interference of environmental noise in quantum commu-
nications is to modulate signals with time-polarization multiplexing. Conversely, due to effects of the
atmospheric turbulence in free space, the polarization of signals fluctuates randomly, resulting in
feasible information leakage when direct polarization demultiplexing is carried out at the receiver,
drowning out the noise-contained signals. For enhancing the practical security of the continuous-
variable quantum key distribution (CVQKD), we propose a machine learning (ML) approach for
optimization of the dynamic polarization control (DPC) of signals transmitted through atmospheric
turbulence. An optimal DPC scheme can be adaptively adjusted with ML algorithms, which is
based on the received signals at the receiver for solving the loophole problem of information leakage
since it provides an accurate response to the polarization changes regarding the anamorphic signals.
The performance of the CVQKD system can be increased in terms of secret key rates and maximal
transmission distance as well. Numerical simulation shows the positive effect of the ML-based DPC
while taking into account the secret key rate of the CVQKD system. The ML-based DPC effectively
reduces the feasibility of information leakage and hence results in an increased secret key rate of the
practical CVQKD system.
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1. Introduction

Quantum key distribution (QKD) is a kind of secure communication [1] that uses
the principles of quantum mechanics to enable security for legitimate parties to exchange
secret keys in quantum communications. Despite the challenges posed by optical extinction
and the detrimental effects of atmospheric turbulence in free space, terrestrial free-space
quantum key distribution (QKD) has garnered significant interest due to its inherent
flexibility in establishing secure global communication links [2].

Traditional QKD schemes, which produce random secret keys for the two participants,
Alice and Bob, can be composed of the discrete-variable (DV) QKD scheme [3,4] and the
continuous-variable (CV) QKD scheme [5,6]. DVQKD encodes the secret key information
of bits in polarization states of single photons, whereas CVQKD encodes the secret key
information with the two related quadratures (£ and p) of optical fields, including either
discretely modulated states (DM) or Gaussian modulation (GM) states. The initial QKD
was called DVQKD since it makes full use of single photons for the signal source and the
valuable single-photon detector for precise detection. For the counterpart CVQKD, it uses
continuous light for the signal source and employs a homodyne detector or heterodyne de-
tector for accurate detection. This method has the advantages of compatibility and usability,
great strengths since they can be implemented with the available optical communication
technology [6]. Since CVQKD was proposed in practical implementations, many schemes
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have been proposed in the exploration of their theories and experimentation, such as smart
detection of feasible eavesdroppers and different types of modulation of Gaussian states.
The security of the corresponding CVQKD system has been proven regarding both the
finite-size regime and asymptotic limit [7]. In addition, non-Markovianity has been used
to enhance CVQKD system security [8,9]. Noisy propagation of Gaussian states has been
demonstrated in optical media with finite bandwidth [10], which can potentially be used
for performance improvement. However, there is little work on enhancement of practical
security related to secret key generation at the receiver of a system.

In terms of the performance improvement of the CVQKD system, CVQKD can be
performed by using quantum signals prepared with Gaussian modulations (GM) [11,12].
However, it is still hard to approach the low bound of quantum signal-to-noise ratios, which
results in decreased reconciliation efficiency in practice [13,14]. Fortunately, the discretely
modulated (DM) aspect of quantum signals has been suggested for CVQKD to break the
low-bound limitations [15,16], and thus the security of the DM-CVQKD system with it
has been theoretically proven in an asymptotic regime [17,18]. However, there are still
loopholes in the practical CVQKD system that are vulnerable to attack. These loopholes can
be used for weakening the security of the system by an eavesdropper who may perform
potential attack strategies, such as a local oscillator (LO) attack [19,20], finite sampling
bandwidth effects [21], wavelength attack [22,23], polarization attack [24], jitter in clock
synchronization [25], and a blinding attack on the detector [26]. Consequently, there
are several countermeasures determined to resist the aforementioned attack strategies.
For example, measurement-device-measurement (MDI) CVQKD has been suggested in
experiments for defending against potential attacks in detectors [27]. In addition, real-
time shot-noise measurement detection [28] has been employed at the receiver to defend
against LO-involved attacks. However, it is still vulnerable to practical security because of
imperfectness of devices or appliances that contain potential loopholes concealed in the
practical system.

For decades, continuous-variable quantum key distribution (CVQKD) has been rapidly
developed and implemented due to its efficient source preparations and compatibility with
current optical devices. For example, a pioneering demonstration of the feasibility of
free-space CVQKD has been achieved using coherent polarization states under actual
atmospheric circumstances. Building upon the advantages of coherent detection, such as
resistance to background noise and high detection efficiency [29], the recent theoretical
and experimental results have confirmed the practicality of all-day free-space quantum
communications utilizing coherent detection. Some techniques have been proposed for
promoting the experimental realization of free-space CVQKD, such as the Kramers-Kronig
scheme [30] and discrete modulation scheme [31], where the effects of excess noise on the
practical system were demonstrated to weaken the transmittance of quantum signals in
atmospheric turbulence channels.

While implementing CVQKD in the free space channels in practice, the transmission
coefficient usually fluctuates because of atmospheric turbulence effects. Phase modulation
of coherent states plays an important role in performance improvement regarding the
system [32]. In addition, probabilistic noiseless linear amplifiers can be employed both at
the encoding stage [33] and at the decoding stage [34]. However, the coherent detection
of the transmitted quantum signals at the receiver can be distorted by atmospheric tur-
bulence, and the practical security of the CVQKD system will be weakened. Fortunately,
dynamic polarization control (DPC) can be employed for mitigating the turbulence-induced
wavefront aberrations of the received quantum states.

When considering the performance improvements of practical free-space CVQKD
systems, DPC optimization turned out to be a perfect solution to the problem of deteriorated
quantum signals through atmospheric turbulence channels [35]. However, the occurrence
of fading in atmospheric turbulence channels can intensify the risk of a light leakage
challenge [36], potentially leading to a decreased secret key rate of the free-space CVQKD
system. The reason is that the polarization state of the weakened quantum signals is
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deformed during propagation through the atmospheric turbulence channel. If polarization
demultiplexing is not accurately estimated for data processing at the receiver, it may
result in light leakage of the local oscillator into quantum signals. Consequently, effective
and efficient DPC is required for the free-space CVQKD system. In this paper, we focus
on an optimized DPC scheme based on machine learning algorithms [37], which can be
used to redress the deteriorated quantum signals through atmospheric turbulence channels.
Numerical simulations demonstrate the positive effect of the ML-based DPC on the practical
security of the CVQKD system.

The organization of this paper is as follows. In Section 2, a DPC scheme is described
for the receiver of the CVQKD system. In Section 3, we provide a theoretical derivation of
the ML-based DPC to make an argument for the proposed scheme. In Section 4, the effects
of the ML-based DPC on the free-space CVQKD system are illustrated with numerical
simulations for security analysis. Section 5 draws the conclusions.

2. ML-based DPC Scheme

The polarization control scheme can be described as follows. As shown in Figure 1,
the transmitted local oscillator and signals are received by a telescope, after passing through
an atmospheric fading channel. They undergo an adjustment through a dynamic polar-
ization controller (DPC) so that they can be successfully separated by the polarizing beam
splitter (PBS). A portion of the light is split before and after PBS, measured via photoelectric
detectors (PDs).
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Figure 1. Schematic diagram of the dynamic polarization control scheme. (a) A cascade of 0-degree-
and 45-degree-oriented fiber optic squeezers can be suitably adjusted to bring any input polarization
state to a specified position regarding DPC. TELE, telescope; DPC, dynamic polarization controller;
BS, beam splitter; PD, photodetector; PBS, polarizing beam splitter.

The ratio rp of the light intensity of the input light fields of two PDs can be calculated
as the feedback input signal to DPC, from which we have [36]

_ EJEy _ RoTpps(1—Ry) Ip

rp = = , )
P EE Ry Iy
where E; and E; are input light fields described as
E1 = VRiTe™ JppcE, Ep = \/RzTPBs(l — Ry)Te"™ Jpps JopcE. @)

Parameter E is is the Jones vector form of light emitted by Alice, T is the channel
transmittance, Aé is the channel-induced phase drift, Tpps is the transmittance of the
polarization BS, Ry and R; are the reflectivity of the first and the second BS, and Jpgs and
Jppc are the Jones matrices of DPC and PBS, respectively.
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Subsequently, we have the light intensities I,; = JppcE and I, = [pgs/ppcE, respec-
tively. We find that the effect of fluctuations in channel transmittance on light intensity is
eliminated by the division operation r, = I,»/ .1, and then we will focus on how to adjust
DPC to maximize the parameter ..

DPC involves a cascade of fiber optic squeezers, as shown in Figure 1a. Different
points on the Poincaré sphere represent the corresponding polarization states, and a cascade
of fiber optic squeezers can be suitably adjusted to bring any input polarization state to
a specified position. Taking 0-degree- and 45-degree-oriented fiber optic squeezers as an
example, the Jones matrix of the DPC can be expressed as

Jorc = Jo(73) x Jas(72) X Jo(711), 3)

where ;, Vj € {1,2,3} is the phase generated by the j-th fiber squeezer, Jo(y;) and Jy5(7;)
are matrices described as

_ [emi’? 0 ~ (cos(vj/2) isin(y;/2)

The Jones matrix of the PBS is provided by

2 .
cos“ 6  sinfcosf
Jees = (sin fcosf  sin’f )' ©)

where 6 is the deflected angle of the optical axis.

When three fiber squeezers are cascaded in an optical fiber system, there exists a
challenge to simultaneously adjust their parameters due to the mutual interactions between
them. Since each squeezer introduces changes to the path length of the light propagating
through the fiber, it results in phase delays that make it difficult for synchronous control.
In what follows, we suggest a workflow of the dynamic polarization control system.

Step 1: Power up DPC and turn all fiber optic squeezers to half of the maximum
voltage to allow for the direction adjustment of polarization states.

Step 2: Based on the derived ratio 7, as inputs to DPC, a machine learning algorithm
is used to find the maximum value of r,,. Instead of adjusting all three fiber squeezers at the
same time, we optimize the parameter r,, by independently regulating each fiber squeezer,
whereas the voltages of the other squeezers are made constant during the process.

Step 3: When the optimal voltage value for the first DPC is achieved, the voltage on
the first DPC will be provided to that voltage, and then repeat Step 2 until the optimal
voltage value for each of the three DPCs is obtained.

This approach takes into account the fact that, when three fiber squeezers are cascaded
in an optical fiber system, each one causes changes to the path length of the propagating
light, resulting in phase delays that make it difficult for synchronous control.

3. Description of the CVQKD System

In the CVQKD system with Gaussian modulation, the transmitter Alice generates a
series of Gaussian states |a 4 ) involving amplitude I4 and phase 0 [1]. In the phase space,
the state | 4) can be described as

lag) = ae® = xq +ipa, (6)
where x4 = acosf and p, = asin 6 are both independent quadrature variables, with the
variance denoted by V4 and a mean of zero. The variance V4 of quadratures variables x 4 or
pa can be derived from V4 = 2(n), which is the average number of photons detected in the
quantum signals. We have the relationship between the intensity I4 and the amplitude 4,
which can be described as I4 « a?. When generating the quantum signals in an experiment,
the parameters x4 and p4 demand constant change and adjustment to the suitable values,
performed by Alice using the amplitude and phase modulators. After the transmitted
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quantum signals arrive at the receiver, we assume that xp and pp are quadrature variables
of the quantum signals. Therefore, we have the achieved Gaussian-modulated coherent
state |ag) = xp + ipp.

Apart from that, due to the influence of atmospheric turbulence in free space and
the light leakage from the optical devices, the intensity of the quantum signals usually
deviates from the initial value. Fortunately, effects of optical attenuation on the quantum
signals can be avoided while performing real-time shot-noise measurement in practical
CVQKD system. To carry out the shot-noise measurement, Bob first splits a part of the
received quantum signals, which is put into a balanced homodyne detector. Subsequently,
the interference between the separated quantum signals and the vacuum mode is used for
evaluating the scattered noise in free space. Therefore, it is feasible to evaluate the variance
of the received quantum signals through calibrating the relationship between the variance
of scattered noise and the intensity of the quantum signals while we monitor the intensity
of the quantum signals in real time. In what follows, we will focus on effect of the leakage
of the Gaussian-modulated coherent state from the imperfect DPC on the performance of
the CVQKD system.

Before performing the optimized DPC with the machine learning (ML) algorithms to
achieve the maximum value of r., we demonstrate characteristics of quantum signals in
what follows.

For any light beam, its Jones vector can be expressed as [36]
i(kz—wt+dy) = i (kz—wt —
I = Ixez( Z—wW +¢,)x+ Iyel( Z—w +4’y)y, (7)

where vectors X and i represent the unit vectors in the x-direction and y-direction of
the coordinate axes, Iy and I, represent the amplitudes, and ¢, and ¢, represent the
initial phases, respectively. Therefore, I, which depends on two orthogonal components,
determines its polarization state. It can be represented by

Ixei(kz—wt+¢x)
I= Iyei(kz—wt—i—%) ’ (8)

which can be simplified as I = (I, Iyeié)T with § = ¢, — ¢y, omitting its common phase
factor and using J to denote the phase difference of I with respect to I;. The known
Stokes coefficients are a complete set of coefficients used to describe the polarization state
of quantum signals provided by

So=L+1I;, Si=I—1I;, Sy=2Llcosé, S3=2LIsind. 9)

4. Security Analysis
4.1. Derivation of the Secret Key Rate

The effect of the ML-based DPC on CVQKD can be assessed through the derived
secret key rate. Alice and Bob can distill the secret key using the traditional parameters,
such as variance V,, transmittance of quantum channel T, reconciliation efficiency 5, excess
noise ¢, detector efficiency #, and detector noise v,;. These parameters can be used for
derivation of the maximum information available to the eavesdropper. Here, we employ
reverse reconciliation as it has been shown to offer an advantage in the security analysis of
CVQKD systems. We consider the finite-size effect of secret key rate K provided by [1,13]

K= %[[HAB — Ses — A(n)], (10)
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where n = N — m represents the number of received pulses that can be used for calculation
of the secret key. In addition, the notation I4p represents the mutual information between
Alice and Bob, which is compatible with the statistics and can be calculated as follows

Va+ Xxtor +1

11
Xtot +1 ( )

1
Lap = Flog,
where Xtot = Xiine + Xnom/ T represents channel’s total noise with parameters xjj;,. =
1/T—1—¢and xjom = (1+ v, —1)/T. The notation Sgp denotes the maximum value
of the Holevo information between Bob and Eve, which is determined by the covariance
matrix provided by
_ [ u-diag(1,1) s-diag(1,-1) } (12)
s-diag(1,—-1) w©v-diag(1,1) |’

where u = Va+ 1,0 = Tpin(Va + €max) + 1, and s = 1/ Tyuin (Vf‘ +2Vy). Here, Ty
represents the lower bound of T and &;,,4x represents the upper bound of ¢. If the value of
m = N/2 is large enough, then the resulting parameters T},;;, and €,,4x can be expressed as

(t + At)? 02 4+ Ac? — No(1 + vy)
Tmin = ————, €max =

. o , (13)

with the notations provided by

t=\nT, o> =nT¢+vy+1, At=2Z, ,0/\/mVs, DAo*=7Z, p0°V2/m. (14)

Then, Sgg can be derived as follows,

2 L 5 .
sen =1 6( 25 ) - L6 (25, (15)
i=1 i=3

where G(t) = (t+1)log,(t + 1) — tlog,t. The parameters 7, are the symplectic values

that can be calculated as ,
R =5 (u £z - 4V), (16)

with the notations
U=u?>+0>-2s, V=uv—s% (17)

The parameters 73 4 are the symplectic values and can be written as

oy :% (M+ VM2 —4F), (18)

with the notations Vol v v
_ v+uV + ) j (u + ) ) (19)
v+1 v+1

In addition, parameter A(n) is related to the security of privacy amplification. In the
practical CVQKD system, it can be approximately derived as

A(n) = \/— (log,& +2log,epa)/n, (20)

where € and epy represent the smoothing parameter and the failure probability of privacy
amplification, respectively. Typically, the above-mentioned parameters are assumed with
the same value as & since the value of ep4 predominantly relies on the number n of the
received quantum signals.
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4.2. Numerical Simulations

The overnoise caused by the optical leakage of the actual principal vibrations of DPC
can be defined as
21’[0 T

—, (21)
RamRpr

Cleak =
where the average number of photons in the local oscillator (LO) is denoted by ng, while
the extinction ratio of amplitude modulator (AM) is represented by R 45s. In addition, let I
and [jo,x be the intensities of the signal light and the leaked light, respectively, and then we
can define the gain g of the ML-based DPC. The output intensity of DPC can be denoted
as I'. The detection efficiency increases as the optical intensity rises, and thus we have
T’ = gT. The additional noise decreases with the increase in optical intensity, from which
we have ¢ = ¢/g. Consequently, there are two scenarios occurring in the practical CVQKD
system. On the one hand, it involves DPC without the ML-based optimization, resulting in
the secret key rate K = (T, ¢, v,;), but, on the other, when the ML-based DPC is employed
in CVQKD, we achieve the secret key rate Ko, = (T’, ¢, v);), where §jeq is included for
derivation of v/,. In numerical simulations, we consider the whale optimization algorithm
(WOA) as an example to illustrate effect of the ML-based DPC under the leakage lights.
The parameters are set as follows, V4 =4, ny = 4 x 108, Rapm = 63 dB, 7 = 0.5, v, = 0.01,
B=95%,e=10"1 N =7x 10’ and g = 1.5, respectively.

Figure 2 shows the secret key rate with light leakage (denoted as Kj,,;;) and the secret
key rate without light leakage (denoted as K). To illustrate the performance of the CVQKD
system, we compare with secret key rates Kj.;x and K. When the ML-based DPC fails
to detect the imperfections that result in photon leakage, it may overestimate the actual
secure key rate, compromising the practical security. The region below is achieved from
the derived secret key rate Kj.,; when taking into account the photon leakage. When
the secret key rate falls within this region, it is trustworthy, even in the presence of the
information leakage of the imperfect DPC. As for the region above K, the security of the
derived secret key rate of the system is not ensured. Additionally, the region between
Kjeqr and K corresponds to the information leakage caused by the effects of the imperfect
DPC on the system. When the secret key rate falls within this intersecting region, with the
light leakage undetected, the leaked light results in a potential security loophole, which
can be potentially employed by Eve to perform the attack strategy to steal the secret key.
This loophole causes an overestimation of the secret key rate, leading to vulnerability to
the practical security of the CVQKD system. The reason is that an eavesdropper may
perform an intercept-resend attack strategy on the imperfect DPC, from which the secret
key can be pilfered without being detected. Fortunately, the legal participants can trace
back the information leakage with the ML-based DPC scheme, which can be used for
defeating the leakage attack in CVQKD. Moreover, it can be observed that the ML-based
DPC can raise the secret key rate of the CVQKD system, although the leakage can weaken
its security. Consequently, we find an advantage of the ML-based DPC embedded in the
CVQKD system.

In a practical CVQKD system, Eve can perform a DPC-involved attack. As shown in
Figure 3, we demonstrate the secret key rate of the practical CVQKD system with or without
the ML-involved DPC. It is obvious that the evaluated secret key rate k. is overestimated
in the absence of the protection of the ML-based DPC, which is compared with the secret
key rate K, of the system with the ML-based DPC. Numerical simulations show that, if
the system has the ability to detect DPC-involved attacks, the practical secret key rate K,
will be made smaller than that of the secret key rate K, with the ML-based DPC. Therefore,
the DPC-involved attack will make the estimated secret key rate untrustworthy, whereas
the estimated secret key rate can be increased with the ML-based DPC. In addition, in the
absence of the ML-based DPC protection, the increase in output light intensity will give
birth to the leakage of key information. The more output light intensity caused by the DPC-
involved attack means the larger the difference between the evaluated security key rate
and the actual value. Namely, the difference between the estimated secret key rate without
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protection of DPC and the actual secret key rate under the same conditions shows that Eve
can open a security loophole to distill the secret key from the practical CVQKD system.
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Figure 2. Secret key rate of the DPC-based CVQKD system using the whale optimization algorithm
with light leakage.
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Figure 3. Secret key rate as a function of the transmission distance from Alice to Bob. The solid line
represents the secret key rate without the ML-based DPC. The dashed curves represent the evaluated
secret key rate K, with the ML-based DPC. The dotted curves show the actual secret key rate K}, due
to the optical leakage.

5. Conclusions

We suggested an ML-based DPC for optimizing the practical CVQKD system over
fading channels with randomly fluctuating transmittance. The ML-based DPC can be
improved in terms of its ability to handle the polarization deteriorations of the transmitted
quantum signals in fading channels. An ML-involved optimization algorithm was used to
deliver a precise response to the abnormal transformation of polarization states. Numerical
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simulations confirmed the robustness and adaptability of the ML-based DPC while demon-
strating its ability to quickly converge to the optimal configuration of quantum signals even
under dynamic conditions. The proposed scheme demonstrated effectiveness in suppress-
ing light leakage and preserving the integrity of deteriorated quantum signals, leading to
increased reliability of practical CVQKD systems. We focused on revealing the oblivious
imperfectness of DPC, which compromises the theoretical security of the CVQKD system.
We note that assessment of DPC-involved light leakage allowed us to precisely evaluate the
channel parameters, enabling the practical security enhancement of the CVQKD system.
Actually, machine learning has been used for the design and implementation of quantum
communications [38,39]. However, there are few studies regarding ML-involved DPC in
a practical CVQKD system. As for the practical security of the system in terms of the
ML-based DPC, we will consider its effects on the CVQKD system in our future work.
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