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Abstract: A collaborative open-source IT infrastructure is designed and implemented to optimize
the process of geological field data collection, integration, validation, and sharing. Firstly, field
data collection is carried out by multiple users using free and open-source GIS-based tools for
mobile devices according to a predefined database structure; then, data integration is automatically
performed in a central server, where the collected geological information is stored and validated;
finally, data are shared over the Internet, providing users with up-to-date information. The IT
infrastructure is currently being employed to accomplish surveys for the realization of the “Brescia”
geological map within the New Geological Map of Italy, scale 1:50,000 (CARG Project). Users are only
required to run the field data collection application on their mobile devices, add different geometric
features to predefined thematic layers and fill in the dialogue forms with the required information to
store the new structured and georeferenced data in the central database. The major advantage of the
proposed IT infrastructure consists of guaranteeing the operational continuity between field surveys
and the finalization of geological or geothematic maps leveraging field data collection tools that are
operational both online and offline to ensure the overall system resilience.

Keywords: geospatial information technologies; information technology infrastructure; geological
data; FOSS; GIS; CARG project; QField; Python

1. Introduction

Geological maps are, among others, strategic tools for territorial planning and sustain-
able environmental management. At the same time, thematic maps represent the evolution
and deepening of the geological maps in specific fields of application (geomorphology,
engineering geology, hydrogeology, geophysics, etc.) and are aimed at providing further es-
sential information for an interdisciplinary perspective with different scopes of research and
applications, such as natural hazard and risk analysis, environmental impact assessment,
groundwater vulnerability, etc. The transition from traditional to digital technology-based
approaches in geological and geothematic mapping has now been made possible by in-
creasingly accessible and user-friendly devices and applications, and their use is no longer
just an option but a requirement.

In Italy, the CARG (geological cartography) Project started in 1988 with the aim of
improving the existing national geological map of Italy (at a scale of 1:100,000) and is cur-
rently carried out by ISPRA (Istituto Superiore Protezione Ricerca Ambientale—Institute
for Environmental Protection and Research) in partnership with regional governmental
agencies as well as research institutes and universities. At the end, the CARG project will
provide 636 new geological and geothematic georeferenced maps, at a scale of 1:50,000,
covering the entire national territory. Although the CARG project started in 1988 with
a traditional approach to geological mapping, in the following years, a digital database,
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composed of different themes and tables, has been designed and implemented. The ad-
vantage offered by the CARG project relies on its capability to gather nation-wide geologic
information essential to implement planning, prevention, and management actions for
mitigating hydraulic and hydrogeological risk [1,2]. However, as far as the authors know,
no conceptual models have yet been proposed for the implementation of collaborative tools
for digital mapping applied to the geological field data collection and sharing within the
context of the CARG project.

The central role of geographic information systems (GIS) in the creation of geospatial
databases is an undeniable fact [3–5]. GIS applications flourished in the 1980s when
the first commercial GIS packages were released, such as ARC/INFO developed by the
Environmental System Research Institute (ESRI), and then GRASS (geographic resources
analysis support system), the first free and open-source software (FOSS) for GIS, was
made available [6]. The emergence of web and mobile technologies inherently fueled
the development of collaborative web mapping and volunteered geographic information
(VGI). Moreover, web and mobile GIS applications and technologies are increasingly being
employed by the scientific community to collect and edit data directly in the field as well
as geocode and upload media and text in real time to populate shared databases on the
web [3,4,7–12]. Crucial for these purposes is the availability of recent mobile devices
(tablets and smartphones) with adequate hardware and software capabilities to support
the operation of GIS-based applications for field data collection. The recent models include
many sensors (e.g., cameras, magnetometer, accelerometer, gyroscope, clinometer, and GPS)
and therefore can be used as an efficient tool for geological surveys in the field offering
substantial enhancements for collecting more accurate data [13,14].

The aim of this study is to present an information technology (IT) infrastructure based
on open-source geospatial technologies, which is designed to support the CARG project
by enabling collaborative data collection, editing, validation, integration, and sharing.
Specifically, this infrastructure strives for improving temporal continuity among different
processes ranging from field surveys and database population, to data interpretation and
validation, and geological and geothematic map finalization. After a brief introduction
to the free and open source software exploited in this study, the manuscript provides an
overview of the two major components of the IT infrastructure and describes an application
case study. The IT infrastructure is meant to support field data collection as follows. Firstly,
the database structure is defined and implemented in a GIS environment to be packaged
and deployed to multiple mobile devices (MDs). By collecting data during field surveys,
geologists (hereafter users) populate their local databases whose structure fully complies
with the guidelines and requirements of the CARG project. After that, local projects and
data are asynchronously exchanged with a central server, which gathers and integrates
geological information to build up a shared knowledge, which is then made available to
visualize the project progress. Finally, shared information is ready to be processed by the
GIS analysts to finalize and publish the geological map.

2. Materials and Methods

Free and open-source software and tools, namely QGIS, QField, QFieldSync plu-
gin for QGIS, and Syncthing, are exploited and integrated to build the IT infrastructure,
without substantial modifications or changes to their original functioning. Specifically,
the professional GIS desktop application QGIS, version 3.16 Hannover [15] is used to
define the initial database structure according to the specific CARG project guidelines.
The free and open source GIS application QField, version 1.9.0 Taivaskero [16], together
with the QFieldSync plugin for QGIS, is employed to enable a structured and georefer-
enced field data collection through MDs. Developed by opengis.ch and released under the
GNU Public License (GPL) Version 2 or above, QField and QFieldSync are increasingly
being adopted in recent years for field data collection within different fields of applica-
tion [17–20]. Among the wide variety of recently developed FOSS solutions for field data
collection, QField is chosen due to its high compatibility with QGIS. Indeed, QField is
“built on top of the professional QGIS open-source project, allowing users to set-up maps
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and forms in QGIS on their workstation” [16]. Those maps and forms will be deployed in
the field through the QFieldSync plugin for QGIS, which is specifically designed to package
QGIS projects to make them readable by QField. Packaged projects are finally distributed
to multiple devices to permit a collaborative mapping by means of Syncthing, version
1.18.5 [21], an open-source file synchronization program which allows a continuous and
secured data exchange between two or more devices identified and authorized by means of
cryptographic certificates [22]. The innovative component of the framework concerns the
development of a data exchange and storage (DES) module, developed in Python, version
3.6, which automates the interactions amongst the mentioned open-source software and
tools. The DES module is the core of the IT infrastructure, allowing for collaborative data
collection by multiple users, and its functioning is detailed in Section 3.3.

3. Results and Discussion
3.1. The Infrastructure Overview

The IT infrastructure relies on the use of a variable number of MDs for data collection
and a central server that communicates with them via the internet. Figure 1 summarizes
this infrastructure, where multiple users are provided with MDs (tablets or smartphones)
equipped with QField, the GIS-based application for field data collection, while the central
server stores and manages all the data collected by multiple users, integrating them in a
common QGIS project through two modules:

Figure 1. Conceptual scheme of the IT infrastructure: GIS server submodule, DES module and GIS
client submodule. The “gears” point out the operations that are performed automatically, the large
arrows indicate the synchronization process, and the red box highlights the designed algorithm,
which is further detailed in Figure 2.
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1. A GIS module is composed of a GIS server submodule, which enables the design and
implementation of a database structure, including predefined constraints useful to
a preliminary check of the data inconsistency, and a GIS client submodule, which
allows multiple users to carry out the field data collection.

2. A DES module guarantees synchronization between the central database (hosted on
the central server) and the local databases (hosted on the MDs) without any user
intervention.

The modules are described in detail in Sections 3.2 and 3.3.

Figure 2. Flowchart of the developed algorithm with its main functionalities.
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3.2. GIS Module: Project Settings and Data Collection

The GIS module provides the users deployed in the field with a useful tool for easily
collecting and storing digital data in a predefined database structure. It includes two
submodules, the GIS server submodule, hosted on the central server, and the GIS client
submodule, hosted on each MD involved in the IT infrastructure.

The GIS server submodule deals with the definition of (i) the structure of the database,
which is populated during field surveys and (ii) the specific constraints to check the data
consistency. The database structure is defined in QGIS leveraging the GeoPackage encod-
ing standard as well as the built-in attributes forming widgets, which allow the storing of
newly digitized data attributes by means of high-usability dialog forms. The design of the
database structure acknowledges the CARG requirements, as described in [23], prearrang-
ing only required layers, defining their geometric, geographic, topological, and descriptive
components, and presetting attribute domains for each single field. Constraints are also in-
tegrated in the dialog forms to enable a preliminary validity check to improve the database
consistency [24].

The project integrates multiple alternative basemaps, ranging from OpenStreetMap®

(OSM, [25]) to national and regional topographic maps (CTR, Carte Tecniche Regionali).
Besides the structured database, the QGIS project (hosted on the GIS server submodule)
was designed to provide users with auxiliary information, including orthophotos, digital
elevation models (DEM), existing geological maps or other thematic maps that may be
useful during field surveys, as long as size optimization is performed. Finally, symbols for
each geological feature are designed according to [24] and embedded in the QGIS project,
so that once a geometric feature is mapped and its attributes are stored, the corresponding
symbol is automatically displayed in the view.

The GIS client submodule is intended to enable users involved in geological field
surveys to (i) collect in situ geological information by means of MDs and (ii) share data with
both colleagues in the field and project stakeholders. Once the database structure is defined,
the QGIS project is transferred to each MD deployed in the field to enable the users to
populate their local database with the prearranged dialog forms and expression constraints.
Then, the submodule is predefined to allow users to promptly verify the correctness of the
collected data and eventually edit them. Finally, verified information is sent to the central
server in order to be stored and integrated into a common project database before being
shared with all the other users involved in the field surveys.

3.3. Data Exchange and Storage (DES) Module

The DES module is designed and implemented in order to automate the process
of information exchange, storage, and integration. This module makes use of QGIS,
QFieldSync, Syncthing, and a customized algorithm developed in Python to (i) exchange
data between the GIS server and the GIS client submodules, and (ii) store and integrate
data collected by multiple users to produce and distribute an updated shared geological
map. Figure 1 (central panel) illustrates the flowchart of the DES module. The DES module,
hosted on the central server, integrates functions from both the QFieldSync plugin for
QGIS and Syncthing to automatically exchange the collected data and the newly generated
shared information. The bi-directional data synchronization and sharing between the
server and all the MDs deployed in the field always require an Internet connection, whilst
the data collection can be performed offline and shared with the central server afterwards.
Finally, at the end of the synchronization process, each MD is provided with (i) a single-user
GIS project, which the user can modify by adding new geometric features (points, lines
and polygons) and related attributes and editing the previously collected ones, and (ii) a
multi-user shared GIS project where each user can visualize (but not edit) data collected by
all the other users working in the same or in adjacent survey areas.

The DES module plays a central role in the IT infrastructure, which allows any user
to monitor the status of fieldworks in each survey area and to track work progress easily.
Particularly, the main steps carried out by this module are generally described as follows:
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• The data collected by multiple users and stored in their single user GIS projects are
synchronized with the central server several times a day (when an internet connection
is available) through Syncthing;

• The developed algorithm is run automatically once per day and performs the follow-
ing functions:

1. Store and create a backup copy of the recently collected and/or modified geolog-
ical data on the central server;

2. Import the recently collected and/or modified data in QGIS;
3. Integrate all the single-users’ databases, i.e., all the information coming from

adjacent survey areas in order to create a common geological map;
4. Export the common geological map to a shared QGIS project through the QFieldSync

plugin functionalities;
5. Notify the project leaders of the fieldwork progress, the errors that may have

occurred during the update process, and the required manual correction;
6. Share the common geological map on a WebGIS platform in order to make it

available to the users and the stakeholders involved in the CARG project.

• Once the MDs are synchronized with the central server, the common geological map
will be available to all the users involved in the survey so that everyone can appreciate
the survey progress in their own area and in adjacent areas.

The flowchart of the algorithm is shown in Figure 2.
Consequently, users will only focus on adding geometric features in different thematic

layers, composing the CARG database and filling up the dialog forms with the required
descriptive information (including notes and photos) to build up new structured and
georeferenced data by leveraging the integrated mobile device location services provided
by the MD or by manually choosing a different position on the map. Data can be collected
and edited directly in the field, also by taking advantage of online and offline maps,
available during the fieldwork.

3.4. Case Study: Brescia Geological Map

A first test of the IT infrastructure is underway and is currently being employed by the
users involved in the geological field surveys for data collection and database population
of the geological map “Brescia”, at a scale of 1:50,000. The map covers about 570 km2

(26 × 22 km) around the city of Brescia, in the northwestern section of the Po Valley, at the
foot of the Italian Prealps. From a geological viewpoint, this area includes three main
environments: (i) the morainic deposits in the northwest section of the map belonging to
the so-called Sebino Amphitheater, (ii) the marine Mesozoic terrain outcropping in the hills
north of the city of Brescia and (iii) the alluvial and fluvioglacial deposits carved from the
Mella river that cover the central and southern sectors of the map [26].

The testing phase concerns the application of both the GIS and the DES modules,
as described in Sections 3.2 and 3.3. The designed GIS project is composed of 15 vector layers
whose geometric and descriptive structures fully acknowledge the CARG requirements.
The structure and the description of each layer composing the CARG database are shown
in Table 1; in addition, although not strictly requested by the CARG requirements, for each
feature, the user can store the date and time of acquisition, georeferenced photos, and notes
in textual format. In order to reduce the topological inconsistencies, in some cases, it
is preferred to provide the users with multiple layers referring to the same data type.
For example, three layers are defined for the collection of information concerning geological
units (ST018): point layer, linear layer, and polygonal layer. The point features are used
when the outcrop area of a given geological unit is too small at the map scale to be
represented by a polygon; however, this information is fundamental for the interpretation
of the geological structure of the area. The linear and polygon features are used when the
outcrop area of a given geological unit is large enough at the map scale to be represented
by a polygon with area and perimeter. Polygon features will support users in the geologic
interpretation of large areas. Since the field data collection is still ongoing, topological
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inconsistencies will be fixed by a GIS analyst afterwards, before the official release of the
CARG database and the finalization of the geological map. The GIS project makes other
vector maps available (Table 2), such as contour lines, roads, and buildings, to help users to
improve the positioning accuracy. In addition to vector maps, the GIS project also hosts
raster maps (Table 2): regional topographic maps at a 1:10,000 scale (CTR), DEM and
morphometric maps derived from the DEM (slope, aspect, internal relief, etc.). Figure 3
shows an example of the field data collection progress map visualized as a QGIS project
with corresponding CARG symbology, while Figure 4 illustrates an example of the interface
on the MD of a generic user. Through the DES module, the GIS project is transferred from
the central server to the MDs deployed in the field: in this way, the up-to-date information
stored in the CARG database (whose structure is shown in Table 1) and all the additional
data (shown in Table 2) are made available to users on a daily basis. Furthermore, the final
users are trained by the infrastructure developers on how to use MD for data collection and
sharing. Moreover, the ongoing feedback from geologists helps in the improvement of the
whole infrastructure and its usability. The testing phase of the IT infrastructure began in
early 2021 and is currently in progress as this article is being written. The infrastructure was
initially tested by 12 users simultaneously, and 4 of them are still involved in the geological
field surveys. Hundreds of features have been mapped and loaded into the CARG database
since then. Data collection will continue for two more years, and the database will be finally
post-processed, validated, and checked for topological consistency by GIS analysts. Then,
the geological map will be finalized to make it ready for the official release. During the
testing phase, the authors had the opportunity to validate the functioning of the various
infrastructure modules and to improve their functionality and usability, thanks to feedback
from the users. Major implementations arising from these feedback concern the addition
of ancillary layers (e.g., mountain path maps, orthophotos, and path tracks) useful to
improve the visibility and interpretability of the geological structural elements in the study
areas. Other implementations concern the revision of the final version of the DES module,
the improvement of the readability and usability of the dialog forms, the upgrade of the
project structure to speed up the synchronization of the collected information and the
design of the shared web map. From a hardware requirements point of view, for the specific
case study, 3 GB is the minimum amount of RAM to manage the GIS project and collect
data by the MDs.

Figure 3. Example of the integrated GIS project view. OSM is used as the basemap.
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Figure 4. QField mobile survey activity sample on the mobile device. Left panel: main project and
menu with layers and additional data. Right panel: list of the “type” attributes for the geological
observation layer (ST019).

Table 1. The list of layers composing the CARG database used during the fieldwork. The original
structure of the CARG database is much more complex and includes many other layers. A selection
was made in advance in order to choose the fundamental layers that must be characterized in the field.

Name Type Description Attributes

ST010 Point Geomorphologic and anthropogenic
features in symbolic form Type, Typology, Status

ST011 Polygon Geomorphologic and anthropogenic features Type, Typology
ST012 Line Geomorphologic and anthropogenic features Type, Typology, Status
ST013 Point Resources and prospecting Type

ST017 Point Geological samples Feature_ID, Set_of_Sample_Initials,
Sample_Initials, Sample_ID

ST018 Point Geological units in symbolic form Name, Typology, Status, Texture,
Cement, Environment, Deposits

ST018 Line Geological units Type, Typology
ST018 Polygon Geological units Type, Typology, Status

ST019 Point Geological observation Type, Typology, Strike,
Direction, Dip, Phase, Asymmetry

ST020 Line Geological units in symbolic form Type, Typology
ST021 Line Folding structures and structural elements Type, Typology, Phase
ST022 Polygon Geological and biological processes Type, Typology
ST023 Polygon Stratigraphic-sequential units Type, Typology
ST027 Line Geological and geophysical traces Type
ST030 Line Subsoil description using contour lines Type
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Table 2. Additional data.

Name Description Source

CTR Regional Topographic Maps at 1:10,000 scale [27]
Contour Contour Lines Maps (equidistance of 5 m) [28]
DEM20 Digital Elevation Model (pixel size 20 m) [28]
DEM5 Digital Elevation Model (pixel size 5 m) [28]
Roads Road map [28]

Buildings Building map [28]
OSM OpenStreetMap® [25]

4. Conclusions

This study describes an open-source-software-based IT infrastructure which consists
of two modules (GIS and DES modules) to ease the entire process from data collection to
map sharing within the CARG project. Comprehensively, the IT infrastructure enables a
collaborative and asynchronous mapping of geological entities by populating the CARG
database with the help of predefined dialog forms and constraints and by sharing collected
information. The DES module imports the collected data from all MDs and integrates
them in a common QGIS project on the central server, creates backup copies of each local
QGIS project, then merges the newly collected data from all the MDs and shares the newly
generated map on a daily basis. The shared geological map allows the users to have an
overview of the spatial distribution of the features stored in different layers, therefore
easing data interpretation through information exchange and representing a valuable tool
for planning and optimizing future surveys. Moreover, besides the specific application to
the CARG project, preliminary results suggest the infrastructure’s flexibility and suitability
to support other geological surveys or similar applications aimed at the production of
thematic maps in different geographic areas. The major advantage of the infrastructure
is its orientation to guarantee the operational continuity between the field surveys and
the finalization of the geological and geothematic maps. This objective was pursued by
leveraging the capability of the chosen GIS applications for field data collection to remain
operational both online and offline and, hence, to ensure the overall system resilience.

The ongoing activities aim at a solution that allows users to insert the collected data
directly into a centralized database (e.g., PostGIS), making the implementation of the
infrastructure for other areas and CARG maps even easier, also at the national level. Fur-
ther improvements and integrations could originate from the release of QFieldCloud [29],
currently available in a beta version, which seems to give promising results for the devel-
opment and stability of the infrastructure.
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Abbreviations
The following abbreviations are used in this manuscript:

IT Information Technology
CARG Geological Cartography
GIS Geographic Information Systems
FOSS Free and Open-Source Software
MDs Mobile Devices
DES Data Exchange and Storage
OSM Open Street Map
CTR Carte Tecniche Regionali
DEM Digital Elevation Models
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