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Abstract: Smartphones have emerged as a ubiquitous personal gadget that serve as a repository for
individuals’ significant personal data. Consequently, both physiological and behavioral traits, which
are classified as biometric technologies, are used in authentication systems in order to safeguard
data saved on smartphones from unauthorized access. Numerous authentication techniques have
been developed; however, several authentication variables exhibit instability in the face of external
influences or physical impairments. The potential failure of the authentication system might be
attributed to several unpredictable circumstances. This research suggests that the use of distinctive
and consistent elements over an individual’s lifespan may be employed to develop an authentication
classification model. This model would be based on prevalent personal behavioral biometrics and
could be readily implemented in security authentication systems. The biological biometrics acquired
from an individual’s typing abilities during data entry include their name, surname, email, and
phone number. Therefore, it is possible to establish and use a biometrics-based security system that
can be sustained and employed during an individual’s lifetime without the explicit dependance on
the functionality of the smartphone devices. The experimental findings demonstrate that the use of
a mobile touchscreen as the foundation for the proposed verification mechanism has promise as a
high-precision authentication solution.

Keywords: keystroke dynamics; individual typing-skill; biometric authentication; multi-biometrics;
mobile touchscreen

1. Introduction

The first smartphone was the Simon Smartphone, which was introduced by IBM in
1992 [1,2]. Since then, smartphones have been used for a wide range of activities in addition
to making and receiving phone calls, including gaming, accessing social networks, and
storing data, all of which are referred to as “everyday activities” [3]. Smartphones with
mobile applications are also frequently used for financial transactions, email, e-health
apps, and connection to the Internet of Things (IoT) [4]. Thus, a significant amount of
information is stored on or delivered by mobile applications. A significant proportion of
this information is private and important.

For this reason, smartphone security is a significant issue, and users require an efficient
authentication method to protect their devices. Traditional authentication mechanisms,
such as personal identification numbers (PINs), passwords, and patterns, can be easily
bypassed through malicious attacks, regardless of their strength and complexity [5]. More-
over, the owner may forget them. With smartphones, cyberattacks are a particular risk from
third parties [6]; hence, standard security procedures using two-factor authentication, such
as a password and card, should be used. However, users may lose the card or forget the
password and lock themselves out of the system.

A powerful alternative security method is the use of biometrics to protect valuable data.
Biometric data can be divided into two main categories: physiological and behavioral [7].
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Physiological biometrics include the iris, retina, face, and fingerprint measurements, while
behavioral biometrics include actions such as handwriting, voice recognition, and keystroke
recognition. Physiological biometrics are used more widely in commercial products, but
behavioral biometrics are gaining popularity because a person’s “action by instinct” cannot
be changed or replicated. Security control research shows that the quality of biometric
protection is fairly high. For example, keystroke features and sensors on a smartphone
can achieve 97.90% accuracy [8], gain data from smartphones can be utilized to provide an
accuracy of 98.79% [9], the average recognition of touch gestures based on interactions with
phones is 74.97% [10], 98.30% accuracy can be reached based on a user’s daily behavior
on a mobile device [11], and using the unique keypad on a smartphone to enter PINs, the
Equal Error Rate (EER) is 10.01% according to the keystroke dynamics [12]. Furthermore,
earlier research has mainly focused on static keystrokes, analyzing users’ fixed-text typing
habits. Higher performance precision is achieved by static keystroke dynamics.

Moreover, biometric technologies can improve security in several ways. Multi-
biometrics make use of the capabilities and advantages of each biometric to overcome
the limitations of each individual biometric, resulting in a highly accurate identification and
verification process. A biometrics system that uses more than one biometric identifier, such
as a combination of the iris and fingerprint, obtains values for false acceptance rate (FAR),
false rejection rate (FRR), and enrollee false acceptance rate (EFAR) between 0 and 1 [13]. A
combination of fingerprint, iris, and palm prints on a secret key can identify an imposter
with an FAR of 94.54 and a FRR of 0.15% [14]. Another system incorporates user actions
including touch gestures, keystroke dynamics, app usage statistics, Wi-Fi, and GPS position
when users interact naturally with their smartphones, with an average accuracy of 82.2%
to 97.1% [15]. When combined, the electrocardiogram (ECG) and finger vein biometric
systems provide a high level of performance, with an equal error rate (EER) of 0.12% [16].
Furthermore, mobile device usage data can be used for authentication. An individual’s
pattern can be defined as a user’s interaction behavior with a smartphone application or
service. When using a phone, authentication systems can employ motion and hold posture
(which accelerate and record the variation model of micro hand motions and hold patterns),
which have a 97% accuracy [17]. Furthermore, the use of mobile device-based keystrokes
and swipe dynamics provides identification results with an accuracy of up to 94.26% [18].
Authenticating a smartphone with an accuracy of 97.15% may be achieved using sev-
eral smartphone sensors. These sensors include keystroke, GPS position, accelerometer,
gyroscope, magnetometer, linear accelerometer, gravity, and rotation sensors [19]. The
performance of many biometric criteria is shown in Table 1.

Table 1. The performance of biometrics methods with different devices.

Performance .
Factor Biometrics Accuracy RR AR EER Device
Keystroke dynamics [8] 97.90% - - - Smartphone
Gait detection [9] 98.79% - - - Smartphone
Touch gestures [10] 74.97% -— -— -— Smartphone
Behavior profiling [11] 98.5% - - - Smartphone
Keystroke dynamics [12] - -—- - 10.01% Sl;ezﬁ;i:r?e
Iris and Fingerprint [13] 95.00%  3.89%  1.11% ztaa‘:;i:z
Fingerprint, iris, and palm Collecting

print [14] o 0.15%  94.54% o database
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Table 1. Cont.

Performance .
Factor Biometrics Device
Accuracy FRR FAR EER

Touch dynamics (touch gestures

and keystroking), accelerometer, 82.2-97 1% . . . Smartphone
gyroscope, Wi-Fi, GPS location ' ' sensor
and app usage [15]

ECG, finger vein [16] -—- - -—- 0.12% Database

Motion and hold posture,
(accelerator and capture the
variation model of micro hand
motions and hold patterns) [17]

97%

Keystroke, Swipe dynamics [18] 94.26% - - - Smartphone

Keystroke, GPS position,

accelerometer, gyroscope,

magnetometer, linear 97.15% --- --- --- Smartphone
accelerometer, gravity, and

rotation sensors [19]

However, although biometrics can efficiently detect imposters, they have some limi-
tations. For instance, keystroke dynamics describes a person’s typing rhythm, which can
be affected by emotions and physical injury [20]. Moreover, typing patterns can change
according to the environment or equipment [21,22]. Furthermore, facial recognition may
fail if someone has had plastic surgery, while it has been found that twins can access each
other’s devices, as was the case when Apple first introduced facial recognition to unlock the
iPhone X, iPhone XS Max, iPhone XR, and iPhone 12 [23-25]. The accuracy of physiological
biometrics can also be degraded over time, as the human body changes unavoidably every
day. Biometric data must, therefore, be updated periodically. Thus, there are limitations
to both physiological and behavioral biometric authentication [26], and they are not as
flexible as expected. Although these security measures are difficult to bypass, they can fail
due to changes in the owner, either intentional or not. Table 2 presents the efficiency and
dependency of some existing methods under the sustainability metrics.

Despite these limitations, biometrics continue to be regarded as the most effective
authentication methods and are frequently employed. In addition, biometrics are growing
increasingly intricate when they are integrated with other systems, such as a PIN, to
improve their accuracy. Some individuals with physical problems or impairments may
have difficulty providing reliable biometric authentication data. Those with hand or
arm injuries may fail to provide reliable fingerprints, and those with visual problems
may find it challenging to utilize the retinal scanning device. In addition, the biometric
system of the facial recognition system may be unable to distinguish a face after significant
surgery. In addition, the behavioral biometric detection based on keystroke dynamics
may produce an incorrect identification value if the owner has an unstable disposition. A
user’s stability is crucial: this include focusing on personal abilities and integrating diverse
biometric elements for enhanced authentication procedures. Durability and individual
abilities contribute to enhanced resistance against impersonation attempts, ensuring long-
lasting authentication. Consequently, detection mistakes can be brought on by these
unreliable biometric parameters. Therefore, malicious software can readily compromise
authentication.
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Table 2. Comparison among existing methods.
Factor Biometrics Single Multiple  Degradation Device Personal
Factor Factors Protection Dependency Skill
Keystroke dynamics [8] p P
Gait detection [9] P P
Touch gestures [10] P P
Behavior profiling [11] P P P

Keystroke dynamics
(Unique keypad on P P
smartphone) [12]

Iris and Fingerprint [13] P P
Fingerprint, iris, and P P
palm print [14]

Touch dynamics [15] P

ECG, finger vein [16] P P
Motion and hold P P
posture [17]

Keystroke, swipe P P
dynamics [18]

Keystroke, mobile P P

sensors [19]

Problem statement: Existing smartphone authentication methods, including traditional
mechanisms such as PINs and passwords, as well as biometric-based approaches, have
various security, reliability, and user-friendliness limitations. PINs and passwords are
easily circumvented or forgotten [27], whereas biometric measures such as fingerprint and
facial recognition are susceptible to errors and attacks [28]. In addition, biometric data are
subject to change over time, compromising the integrity of authentication systems [29-32].
Therefore, an enhanced authentication method that addresses these limitations and offers
robust security, usability, and adaptability for smartphone users is necessary.

Aims and objectives: This study presents a multi-biometric authentication method that
incorporates behavioral biometric factors. The objective is to address the shortcomings
of single biometric authentication methods and the need for more robust and secure
systems. Utilizing multiple biometrics, including physical and behavioral characteristics,
the approach aims to enhance the authentication system’s uniqueness, stability over time,
and individual skill. The goal is to present an authentication method that is difficult to
imitate, trustworthy for an individual’s entire existence, and device-independent.

Contributions: This study presents novel security protection measures based on a user’s
profile and behavioral biometrics in order to provide system stability across the lifetime
of a biometric authentication system. This is anticipated to give a collection of variables
that support a lifelong authentication categorization system if users continue to function
without undergoing abnormal changes due to accidents, surgery, or other similar events.

The main contributions of this work are listed as follows:

1.  The efficacy of an authentication system based on seven physiological and biological
biometrics derived from commonly used personal behavioral biometrics.

2. The discovery of self-classifying alphabets using individual data is made.

3.  The development of a security system based on several biometric measurements of an
individual’s profile information that is useful for the duration of the individual’s life.
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2. Different Attacks on Biometric Authentication Models

This section discusses the various biometric authentication model attacks that have
been launched. In the majority of cases, the primary goal of an attacker is to obtain sensitive
user data. To achieve their objectives, attackers rely heavily on the user information
obtained during authentication. This can be accomplished through a variety of techniques,
such as monitoring, brute force, guesswork, and shoulder surfing [28]. In this type of attack,
the perpetrator intercepts communications between a user’s phone and mobile software
servers in order to obtain sensitive information, such as a PIN or password, that could
be used to access the system. In order to gain access to the system, attackers may also
use replay attacks, in which they record and reproduce the biometric data of a legitimate
user [33].

The brute-force attack method (also known as a password-guessing attack) is fre-
quently used in hacking [33,34], despite the fact that there are numerous other attack
methods. An attacker employs a brute-force attack when he or she repeatedly attempts
every possible combination of characters to guess a password. An adversary gained access
to T-server Mobile and databases by using a brute-force logon technique [35]. Attackers
also use deception assaults, in which they construct a false biometric sample that is similar
enough to the real one to fool the system into granting access [36]. It is also essential to note
that biometric systems are susceptible to social engineering attacks, in which a perpetrator
manipulates or fools a user into divulging sensitive information.

Numerous attacks have been implemented [33], some of which have successfully
passed the authentication process as if they were authentic authenticated users; as a result,
security measures are being strengthened to protect these operations. As a result, in the
first line of defense, every system must be more precise and possess more robust entropy
authentication. Clearly, this is the case. Table 3 displays several framework schemes for
authentication architectures.

Table 3. Frameworks simplify authentication scheme selection.

Article Title Description

There are three primary guidelines that all
multimedia systems must follow to security:
(1) ease of use and (2) simplicity, and

(3) cost-effectiveness is a priority for

the platform.

Kontun: A Framework for recommendation of
authentication schemes and methods [37]

Review touch-dynamics-based behavioral
biometrics in terms of (1) usability and its
impact on (2) authentication performance,
including the (3) modalities of user
involvement, the (4) quantity of enrollment
data needed, (5) algorithmic performance
accuracy, and (6) energy consumption.

Touch-dynamics based Behavioral Biometrics
on Mobile Devices—

A Review from a Usability and Performance
Perspective [38]

Thorough analysis of authentication methods

that combine two or more authentication
Multi-Factor Authentication: processes should increase (1) user verification
A Survey [39] security. These systems intelligently combine

(2) knowledge, (3) biometrics, and

(4) ownership.

According to the research presented in Table 2, an efficient authentication system
should offer a high level of security performance while also being simple, user-friendly,
and cost-effective. Moreover, mobile-authentication techniques typically employ at least
two-factor authentication for the heightened protection of users’ sensitive data.
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3. System Model

The proposed method uses mobile devices with an application deployed to capture
the personal characteristics of the users. Figure 1 demonstrates that the system consists of
additional processes, such as personal characteristic capture (data collection and enrollment
phase) and the user authentication phase, which consists of data preprocessing, feature
extraction, classification, and validation.

-

|| I

: : . |
Typing with ||

Data ; Features
: | .. |
FrofiiciDatr —> Cleaning JJ) Data Selection gy Extraction -

[

I |

Name, Sumame, L Data Preprocessing and Feature Extraction !

Email, Telephone

Personal Characteristic
Capturing

Database

Figure 1. Architecture of the enrolment stage.

The method allows users to input their confidential information, such as their name,
last name, email address, and mobile phone number, since this information is unique to each
individual. The users are anticipated to be most proficient at entering their own confidential
information. Therefore, the typing characteristics of each individual’s information can be
used for validation. The data was stored on a private, secure cloud server, and access to
the data was rigorously regulated to ensure that it was only used for the study’s purposes.
Before being stored, the data was encrypted, and only authorized personnel had access to
the data.

Adversary Model

This section discusses the adversary’s characteristics in relation to this work. The main
objective of adversaries is to acquire sensitive user information. In order to achieve their
objective, as depicted in Figure 2, the adversary attempts to acquire the user’s information
during the authentication data entry procedure. This can be accomplished through a variety
of techniques, including eavesdropping, brute force, guesswork, and shoulder surfing. In
order to obtain access to the system, the adversaries may also employ replay attacks, in
which they record and reproduce the biometric data of a legitimate user. They may employ
deception attacks, in which they generate a biometric sample that is sufficiently similar
to the real one to fool the system into granting access. However, it is assumed that the
adversary cannot manipulate or compromise the storage server or database.
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Figure 2. Attack model on the proposed biometric system.

/

4. Proposed System and Methodology Used

The proposed model consists of the front end of a web-based mobile application that
employs a self-implemented keyboard that mimics the touchscreen keyboard found on iOS
devices. Based on Figure 3, the application enables users to type their profile information
accurately and in a manner that is familiar to them, emulating their typical smartphone
typing behavior. The application is utilized during both the data collection/enrollment and
user authentication phases. These phases were integral to the proposed model and will be
discussed in detail in the following sections.

General information

Gender @® male

© female

Age ®10-25
©26-40
O 4160

© More than 60

Education
level
Occupation ======= Please specily ======
Posture
(while
doing the
exam)

======= Please specify ======

Start over confirm

Name-Surname Email Phone number
Start over confirm Start over confirm Start over confirm
[ | =] —
v
giwle|r|tlylulijolpllafwlelr|tiylulilolp g w e r ti iy u i o p
als|dlflagln]ifk]|! alsldlflagln|ifx]! alsjdfflghfjijk]!
. z|x|e|v|bin|m . z|ixje]v|b|n|m . . z x ¢ v b n/'m .

Figure 3. Web-based mobile application for user data entry.
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4.1. Data Collection and Enrollment Phase

In this research, 45 third-year undergraduate Computer Science students from the
Faculty of Science at Chulalongkorn University were chosen, as they are all conversant with
technology and use contemporary smartphones. Consent was obtained from all students
(subjects) who participated in the study. Consequently, these subjects have all consented
to participate in this phase of data collection. This phase focused on obtaining biometric
factors for the authentication classification system that are efficient and indestructible.
The iPhone 7 was used for the data collection phase of this study due to its popularity
among the study participants, its screen size of 4.7 inches (60.9 cm?), and its advanced
features, including a light sensor, proximity sensor, accelerometer, barometer, gyroscope,
and multi-touch display with in-plane switching (IPS) technology.

The web-based application was initially installed on the participants’ devices. Initial
consideration was given to factors that are intimately associated with the participant’s
entire life and with which they are very familiar. These variables include their first and
surname, email address, phone number, and gender. Each participant is required to input
these attributes ten times, along with additional information such as age range, level of
education, and posture, via the application interface on their respective devices. The data
collection period spans ten (10) working days, during which participants interact with a
web-based application.

The entered data, including timing keystroke values and other characteristics, were
saved in a MySQL database that serves as the application’s infrastructure. Each type of
data is stored in separate tables within a MySQL database. Within each table, individual
characters and their related data are recorded as single separate record. For example, if
the sample name is “sam”, it is recorded in the format “s, a, m”, along with other relevant
information such as fingertip and finger pressure. A private cloud system was used to store
the data, ensuring its security and accessibility for further analysis, as depicted in Figure 4.

personal data
personal data

web application <—veb application

Internet Cloud System

repeat 10 times
Figure 4. Data collection and enrollment process.

4.2. User Authentication Phase

To achieve the authentication process of an arbitrary access requesting user, the system
using the web-based mobile application will instruct the user to enter his identical personal
profile. With this, the data will be further processed for authentication. The captured
dataset was used to calculate the training and testing ratios, which were 75 percent and
25 percent, respectively. The following subsections discuss all the relevant steps needed for
the captured data to be processed for authentication.

4.2.1. Data Preprocessing and Feature Extraction

As soon as all participant data had been compiled, outliers, missing values, and
incomplete records were removed. After removing special characters such as interword
spaces, the texts were entered into the database. Example: sample@yahoo.com becomes
“sampleyahoocom” To eradicate outliers, the empirical method with a 95% confidence level
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was utilized. Therefore, valid data had to be within two standard deviations of the mean
(mean plus or minus two std). As each character was recorded as a separate record in a
database table, the time boundary for each character was calculated and used to remove
all outliers. For the execution phase, only the 10 most frequent alphabets were chosen.
During this stage, all keystroke characteristics, including dwell time, latency time, interval
time, flight time, and up to up time, were calculated as given in Figure 5. In the realm of
keystroke dynamics, a range of features are derived to capture distinct aspects of typing
behavior. These features are calculated using specific formulas, as exemplified in Figure 5.
The figure visually demonstrates the interconnections between different variables and
elucidates the computational process.

(a) Dwell Time: Dwell time represents the time interval between pressing and releasing a
key.

(b) Interval Time: Interval time measures the duration between consecutive key presses.

(c) Latency Time: Latency time denotes the delay between pressing a key and the display
of the corresponding character on the screen.

(d) Flight Time: Flight time quantifies the duration between releasing one key and press-
ing the next key.

(e) Up to Up Time: Up to up time captures the duration between releasing one key and
releasing the subsequent key.

Although numerous factors were extracted from the input data, only a few could
be used to uniquely identify an individual. Thus, statistical evidence was necessary to
optimize the number of relevant factors. The following is a discussion of the statistical
analysis methodology that was utilized.

Py Ry P, R,
A
\/ \/
)
Key 1 Key 2
\_ Yy, \_ Time (ms) >
- > Dwell time (D7) Dt= R, —P;
D > Interval time (/7) It= P, — Ry
R S S > Latency time (Zz) Lt= R, —P;
TR S— > Flight time (F7) Ft=P,—P,
- - > Up to up time (U7) Ut= R, — P

Figure 5. Illustrations of keystroke feature and formulas. P = press, R = release.
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4.2.2. Statistical Analysis

After acquiring a clean data set via the outlier reduction procedure, statistical analysis
was conducted to determine the impact variables for all time values collected while par-
ticipants entered data. Two independent tests, a completely randomized design, and an
ANOVA were used to determine the effects of the factors on the keystroke characteristics.
In these two methods of analysis, the observation values were keystroke characteristics
such as dwell duration, interval time, up-to-up time, etc., while the factors were gender
(since our participants consisted of both men and women) and fingertip area.

Consequently, based on the selected observation values, gender and fingertip regions
are potential factors that can influence keystroke characteristics that contribute to an
individual’s unique personality. This is because males typically press harder on the screen
than women; therefore, the finger pressure area or fingertip area of a man’s typing will be
larger than that of a woman’s typing. Likewise, fingers that press firmly tend to rise more
slowly than those that press lightly. Thus, all keystroke characteristics are associated with a
slow lifting speed. Since all keystroke characteristics are observation variables, and their
values are typically influenced by gender and finger pressure, which affect the fingertip
region, it is presumed that the significant factors are gender and fingertip size. Hence, the
following hypotheses were drawn:

Hypothesis 1 (H1). There is a significant difference in mean values of keystroke features between
males and females.

Hypothesis 2 (H2). There is at least one significant difference in a keystroke mean from other
keystroke means when the fingertips areas are different.

Proof: After the data was collected, all outliers and missing data were eliminated using
an empirical rule. The datasets were then checked for normal distribution using the
Kolmogorov-Smirnov test with a 95% confidence level. As every p-value was equal to zero,
which was less than the significance level, the results revealed that there was no normal
distribution of all data factors. Thus, all tests were required to be non-parametric as a result.
Consequently, the Mann-Whitney U test was performed to distinguish the effect of genders
on all keystroke features. The results showed that gender affected the dwell time, interval
time, latency time, flight time, and up-to-up time, with a confidence level of 95%, because
all the p-values were equal to 0.00. So, the mean values of dwell time, interval time, latency
time, flight time, and up-to-up time between males and females were significantly different.
Moreover, since the fingertips contain more than one specific size, the comparisons for
classifying the different effects of various sizes of fingertips on keystroke features had to be
analyzed using the Kruskal-Wallis test. The analysis results showed that the size of the
finger-tips significantly affected at least the mean of one of the following values: dwell
time, latency time, flight time, up-to-up time, and finger pressure. All p-values for these
tests were zero, which was less than the significant level. Therefore, it can be concluded
that there is a significant difference between the mean values of keystroke features between
males and females, and there is at least one significant difference of a keystroke mean from
other keystroke means when the fingertips areas are different. []
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4.2.3. Classification and Validation

It is important to recall that the purpose of this work was to identify authorized or
unauthorized individuals based on specific factors. Thus, it was determined that a decision
tree model is adequate for authentication classification, but it may lead to underfitting
and overfitting. As a result, a decision tree model referred to as Gradient-boosted trees
(GBT) [40] was chosen as the classification model in order to both improve the fragrance
and address the challenges. By minimizing previous tree errors, these trees transform poor
learners into strong ones, ensuring nearly flawless performance. Gradient-boosted trees
can be used to generate predictive models for regression and classification problems, where
each successive tree enhances the accuracy of the preceding tree.

Therefore, the GBT mechanism was used to process the authentication classification
model. The one-for-all strategy was employed, which is a training procedure for binary
classification in which one class represents positive samples and the remainder represent
negative samples [41]. The training was also set to split each dataset into 75% training
set and 25% testing set. RapidMiner version 9.7 was used to execute the algorithm on a
MacBook Pro with a dual-core Intel Core i5 processor and 8 GB of RAM by inputting the
parameters from the selected factors (gender and fingertip area). The model’s performance
metrics consist of accuracy, precision, and recall. The metric relationships were used to
determine the suitability and accuracy of the access-requesting user authentication factors.
In other words, a particular user is considered relevant and authentic if the returned
performance metrics have average values that are close to 100 percent. The results reveal, in
the order obtained, the performance of the testing model and user model template based on
the sample type. The user model template refers to a pre-established framework designed
to systematically organize and arrange user-related data inside a categorization model. The
dataset comprises input characteristics and their matching output labels, which are used for
prediction purposes. In the proposed authentication categorization system, the template
incorporates various keystroke dynamics data such as dwell time, flight time, latency time,
interval time, and others. The output label indicates the authentication status of the user.
The user model template functions as a framework for training the classification model and
generating predictions for new user data. This allows the model to acquire knowledge from
past data and apply patterns to effectively categorize new users, taking into account factors
such as keyboard behavior or other pertinent aspects. Figure 6 depicts the authentication
phase procedures for users. Figure 7 summarizes the overarching operational principle of
the proposed model. It describes the flow of the entire model operation, from data collection
and enrollment to user authentication/validation procedures, which, when implemented
correctly, allow for effective user authentications.

—> OO0
Trairﬂaset
75% Model [Traning

User Model
Template

IS
Gage _
Database I

—>
Testﬂmset

25% Classltier
Model

Performance

Figure 6. Classification model stage.
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Data collection and enrollment
N User
Start User User behavioral characteristic
enrollment capturing Database
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Data preprocessing & Feature extraction
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Keystrokes & Times

Statistical |, Users
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= s
A

Classification & Validation process
Data, M
separation
—J‘ 75% | 35%

|
- D
Data traing | Traing Testing
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process
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process
Authentication decision making
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Figure 7. Overall working principle of the proposed model.

5. Experimental Setup and Performance Metrics
The proposed was implemented using RapidMiner version 9.7 and RapidMiner v6,

which are data science platforms that provide a graphical user interface (GUI) for building
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and executing machine learning workflows. A web-based application was developed using
PHP and JavaScript to collect personal data from the participants. The data were entered
using the touchscreen keyboard, and the entered keystrokes and related features were
stored in a MySQL database for further analysis and processing. This application was
loaded and run on an iOS-based smartphone. The Gradient Boosted Trees algorithm was
used as the classifier for training the data of users. It is a machine learning algorithm that
combines multiple weak predictive models (decision trees) to create a strong predictive
model. An empirical approach was employed with a 95% confidence level during data
cleaning, which involved eliminating outliers, missing values, special characters or spaces,
and incomplete records from the dataset. In addition, the following parameter settings
were adopted in the experiments:

1.  This experiment’s intended audience consisted of individuals who regularly use
smartphones. To prevent bias in the evaluation procedure, the sample was selected at
random under strict control conditions.

2. To safeguard the participants’ confidential information, pseudonyms were used in
lieu of their actual identities.

3. The data capture process involved using mobile devices, specifically the iPhone 7,
which has a touchscreen and additional sensors such as a light sensor, proximity
sensor, accelerometer, barometer, and gyroscope. The choice of this device was based
on its widespread use and intermediate screen size.

4. A total number of 45 participants (i.e., N = 45) were considered based on Yamane’s
equation [42], n = ﬁ, which was used to calculate the required sample size
n. Hence, a sample size of 31 was necessary for an error of 0.1. This condition was
satisfied because there were 38 volunteers for the experiment.

5. Each participant was instructed to enter their personal information, including their
name, surname, email address, and mobile phone number, using the touchscreen
keyboard of the mobile device. All participants were instructed to sit while they were
entering their data via the smartphone’s touchscreen, ensuring that there was no
environmental variation. This data-entry process was performed ten times over the
course of ten days to capture consistent typing patterns.

6. The entered data, including the timing keystroke values and other features, were
stored in a MySQL database. Each keystroke, along with its associated data, was
recorded as a separate record in the database. The data was stored on a private cloud
system, ensuring its security and accessibility for further analysis.

7. Each data was picked and split into 2 datasets: these were the training set, 75%, and
testing set, 25%, as depicted in Figure 6. This process is essential to evaluate the
model’s generalization performance on unseen data. So, comprising 25% of the data
is to provide an unbiased assessment of the model’s performance on unseen instances
and evaluate its generalization capabilities. It helps validate the model’s accuracy and
effectiveness beyond the specific user or data it was trained on.

8. Each user’s separate classification model was trained individually for 290.79 millisec-
onds on average. This means that a specific model was created and trained for each
individual user based on their unique data and characteristics. The target variables
used for training and validation depended on the specific classification task and the
goal of the model. In the given context, the target variable would be whether the
input data corresponds to the genuine user or an imposter. The model was trained
to predict this target variable based on the input features such as gender, fingertip,
finger pressure, dwell time, flight time, interval time, latency time, and up-to-up time.

In this work, the following performance metrics were used to evaluate the proposed
user authentication system. The optimal values for accuracy, precision and recall in this
work were 100%, while the worst value was 0%.

1. Accuracy: Accuracy measures the overall correctness of the authentication system in
correctly identifying the genuine user and detecting potential attacks. It is calculated
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as the ratio of the correctly classified instances to the total number of instances. It is
given as the ratio (tp + tn)/(tp + tn + fp+ fn). In this, tp, tn, fp, fn are the number
of true positives, true negatives, false positives and false negatives, respectively.
Precision: Precision measures the proportion of correctly identified genuine users
among all instances classified as genuine. It provides insight into the system’s ability
to minimize false positives and accurately identify the legitimate user. It is given as
ratio tp/(tp + fp), where tp is the number of true positives and fp the number of
false positives.

The recall is, intuitively, the classifier’s capacity to identify all genuine users. The
recall is given as ratio tp/(tp + fn), where tp is the number of true positives and fn
the number of false negatives. The optimal value is 100%, while the worst value is 0%.
Attack Detection Accuracy: This metric specifically measures the accuracy of the sys-
tem in detecting and classifying attacks or imposters. It indicates how well the system
can differentiate between genuine users and unauthorized individuals attempting to
gain access.

The execution time: The execution time refers to the time it takes to train the user data
using the proposed authentication system.

6. Results and Evaluation

This section presents the experimental results evaluating the performance of the
proposed model in terms of accuracy, precision, recall, attack detection accuracy, and
execution time. In this study, 38 actual users were used to evaluate the identification
effectiveness of the proposed model in terms of accuracy, precision, recall, and execution
latency. Similarly, we compared the experimental results of the proposed model’s attack
detection accuracy to that of the benchmark. The purpose of this study is to evaluate how
well the proposed model identifies malicious users.

6.1. Accuracy, Precision, Recall and Execution Time Evaluation Results

Figure 8 depicts the experimental outcomes generated by the proposed model with re-
spect to accuracy, precision, and recall. The experimental results indicate that the proposed
model can authenticate all users with an average accuracy of 97.59 percent across all users.
Similarly, the authentication process also achieved an average precision of 97.62 percent
and an average recall of 99.97 percent across all users. The proposed authentication system
can be used to validate all users with an excellent performance of high values of accuracy,

precision, and recall. The system is able to accurately classify and authenticate users based
on their input data, as demonstrated by these results.

user37
user38

Participating users

M accuracy precision Mrecall

Figure 8. The accuracy, precision and recall values per user.
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This model’s execution latency was proportional to its average computing cost. The
average execution latency of the proposed model is depicted in Figure 9. The Gradient
Boosted Tree significantly reduced latency in the proposed model. In addition, as the
number of participants increased, the model’s latency variation was minimal. According to
Figure 9, which displays the total average time values for each user, the total time required
by each user ranged from 61 to 618 milliseconds, while the average time for all users was
290.79 milliseconds. With a value of 290.79 milliseconds, the average time required by the
model to complete the authentication procedure was consistent. This indicates that users
require a comparable quantity of time, on average, for the completion of the authentication
procedure.
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Figure 9. Average execution latency per user.

6.2. Attack Detection Accuracy Evaluation Results

In this section, we compare the attack detection accuracy of the proposed GBT-based
mode to that of one of the most analogous existing Support Vector Machine (SVM)-based
models [43]. Based on its context and the fact that it is contemporary and comparable
to our proposed model, the approach in [43] was regarded as the considered benchmark
model in this study. Both models were evaluated using 10%, 20%, 30%, 40%, and 50% of
malicious users to determine their ability to detect malicious users (attacks) in the system.
The purpose of this comparison was to assess the accuracy of both models in identifying
malicious users based on their typing patterns, including typing speed, key press duration,
and force applied to the keys.

It is evident from Figure 10 that both approaches exhibited strong performance in
identifying malicious individuals, with a high detection accuracy in all scenarios. However,
their efficacy varied significantly as the proportion of malicious users rose.

e  Both approaches exhibited high detection accuracy at 10% malicious users, with the
proposed model achieving 97.79% and the benchmark model achieving 96.24%. The
proposed model performed marginally better in this scenario.

e  When the percentage of malicious users reached 20%, the accuracy of both models re-
mained relatively high. However, the proposed method achieved a detection accuracy
of 95.33%, while the benchmark model achieved a detection accuracy of 95.09%.

e At 30% malicious users, the proposed model maintained a high detection accuracy
of 94.86% whereas the benchmark model demonstrated a slightly reduced accuracy
of 91.76%.

e  Similarly, the proposed model outperformed the benchmark model at 40% and 50%
malicious users, achieving detection accuracies of 94.45% and 92.48%, respectively,
whereas the benchmark model achieved detection accuracies of 91.55% and 90.99%,
respectively.
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Figure 10. Attack detection accuracy with increasing malicious users.

Both approaches are capable of detecting dishonest participants during user authenti-
cation. Nevertheless, the proposed method consistently demonstrated greater detection
accuracy than the benchmark model across all levels of malicious users. Due to its supe-
rior performance in precisely identifying malicious users, the proposed model could be
regarded a preferred approach for fraud detection during user authentication based on
the results.

7. Comparative Analysis with Other Similar Related Works

According to Table 4, the majority of biometrics methods degrade over time, particu-
larly biometric factors such as gait detectors, touch gestures, voice, iris, fingerprint, and
teeth. Some extant methods, such as analyzing a person’s walking gait, rely on the individ-
ual’s skill, as people of various ages walk with distinct patterns. However, the function
of the device must capture the walking pattern. Consequently, the walking gait cannot be
recorded if a mobile gait application is not installed on the device. The user’s interaction
patterns while using a mobile smartphone served as an indicator for the behavior profiling
procedure. This method is categorized as numerous biometrics, does not degrade over time,
and is device-independent because it relies primarily on characteristics that vary little from
day to day. Nonetheless, the frequency with which a smartphone is utilized may change
when engaging software is installed or as the user’s proficiency increases. The proposed
model, on the other hand, employs multiple biometrics that are stable over a person’s
lifespan, device-independent, and based on an individual skill that cannot be imitated.
Table 4 compares existing biometric authentication techniques with the proposed approach.
The following subsections provide further categorizations for the comparative analysis.
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Table 4. Differences between the proposed method and some existing methods.

. . . . Non- Device Individual-
Factor Biometrics Single Multiple Degradation  Independent Skill Performance
Keystroke dynamics [8] P 97.00%
Gait detection [9] P 98.79%
Touch gestures [10] P 74.97%
Behavior profiling [11] P P P 98.50%
Keystroke dynamics o
(Unique keypad on smartphone) [12] P 89.99%
Iris and Fingerprint [13] P 95.00%
Fingerprint, iris, and palm print [14] p 94.54%
Touch dynamics [15] P 97.1%
ECG, finger vein [16] P EER 0.12%
Motion and hold posture [17] P 97.00%
Keystroke, swipe dynamics [18] P 94.26%
Keystroke, mobile sensors [19] P 97.15%
Proposed method P p P P 97.59%
7.1. Biometric Entropy-Based
Entropy is an essential parameter for biometric authentication systems, as it quantifies
the randomness or uniqueness of biometric characteristics such as fingerprints and retinal
scans. A high measure of entropy indicates a greater level of security. Table 5 displays the
entropy measurements for various authentication factors. The proposed method adopted a
mechanism that employs appropriate security factors based on each individual’s profile and
where the maximum level of authentication protection can be attained, thereby achieving
an incontestable higher entropy authentication. On the basis of the previously presented
findings, it can be confirmed that the proposed approach outperformed other prior studies
in terms of the appropriate security factors.
Table 5. The entropy measurements for different authentication factors.
Ref. Authlf;ctti::tion Number of Digits Characters Dataset Entropy (Bits)
d Numerical Eodko new,YC}SlDN,
PIN 4-digit ockyou, Yahoo 8.41
Wang D [44] 1g1 characters (to ta1y3. 4M)
N ical Dodonew, CSDN,
PIN 6-digit charactors Rockyou, Yahoo 13.21
(total 6.4 M)
lowercase alphabet 14 datasets
Wang D [45] Password 6-digit and 10-digit  characters (total 113.3 M) 20-22
and numbers
ICE (High quality _
Sutcu Y [46] Iris set—374 iris, 8.9-10,
8.9-10 bits
10 samples each)
. . VERA (220 fingers,
Krivokuca V [47] Finger Vein two samples cach) 42132
UTEVP (360 fingers, 18.9-19.5
four images each)
Inthavisas et al. [48] Combipe password 18-30
and voice
The proposed method Keystroke 10-digit PIN 38 samples 51.7
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According to Table 6, the behavior profiling scheme, which monitors user behavior
with a 98.3% accuracy rate, is relatively simple to implement and requires a smartphone.
Users may require time to adapt to the monitoring, and implementation may necessitate
development resources. The keystroke and mobile sensor scheme passively monitor user
interaction with the device with a high degree of accuracy (96.47%). However, it requires ex-
plicit user interaction and may require time for users to master correct typing. The proposed
method, which is based on the dynamics of keystroke biometrics, has distinct advantages,
such as its reliance on unique and stable personal information such as name, surname,
email address, and telephone number. It does not rely on the functionality of mobile
phones, making it less susceptible to attack. The verification mechanism approach based
on a mobile touchscreen could be a potential solution for high-precision authentication.

Table 6. Comparison of biometric authentication schemes: behavior profiling, keystroke and mobile

sensor, and the proposed method.

Category

Criterion

Behavior Profiling [11]

Keystroke, Mobile
Sensors [19]

Proposed Method

Usability

Security

Costs

Others

Ease of use

Ease of learning

Need of using a device
Method'’s reliability

Importance of security

Resistance to
well-known attacks

Implementation costs
Costs per user

Server compatibility

Need of acquiring
licenses

Available technologies

Client’s requirements

Application context

Norms and legislation

High (does not require
explicit user interaction)

Medium (user may need
time to adjust to the
monitoring)

High (requires a
smartphone)

High (98.3% accuracy)
High (continuously
monitors user behavior)

High (relies on
smartphone data)

Medium (may require
development resources)
Low (minimal additional
costs for users)
N/A (occurs on the
smartphone)

Low (minimal licensing
requirements)
High (utilizes
smartphone data)
Medium (user may need
to adjust behavior)

Medium (may be limited
to certain types of
applications)

Low (minimal
legal restrictions)

Low (requires explicit
user interaction)

Low (user may need to
learn to type correctly)

High (requires a

smartphone)

High (96.47% accuracy)
High (passively monitors
user behavior)

Low (keystroke
dynamics can be
easily replicated)
Medium (may require
development resources)
Low (minimal additional
costs for users)
N/A (occurs on the
smartphone)

Low (minimal licensing
requirements)
High (utilizes
smartphone sensors)
Low (user may need to
type correctly)

Medium (may be limited
to certain types of
applications)

Low (minimal
legal restrictions)

Low (requires explicit user
interaction to type
profile data)

Low (user may need to
learn to type profile
data correctly)
High (requires a
smartphone)

High (97.59% accuracy)
High (relies on personal
behavioral biometrics)

Low (keystroke dynamics
can be easily replicated)

Medium (may require
development resources)
Low (minimal additional
costs for users)
N/A (occurs on the
smartphone)

Low (minimal licensing
requirements)

Low (limited to
individual’s typing-skills)
Low (user may need to
type profile data correctly)
Low (may be limited to
certain types of
applications requiring
profile data input)
Low (minimal
legal restrictions)

7.2. Computational Cost-Based

As can be seen in Table 7, while [11] proposed using a user’s daily interactions with
their smartphone in conjunction with the values of keystroke dynamics, this approach
has the disadvantage of requiring an always-executable CPU, which can result in power
consumption on mobile devices if the owner uses the device for the authentication process
at all times. Moreover, the technique described in [19] is based on multi-facial biometrics
but requires the use of auxiliary hardware such as global positioning systems, accelerome-
ters, gyroscopes, magnetometers, linear accelerometers, gravity modalities, and rotation
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modalities. However, the proposed method takes into consideration how each user logs
in and necessitates no additional hardware or software CPU rate for every authentication
procedure. Therefore, the use of this technology has reduced the computational cost of
biometric sensors, which now require only a rudimentary keyboard to extract variables.
These are the most prevalent sensors found in smartphones today. Table 7 presents a
comparison with existing authentication methods based on computational cost.

Table 7. Comparison with existing authentication methods based on computational cost.

Usablhfy Cost Effectiveness
Perspective
Methods Performance
User Cost to Extra Consume

Friendly Implement Equipment Space
Behavior o,
profiling [11] P P P 98.50%
Keystroke, mobile P P P 97.15%
sensors [19]
Proposed method P 97.59%

7.3. Security Based

The proposed method addresses prospective threats in biometric authentication sys-
tems, such as brute force, deception, and social engineering, in terms of security analysis.
It employs countermeasures including liveness detection and secure data-storage proce-
dures. This paper examined the method of liveness detection as a means of identifying
and detecting malicious users. The system is capable of authenticating the origin of a
biometric sample and its essential characteristics, including gender, fingertip details, finger
pressure, dwell time, flight time, interval time, latency time, and up-to-up time. The sys-
tem, thereafter, determines the authenticity of the user, distinguishing between genuine
individuals and potentially fraudulent or harmful entities, by using a selection of relevant
criteria for the authentication process. The method employs a high level of security while
remaining straightforward, user-friendly, and cost-effective. It also requires at least two-
factor authentication, ensuring the security of user data and reducing the likelihood of
unauthorized access.

Personal information is the most frequently entered data in all situations, including
mobile registration. Therefore, the owner is more likely to be familiar with certain per-
sonal information characters than others, resulting in varying typing durations. Therefore,
these details are distinct and cannot be duplicated by a potential adversary. However,
such features are absent from other extant approaches, making them susceptible to vul-
nerabilities and attacks. Thus, the proposed method seeks to provide a comprehensive
and secure biometric authentication system that addresses existing threats and flaws in
existing systems.

8. Discussions

Particularly in the context of smartphone utilization, user authentication is essential for
protecting the security and privacy of personal data. Traditional authentication techniques,
such as PINs and passwords, are insufficient to protect against unauthorized access and
malevolent attacks; therefore, it is essential to develop more dependable and sophisticated
authentication techniques. This research intends to address the limitations of conventional
authentication methods by proposing a novel method based on multi-biometric authentica-
tion utilizing behavioral biometrics. Utilizing physical and behavioral biometric factors
such as keystroke dynamics, touch gestures, and user interaction behavior, the proposed
system provides improved authentication reliability and accuracy.

Unique characteristics of the research include imitability, stability over time, and
a reliance on individual abilities. By incorporating multiple biometric modalities and
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personal behavioral characteristics, the proposed system overcomes the flaws of single-
factor authentication methods and provides a more robust and accurate authentication
process, thereby enhancing the overall security of smartphone usage.

This research distinguishes itself in several ways, including its holistic approach
to integrating physiological and behavioral biometric factors to create a comprehensive
multi-biometric authentication system. The system accomplishes a higher level of authen-
tication reliability and accuracy by incorporating a broad range of biometric modalities
and personal behavioral characteristics. In addition, the research focuses on the consis-
tency of authentication factors over time and individual skills, making it more resistant to
impersonation attacks and addressing the limitations of single biometric systems.

This research makes substantial contributions to the field of user authentication by
introducing a novel multi-biometric approach that overcomes the limitations of conven-
tional methods. Its exhaustive nature, emphasis on stability and individual skills, and
assimilation of multiple biometric factors make it superior and innovative in comparison
to existing cloud storage authentication and biometrics research works.

9. Conclusions

This research proposes time-stable factors for the development of an authentication
classification model to safeguard the system’s dependability. This research identified the
supported factors of gender and the finger features, including the fingertip, based on this
objective. The biometrics of keystroke dynamics were derived from the typing technique,
which corresponds to the cadence of keystrokes. The keystroke cadence can then be used
as a unique template of the user’s personal information entry that cannot be imitated
by others. The values of the fingertip and finger features must be obtained only when
the proprietor enters their full name, last name, email address, and phone number. In
addition, an authentication classification model employing gradian boost tree running with
all prescribed factors obtained average accuracy, precision, and recall values of 97.59%,
97.62%, and 99.97%, respectively, with an average execution time of 290.79 mm:s.

The proposed technique for biometric authentication aims to mitigate the potential
security risks inherent in biometric systems. By implementing liveness detection, the
proposed method aids in preventing deceptive attacks and safeguarding sensitive user
data. In addition, the proposed method prioritizes user convenience, cost-effectiveness,
and simplicity while maintaining a high level of security. The proposed method provides
a secure and efficient means of authenticating users in the digital world of today by
combining advanced biometric techniques and stringent security measures.

10. Future Work

The next stage of this work is to determine the bare minimum of these factors for
an individual that can support the highest level of authentication detection, taking into
account the study’s findings about the top ten personal significant characters in terms of
frequency of typing and the different typing times. Furthermore, several authentication
strategies will be offered, making use of the forthcoming discoveries.
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