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Abstract: Organizational transformation for digitalization is a daily challenge for organizations.
Successful change can be defined as the combined result of a number of factors, in which the attitude,
trust and/or distrust of employees towards technology is of paramount importance. The aim of
this study was to explore which factors most influence employees’ trust in technology and how the
risk they pose can be mitigated. The quantitative research analyzed 473 respondents (Smart PLS3,
using SEM model) and came to the following conclusions. Employees’ trust in technology depends
primarily on the supportive role of management, and to a lesser extent on the digital readiness of
the company and the training provided in the organization. The supportive role of management is
a key element in the model, as it affects trust not only in a direct way, but also indirectly, through
several pathways in the model. This means that the supportive role of leadership is clearly a decisive
influence and its importance helps to assess the risk of trust or lack of trust.

Keywords: trust; digitalization; risk; leadership style; digital readiness; digital training

1. Introduction

Digitalization and the phenomenon of digital transformation are fundamentally chang-
ing the way businesses and organizations operate (Collin et al. 2015). While it is seen as a
major challenge for complex organizational change, the direction and depth of research in
the area of transformation has not yet yielded irrefutable results. To date, predicting the
impact of digital transformation remains uncertain, and there are conflicting and widely
divergent predictions. Therefore, their organizational adaptation involves a certain degree
of risk. There are new expectations for leaders of digital organizations, resulting in the need
for a new style of leadership, called e-leadership. E-leadership refers to leadership through
computer-mediated communication. (Wang and Torrisi-Steele 2017). Properly applied,
transformational driving has been the most studied area in the last two decades (Kouni et al.
2018), making it the most cited leadership style. In the case of transformational leadership
style, the leader uses his/her influence and enthusiasm to motivate his/her employees to
change the organization. Burns (1978) first proposed the concept of this leadership style in
1978. His main expectation was that both management and employees should mutually
contribute to the uplifting of each other and to improving morale and motivation. This
new leadership style goes hand in hand with the need to change the existing organizational
culture, which has been called e-culture/digital culture (Contreras et al. 2020). In general,
e-culture refers to the cumulative results of people’s creative activity and communication in
the context of the introduction of information technology, characterized by the creation of
free information space, virtual expression, remote technology, and the freedom of content
(Drigas and Pouliou 2013). Producing successful organizational operations under such
conditions is challenging and risky. The specificity of the modern era is that uncontrolled
technological development has taken hold and its consequences have caused a major de-
formation in the values of employees and managers and in all other segments of society.
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Although the concept of e-culture is still in its infancy, its emergence has a major impact
on the way organizations operate, on managerial behavior, and on the effects it has on
staff, since e-culture is nothing more than an expression of an information culture that
aims to make the firm a digital organization (Llopis et al. 2004). Both the characteristics
of e-leadership and e-culture can be associated with additional expectations that qualify
organizational functioning, such as VUCA, gemba, agility, and learning organization (Mack
and Khare 2016; Baran and Woznyj 2020; Romero et al. 2020; Soliman 2020). The impact of
all of these has a strong influence on successful organizational functioning under condi-
tions of digitalization. A prerequisite is the confidence of employees in using digitalization
technology and the identification of the factors that influence it.

Since the digital transformation of organizations (through e-leadership tools in e-
culture conditions) has a strong impact on the degree of operational risk, the aim of this
study was to explore which factors most influence employees’ trust in technology and how
the risk they pose can be mitigated. The two research questions were as follows:

RQ1: How do the factors that influence the risks of digital organizational function-
ing (the supportive role of leadership, training provided by the firm and current digital
organizational readiness) affect employees’ trust in technology?

RQ2: What is the most important factor that can reduce the risk of mistrust? In the
following chapters, after a theoretical overview (digitalization, modern management styles,
trust, risk), the research methodology and the results of the study are presented, followed
by a discussion and conclusions.

2. Theoretical Overview
2.1. Briefly about Digitisation

The Google search for “digitalization” returned 23,200,000 results in 0.54 s. This
number showed that it is a concept that is becoming increasingly popular in everyday
life. In the context of the content of the study, a search on the terms “digitalization and
leadership” yields almost the same number of hits, 23,300,000 (0.53 s). This value indicates
the popularity of the terms in professional fields. Digitalization has received more attention
mainly in the field of information systems research, but nowadays, the impact of the
technological dimension on business and human resources is also being studied in the
field of management science (Van Laar et al. 2018). In terms of the number of scientific
articles, the latter category yielded 19,600 hits in 0.03 s. It is therefore indisputable that
this is a subject that demonstrates the wide interest of researchers and scientists. Previous
research has found that digitalization is a transformation rather than a technological
challenge (Kane et al. 2015). Digital transformation is permanently transforming companies
in terms of strategy, work processes and employment (Blanka et al. 2022). The concept
of digital transformation is described by different definitions in the literature. Among
these, we have chosen the definition of the consultancy i-SCOOP (2016) to theoretically
ground our study. “Digital transformation is the profound transformation of business and
organizational activities, processes, competencies, and models to fully leverage the changes
and opportunities of a mix of digital technologies and their accelerating impact across
society in a strategic and prioritized way, with present and future shifts in mind.” For
organizations in the business world, digital transformation also involves the development
of new business models and rules, both externally and internally. An effective digital
transformation program requires the development of digital skills in different areas of
the organization (Westerman et al. 2012). In this sense, digital leaders are of paramount
importance in the implementation of digital transformation programs, as they consider
digitization as an integral part of business operations and develop a digital mindset to
integrate information technology (IT) into the firm’s business strategy (Sia et al. 2016;
Benitez et al. 2022). Consequently, such activities lead to a transformation of the corporate
structure or key business functions and processes (Verhoef et al. 2021).

Big data, 5G, artificial intelligence, blockchain, robots, drones, etc. may not sound
foreign; however, the range of terms is a hallmark of the challenges facing organizations.
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Businesses have faced many challenges in integrating new technologies, and as a result,
the importance of information technology (IT) and information systems (IS) has been
widely researched, as the impact of IT integration on all business dimensions is increasing
(Martínez-Caro et al. 2020). As a result of Industry 4.0, digitalization and the demands
that come with it are knocking on the door of executives every day. It is hard to get
your bearings and find the tools to help solve real problems. Digital development means
different things to different businesses (Carlson 2018). Sometimes it is just about optimizing
workflows with IT tools, but often it is also about a complex change in operating models.
The fear of digitalization and IT, which is sometimes age-specific, stems from uncertainty
and is a serious risk factor. Therefore, managers have a role to play in knowledge transfer,
awareness-raising, and attitude-shaping. It is key for leaders to develop an organizational
culture that inspires and supports change and the emergence of new and innovative
solutions (Paul 2019). The almost unanimous conclusion of international research is that
the widespread adoption of digital technologies by businesses has significant added value,
improving the competitiveness of businesses and hence the economy as a whole (Soomro
et al. 2020; Gfrerer et al. 2021).

2.2. The Importance of Leadership

In order to ensure that the changes brought about by digitalization are smoothly imple-
mented in the organization, and that employees are confident and open to the acquisition
and application of the skills required by new technologies, a leadership style and behavior
is needed that can create the conditions for meeting these expectations.

Leadership, as in the literature on leadership styles, is an area of science with a wide
range of research opportunities and a rich literature (Jackson and Parry 2011; Schein 2010;
Yukl 2013; Filep 2018). In recent years, research has focused primarily on the personality
traits of leaders (Özbağ 2016; Durante 2017), while previously, research has focused on
organizational behavior (Blanchard 2008; Northouse 2007; Gordon 2008; Levine 2007),
contingency-based leadership, and context-based adaptive practices (Blanchard et al. 2013).
Accelerating development and its consequences has brought complex leadership research
to the fore. As a result, the study of values-based leadership has come to the forefront of
research on organizations in a changing world, together with complementary strands of
transformational and authentic leadership (Bass and Riggio 2006; Copeland 2014; Durante
2017). With digitalization and the emergence of e-leadership, the need for a leadership
behavior that helps employees to adapt, be open, and receptive to the challenges brought
by digital technology has emerged. Such qualities are the characteristics of value-based
leadership (VBL), which is a major trend in contemporary leadership (Bass and Riggio
2006; Nichols 2016; Shahzad et al. 2021). Since its emergence, VBL has evolved alongside
a number of parallel trends, such as “Servant Leadership” (Eva et al. 2019; Gandolfi and
Stone 2018), “Connective leadership” (Kezar and Wheaton 2017; Lipman-Blumen 2017),
and “Contextual leadership” (Parra-Cardona et al. 2021). Two of the most dominant VBLs
are transformational leadership (Klaic et al. 2020) and authentic leadership (Pioli et al.
2020; Maziero et al. 2020), so we focus on these in the following. Key characteristics of
value-based leadership (O’Toole 1995).

• Integrity: a commitment to what is morally right and towards equality, the empower-
ment of people, and a motivation to act.

• Trust: the aspirations and values of the staff are the essence, the leader becomes the
bearer of these. Trust in each other (leader vs. employee and vice versa) strengthens
the team.

• Listening: a leader who listens to his followers or members of the organization and
understands the wishes of his organization.

• Respecting followers: good leadership is more like teaching than commanding. A
leader is both a teacher and an empowerer, encouraging members to follow certain
values. Leadership is about leading together.
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The above characteristics, for the purposes of our research, can be assessed in relation
to the kind of leadership behavior that digital transformation requires in the life of organi-
zations. In order to assess this correctly, nuanced versions of VBL—transformational and
authentic leadership—must also be weighed.

2.3. Transformational Leadership—A Source of New Ideas

A transformational leader sees the organization as a unit in which he or she inspires
and motivates change through persuasion and motivation (Yukl 2013; Andriani et al. 2018).
He is a change agent who defines the organizational reality through the articulation of a
vision and the generation of strategies to achieve it (Kouni et al. 2018). Transformational
leaders are also referred to as charismatic leaders because of their ability to motivate
their followers to achieve their organization’s goals. They inspire their employees to
achieve results beyond expectations. They give them autonomy, which allows them to
make their own decisions, provided they are properly trained. They also excel in conflict
management. They are well-versed in the wider business environment and are also role
models in the organization. The most typical characteristics of transformational leaders are
(Basham 2012):

• openness to new thinking;
• talent for broadening minds;
• commitment to active listening;
• tolerance for intelligent risks;
• willingness to accept responsibility;
• trust in team members;
• ability to inspire participation.

The four key components of transformational leadership are taken from the book
“Transformational Leadership” (Bass and Riggio 2006).

Intellectual stimulation—leaders stimulate staff effort and self-reflection by challeng-
ing creative and innovative assumptions without being critical or negative about their ideas.

Individual consideration—open the lines of communication so that employees can
freely share their ideas. They take on a teaching and learning role, while paying special
attention to the needs and wants of each individual, providing a safe environment for
continuous development.

Inspirational motivation—supporting staff to work with passion and motivation to
achieve goals. Leaders inspire and motivate in order to lift team spirit and challenge the
staff, while giving meaning and higher purpose to their work.

Idealized influence—they lead by example in the organization. Transformational
leaders work towards forms of idealized influence such as leading by example, optimism
and confidence, and a high level of a moral and ethical stance in their decision making.

These four “I’s” provide the basic philosophy of transformational leadership. They
help to distinguish it from similar styles of leadership philosophies, (e.g., visionary leader-
ship), and complement styles with opposite approaches (e.g., transactional leadership).

Together, these four components can be seen as the foundation of transformational
leadership, which is still a powerful and active concept today (Kakabadse 2011; Rogers
2016). Organizations led by this type of leader are generally successful and their members
are committed. Researchers have found that this leadership style has a positive impact on
the group and on the well-being of employees (Kouni et al. 2018; Klaic et al. 2020; Asbari
2020). Namely, for both trust and a sense of meaning, individual challenges serve the devel-
opment of employees, which positively affects employee well-being. The transformational
style of leadership can be highly effective when used appropriately, but it may not be the
best choice in all situations (Anwar 2016).

2.4. Authentic Leadership

Leadership consultant and academic Bill George, along with several scholars (Avolio
and Gardner 2005; Pioli et al. 2020), has articulated the need for leaders who lead with pur-
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pose, values, and integrity; leaders who build enduring organizations, who motivate their
employees to deliver excellent service and create long-term value. These expectations have
been linked to principles of positive psychology and the concept of ‘authentic leadership
development’ (ALD) has been coined (Copeland 2014). Authentic leaders must possess
intrinsic qualities that go beyond transformational and charismatic leadership. Combined
with the work of Gardner et al. (2005), a conceptual consensus has emerged on the four
qualities expected of authentic leaders (Walumbwa et al. 2008). These are:

Self-awareness: the leader strives to understand how to create meaningful interactions,
but is also able to assess their own shortcomings.

Relational transparency: the leader builds trust and shares feelings and thoughts,
openly sharing information with others.

Balanced processing: rigorous, objective data analysis is conducted before a decision is
reached. Ability to be objective, have an optimal self-assessment, and process relevant and
irrelevant information without making ignorant, exaggerated, or distorted assumptions.

Internalized moral perspective: refers to the leader’s ability to integrate self-regulatory
functions, guided by values and moral norms, as opposed to social pressures from the
group. Authentic leaders align their values with their intentions and actions.

As can be seen from the above, the expectations that are necessary for leaders to
support employees through appropriate communication, engagement, motivation, and
leading by example during the transition to a new situation make the transformational
leadership style the right choice. The need for the characteristics of a transformational
leader can be clearly explained in terms of openness to change, adoption of digitalization,
and acceptance of the development of digital solutions. Among the required attributes,
one should be prioritized, that of confidence. Building trust in the organizational culture,
building trust in the relationships between employees and with managers, and last but
not least, in the relationship between employees and technology. Leadership by example,
motivation, and good communication are prerequisites for building trust, but professional
preparation, knowledge, and training are also essential for the trusting, risk-free use
of technology.

2.5. Organisational and Digital Trust

Lack of trust is clearly a key challenge for organizations struggling to make the
transition to the digital age. Management generally sees and knows that new technology
will lead to better decisions, quality customer experience, and higher financial results. They
are also aware that machine learning is necessary if they are to remain competitive, agile,
and lean (Xu et al. 2014). The one thing that often holds organizations back from improving
is trust. Most leaders’ trust problems can be traced back to three main trust deficits: trust
in data, trust in analytical models, and trust in interpretive capabilities (Jensen et al. 2015;
Almarashdeh 2018; Salam 2017). A recent study (Siau and Wang 2018) showed that in
order to start changing the business model mindset of an organization, the first step is
to understand the need for trust. According to 76% of CEOs, employee trust is critical to
business competitiveness (Ejdys 2018). A total of 60% of organizations highlighted that
their biggest challenge in data management is “not finding relevant, value-added data”.
Before COVID-19, an estimated 30% of pharmaceutical products sold in emerging markets
were counterfeit. This data confirms that consumer goods supply chains need end-to-end
data transparency now more than ever. These problems can be avoided with the right
digitalization support (Carradore 2021).

2.6. The Risks of Digital Transformation and Lack of Trust

Organizations across all industries are at various stages of digital transformation,
connected to digital networks, and generating vast amounts of data, leading to the rapid
development of artificial intelligence (AI). This transformation is bringing major benefits
in many areas of the economy: increased productivity, reduced lead times, improved
working conditions, reduced turnover, more inspiring and higher value-added tasks, and a
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more balanced and varied workload (Salam 2017). However, the digital age also has its
downsides. The frequency and severity of cyber-attacks on companies, individuals, and
critical physical infrastructure are increasing. The amount of data that surrounds us all
(both as individuals and at the corporate level) is growing at such a rapid pace that it is
difficult to judge whether the information we are being exposed to is true or false. We live in
a very complex, chaotic world. Cyber-attacks and reservations about the reliability of online
data erode trust and pose risks to organizations in all areas (Ragulina et al. 2021; Iten et al.
2021). To overcome these challenges, organizations need to approach trust in new ways. In
the past, we have mainly talked about trust based on interpersonal relationships (Trust 1.0),
and then trust in governments, banks, and large corporations as intermediaries (Trust 2.0).
This is complemented by Trust 3.0, which is trust in distributed digital technologies (Gangel
2019). The areas and management options for the risks posed by digital transformation are
summarized in Table 1 below.

Table 1. Risk areas and their management options.

Domain Risk Treatment

Leadership Lack of competence Training

Organizational structure Inflexible, closed Culture shaping

Primary value-creating processes Preparedness imbalanced Catching up

Support and management processes Remain in the background
To consciously achieve rapid success(es) in
transformation, to root the foundations of a

culture of change

Common tasks Entrenched (bad) organizational routines
are difficult to change

Thoughtful process improvement, managed
change management

Rare tasks Unpreparedness Organize such tasks on a single platform

Organizational resistance Intellectual, but mostly emotional
resistance Managed change management

Process automation “Mule” solutions, with human
intervention Implement a fully digitized, automated process

Transformation of an organization Slow, inflexible Rethinking, streamlining the organization

Middle management level Capability gaps, disinterestedness Capability development or replacement

Digital capabilities Immature, uneven, unskilled Development, training

Source: own construction.

The table shows that risks can be reduced and/or eliminated through the right manage-
ment style, training, education, and upgrading of the digital readiness of the organization.
The characteristics and potential risks of the leadership styles and trust required by dig-
ital technology are summarized in Table 2. The same shades of grey indicate the same
requirements.

Digital skills are a prerequisite for digital confidence. Countries where digital skills
are lagging behind have the lowest levels of trust in technology. This is no coincidence,
because who would trust something they cannot use? However, this correlation provides an
opportunity to help build trust in technology by supporting skills acquisition (Ozlati 2012).
While there are also large differences between countries in this respect, Western economies
often struggle to address the problems of, for example, recruiting—and retaining—ICT
professionals (Ejdys et al. 2019).
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Table 2. Characteristics of leadership styles and the trust required by digital technology.

VBL (Value-Based Leadership)

Integrity Hearing Followers Respect

Trust

Attributes of a Transformational Leader Transformational Leadership Authentic Leadership Digital Technology Trust
Requirements

Risks of Inappropriate Leadership
Behavior (Style)

Openness to new thinking
Talent for broadening minds

Commitment to active listening
Tolerance for intelligent risks

Willingness to accept responsibility
Trust in team members Ability to inspire

Participation

Intellectual
stimulation Self-awareness Trust 1.0; 2.0; 3.0 Closed-mindedness due to mistrust,

lack of ideas,
lack of learning, under-qualification,

feeling pressured to work,
inappropriate working practices,

conflicts, inflexibility,
fear, confused vision

Individual
consideration Relationship transparency Digital

capability

Inspirational motivation Balanced processing Individual interest

Ideal effect Internalized moral
perspective Motivation

Source: own construction.
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In our practical research, we investigated the relationship between the elements of the
theoretical model supported by the literature (digital technology readiness—leadership
support, skills—competences, trust in technology). These factors have the greatest influence
on staff trust in technology and the risk of a lack of trust.

3. Research Methodology

To explore the relationships between latent variables and manifest variables, we used
the structural equation model (SEM), which allows simultaneous factor and regression
analysis. Considering the complexity of our model, the ordinal scales and the number of
elements in our sample, we chose the partial least squares (PLS) technique (Haenlein and
Kaplan 2004; Hair et al. 2011; Kazár 2014). Smart PLS 3 software was used to build the
model and perform the calculations. For PLS-SEM, the normal distribution of variables is
not a prerequisite, and the analysis can be used as an exploratory study, using parameter
estimation to determine the effects (Ringle et al. 2015).

PLS path analysis is a variance-based method where the full explained variance of the
dependent latent variables is maximized (Kazár 2014). During modeling, two parts need to
be separated, the external model and the internal model. The external model describes the
relationships between manifest variables and latent variables. The internal model identifies
causal relationships between latent variables. However, the estimates of the two models
are not made separately, but simultaneously.

In the first step, the values of the latent variables are approximated externally as a
linear combination of the corresponding manifest variables. In the second step, the internal
weights (path coefficients) are estimated for each latent variable. In the third step, the
values of the latent variables are approximated internally, using the external values of the
adjacent latent variables and the internal weight coefficients defined in the previous step.
Finally, the external weights are estimated (T. Nagy and Bernschütz 2017).

There is no global indicator to examine the fit of the whole model, therefore a two-step
procedure is proposed, in which the external model and the internal model are evaluated
separately (Chin et al. 2013). External models can be evaluated using various criteria,
which are presented in detail in Section 4.1 on the examined data. If the external model
is reliable and valid, the internal model can be evaluated. This includes, on the one hand,
the evaluation of the explained variance of the dependent (endogenous) latent variables,
which is measured by the coefficient of determination (R2) on the other hand, the estimated
standardized path coefficients (β coefficients). The latter can be performed using the results
of the bootstrap resampling procedure (Hair et al. 2022).

3.1. Data Collection

The data used in the analysis phase of the research was derived from a primary
source, an online questionnaire survey completed in the spring of 2021 by managers of
manufacturing companies in Hungary. To reach potential respondents, we used the Orbis
database, which contains business information on nearly 400 million companies and legal
entities worldwide. The filtering process took into account the location (the country under
study), the size of the company, and the sector to which the company belongs based on its
main activity (agriculture and livestock; mining; construction; food and tobacco products;
wood, furniture and paper products; printing and publishing; basic metals and fabricated
metal products; electronic and industrial products; computer hardware; chemical products
(rubber, plastics)). As a result, 36,062 companies were selected as potential respondents,
including an email address. The questionnaire was administered online via the Lime-
survey platform. The anonymous questionnaire consisted of closed questions that took
approximately 15–20 min to complete and covered the following topics:

• (I) introductory questions, perception and experience of digitalization (24 questions);
• (DT) digital toolbox: Industry 4.0 and its applications (26 questions);
• (HM) human–machine interface: trust and fear (19 questions);
• (LEA) the supportive role of leadership (9 questions);
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• (OC) organizational culture—learning organization (9 questions);
• (OR) data about the organization (11 questions).

3.2. The Sample

The survey yielded an evaluable sample of 1047 respondents, but not all questions
were required to be answered, and Likert-type questions were allowed to be marked “don’t
know” to avoid data bias and were treated as missing values in our analyses. This allowed
us to work with 473 respondents (n = 473) after data cleaning. These respondents provided
answers for all the variables used in our path analysis. Examining the data of the Hungarian
Central Statistical Office (KSH 2021), the sample can be considered limitedly representative
both in terms of the form of operation and the number of employees.

The general characteristics of the sample (Table 3) show that the respondents were
typically top-level leaders (71%), with a significantly smaller proportion of middle-level
(11.8%) and bottom-level (3.2%) leaders. The most common form of operation was the
limited liability company (79.9%), followed by the private limited company (10.4%) in
terms of frequency distribution. Half of the respondents work in a small enterprise (less
than 50 employees), while almost a third work in a medium (19.7%) or large enterprise
(10.1%). As general information on the organization was not required, a small percentage
of missing data was also provided.

Table 3. Characteristics of the sample.

Variable Number of Respondents
(Persons)

Distribution
(Percent)

Operational form

Ltd 378 79.9%

Limited liability company 16 3.4%

Public limited company 2 0.4%

Sole proprietor 5 1.1%

Closed joint stock company 49 10.4%

Open joint stock company 2 0.4%

Missing data 21 4.4%

Total 473 100.0%

Position

Top-level leaders 336 71.0%

Middle-level leaders 56 11.8%

Bottom-level leaders 15 3.2%

Intellectual staff 45 9.5%

Missing data 21 4.4%

Total 473 100.0%

Employees’ number

10 persons or less 66 14.0%

Between 11–50 persons 237 50.1%

Between 51–250 persons 93 19.7%

Above 250 persons 48 10.1%

Missing data 29 6.1%

Total 473 100.0%
Source: own construction.

3.3. Theoretical Model

The factors revealed in the theory were measured in the questionnaire with four-point
scales. A value of one indicates that the respondent does not agree with the statement at all,
while a value of four indicates that he/she fully agrees with the statement. In our model
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(Figure 1), we measured the supporting role of leadership (five items) with statements that
support the adoption of a new technology and are consistent with the characteristics of
transformational leadership. That is, the role of information (ideal effect), the possibility
of expressing employee opinions (individual consideration), the incorporation of new
ideas (intellectual stimulation), and the expression of personal development provided by
technology (inspirational motivation).

In the construction of training (four items), the different competence development and
technology-related training courses (whether standardized or customized) in the company
were considered. The digital readiness of companies (ten items) was measured by the level
of utilization of Industry 4.0 tools and applications related to manufacturing, logistics, and
AI. We hypothesized that these three factors, which are interrelated, influence workers’
trust in technology (4 items), as reflected in their openness to new technology and its impact
on workflow facilitation.
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Construction Item 
Standardized Fac-

tor Weight 
Average St.Dev 

The supporting role 
of leadership  

α = 0.873  
AVE = 0.664  
CR = 0.908 

Management explains to employees the importance of in-
troducing new technology. 

0.8464 2.63 0.869 
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seek the opinion of the employee concerned. 
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Figure 1. Theoretical model.

4. Results
4.1. Examination of External Model Conditions

The constructs in the model need to be pre-tested for reliability and validity. The
internal consistency of latent variables can be determined using the Cronbach’s alpha
index, which should take a value of at least 0.6 even in exploratory studies, but a value
between 0.7 and 0.9 is considered satisfactory (a value above 0.95 occurs when redundant
elements are included in the latent variable) (Hayduk and Littvay 2012). Also, for the
composite reliability indicator, a result above 0.7 is considered acceptable. The reliability
of the indicators can be checked by examining the factor weights, which should have a
minimum value of 0.7, while the average variance extracted (AVE) for convergence validity
should be above 0.5. To check the discriminant validity, the Fornel and Larcker (1981) test
can be used, according to which the square root of the AVE of a given latent variable must
be greater than the correlation coefficient between that latent variable and all other latent
variables. The values in Table 4 show that the above conditions are met for all four variables.
In the case of our model based on confidence in technology, the use of PLS overestimation
is justified since the normality condition is not met for each of the items constituting the
constructs (Kolmogorov–Smirnov test for all variables p < 0.05). The aim of the model
was to understand and explore the employees’ trust in technology, i.e., to what extent the
trust factor can be explained by the constructs we selected. For the reason described in
the research background, the analysis was run on the basis of 473 valid responses, with
seven iterations.
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Table 4. Elements of the theoretical model and their statistical characteristics.

Construction Item Standardized Factor Weight Average St.Dev

The supporting role of leadership
α = 0.873

AVE = 0.664
CR = 0.908

Management explains to employees the importance of introducing new technology. 0.8464 2.63 0.869

Before introducing new technology, management shall also seek the opinion of the employee concerned. 0.8108 2.4 0.866

Management sets a good example in the use of new technology. 0.8616 2.79 0.891

Management will explain to employees that the new tool will ensure their personal development. 0.8457 2.59 0.861

The new ideas of the employees are incorporated by management into the work process. 0.7023 2.76 0.78

Education (stress reduction)
α = 0.856

AVE = 0.696
CR = 0.901

The organization provides mandatory online competence development training. 0.8392 2.03 1.065

Employees can register for these courses on a voluntary basis. 0.8047 2 1.047

The organization provides training for employees before the introduction of new, modern technology. 0.8566 2.52 1.087

There is an individualized training program that includes modern technologies. 0.8369 2.15 1.067

Digital readiness
α = 0.923

AVE = 0.593
CR = 0.935

Level of digitalization exploitation—digital tracking of raw materials and products 0.7012 2.35 0.911

Level of digitalization exploitation—automated material handling 0.7757 1.63 0.789

Digitalization exploitation level—supply chain integration and transparency 0.8336 2.01 0.870

Level of digitalization exploitation—Industry 4.0 compatibility of the tool park (digital data provision) 0.8029 1.95 0.810

Level of digitalization exploitation—production automation 0.7877 1.83 0.865

Level of digitalization exploitation—application of augmented reality solutions 0.7406 1.55 0.764

Level of digitalization exploitation—M2M—machine to machine communication 0.7426 1.82 0.814

Digitalization exploitation level—using artificial intelligence 0.7459 1.51 0.742

Level of digitalization exploitation—automated fault finding and forecasting (e.g., maintenance scheduling) 0.7740 1.81 0.822

Digitalization exploitation level—real-time inventory management (automated entries) 0.7919 2.01 0.924

Trust
α = 0.923

AVE = 0.593
CR = 0.935

Workers have confidence in modern technology 0.8420 2.58 0.706

Workers are confident that new technology will make their jobs easier 0.8512 2.59 0.774

Workers are open to new technology. 0.8539 2.50 0.754

The organization’s management is open to new technology 0.7660 3.07 0.832

Note: α is the Cronbach’s index measuring construct reliability, while AVE is the average variance extracted and CR is the composite reliability index.
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4.2. Internal Model Results

Prior to reviewing the results of the internal model, it is necessary to test the signif-
icance of the path coefficients set up, which can be tested by t-tests using the bootstrap
distribution. In the bootstrap procedure, subsamples are created by randomly sampling
observations from the original data set, i.e., a PLS path model is created for each bootstrap
sample. The number of subsamples should be large enough (at least 5000 according to
Hair et al. (2022)) to ensure stability of the results. It is possible that a path coefficient
estimated from the bootstrap sample has the opposite sign to the path coefficient estimated
from the original sample, which is handled by the program’s individual sign change option
(Kazár 2014). The p-values in Table 5 show that at the five percent significance level, each
explanatory variable has a significant effect on its corresponding explained variable.

Table 5. Variables and path coefficients.

Path Coefficient
t-Value p-Value

Original
Sample

Mean-
Bootstrap
Sample-

St. Deviation-
Bootstrap
Sample-

Digital readiness -> trust 0.1635 0.1670 0.0484 3.3759 0.0008

Supporting role of leadership -> trust 0.4460 0.4447 0.0448 9.9465 0.0000

Supporting role of leadership -> digital readiness 0.2058 0.2056 0.0505 4.0721 0.0001

Supporting role of leadership -> training (stress reducer) 0.5046 0.5050 0.0321 15.7219 0.0000

Training (stress reducer) -> trust 0.1072 0.1070 0.0429 2.4983 0.0128

Training (stress reducer) -> digital readiness 0.3704 0.3704 0.0524 7.0616 0.0000

Source: own construction.

This allows us to examine the direct effects between our latent variables (standardized
path coefficients) as well as the indirect effects, which can be calculated as the sum of
the standardized path coefficients of the indirect paths multiplied by the standardized
path coefficient of the direct path. In the final model (Figure 2), the exogenous variable is
the supportive role of leadership, while the endogenous latent variables include digital
readiness, education as a stress-reducing effect, and trust. The arrows in the figure indicate
significant relationships, while the values above them represent the path coefficients indi-
cating the strength of the relationship, suggesting that positive effects are expected for all
pairs of variables.
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Employees’ trust in technology was mainly influenced by the supportive role of
management (β = 0.446), and to a lesser extent by the digital readiness of the company
(β = 0.163) and the training provided in the organization (β = 0.107). Training directly
influenced digital readiness more strongly (β = 0.370) than the supportive role of leadership
(β = 0.258). The supportive role of leadership appeared as a key element in the model, as it
affected confidence not only directly, but also indirectly. On the one hand, through digital
readiness (0.258 × 0.163), and on the other hand, through education (0.504 × 0.107), and
finally, through education and the digital readiness pathway (0.504 × 0.370 × 0.163). The
sum of these effects gives the indirect effect of the supportive role of leadership, which
with a value of (β = 0.126) shows that it is just below the total effect of training (β = 0.107 +
(0.370 × 0.163) = 0.167). It was also found that the total effect of digital literacy (β = 0.163)
is essentially the same as the effect of education on confidence. The explanatory power
of the constructed model is determined by the coefficients of determination. Employees’
confidence in technology is explained by the other three factors in the model at 35.9%.

The analysis of the effects shows that the supportive role of management is clearly the
most important factor in the development of trust, while training and the digital readiness
of the company are almost equally important (see Table 6). It is important to note that if the
current level of training or digital applications used in the organization were ignored, the
explanatory power would fall below 30%.

Table 6. Effects of latent variables in the model.

Trust Digital Readiness Training

Direct effect
Digital readiness 0.1635

Supporting role of leadership 0.4460 0.258 0.5046
Training (stress reducer) 0.1072 0.370

Indirect effect
Digital readiness

Supporting role of leadership 0.1263 0.187
Training (stress reducer) 0.0605

Total effect
Digital readiness 0.1635

Supporting role of leadership 0.5723 0.4446 0.5046
Training (stress reducer) 0.1678 0.3704

Source: own construction.

5. Discussion

International studies have shown that preparing for digitalization, organizational and
technological change is a major challenge for both managers and employees (AlHogail 2018;
Hunady et al. 2020). According to Deloitte’s research, by 2025, most competitive companies
will automate all repetitive financial processes, except strategic tasks. ERP systems, big
data, and blockchain technology will be the key to automation (Deloitte 2021).

Also, previous research has shown that the biggest barrier to such a transformation
is staff distrust of technology (Almarashdeh 2018). According to research by the Nielsen
Norman Group, when people do not understand exactly how a system works, they come
up with unique—and usually flawed—explanations and myths. A lot of technology myths
arise from a lack of trust in digital tools, e.g., privacy, security, saving money (Nemeth 2018).
In our theoretical research, we concluded that since the influence of leadership is crucial
in the change process, a style that can provide the most support to employees through its
decisions, interventions, and behaviors is needed. Although the leadership style required in
such situations has not been the focus of research to date, our theoretical research suggests
that a transformational leadership style is the most appropriate. Its characteristics can
provide a background that ensures an appropriate level of preparedness to overcome
the challenges mentioned above. The results of our research confirm the findings of
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previous international research that the supportive role of leadership has the greatest
impact on the development of trust (Rogers 2016; Carradore 2021). This supportive role
involves management’s professional communication to employees about the importance
of adopting new technology, complemented by the opinions received from employees,
incorporating their new ideas. When thinking about designing a company for the digital
age, too many leaders focus on strategy rather than the minutiae of implementation.
The drive for seamlessness must start with top management. It is the responsibility of
senior management—as they lead their companies to the reimagined state—that leaders
themselves must evolve, and evolve dramatically (Ross 2019).

The leader, through his/her behavior, sets an example and vision for their personal
development. Providing the opportunity to acquire the necessary competences by orga-
nizing individual and joint training courses, which staff can attend on a voluntary basis.
Competency training in the form of online training is mainly aimed at learning to use
the latest technologies. The management thus complements its behavioral patterns with
coaching courses, all of which serve to build trust. The digital and technological readiness
of companies is primarily a matter of the technical conditions, which are partly constraints
and partly opportunities. It is both a constraint, because you have to learn how to use
them to do your job, and an opportunity to put the skills acquired through education into
practice. Technology is changing fast, but organizations are changing much more slowly
(Westerman 2019). This is termed George’s law and is the reason why digital transformation
is more of a leadership challenge than a technical one. Large organizations are much more
complex to manage and change than technologies because they move many people who
are harder to manage. Technology systems act on instructions and technology components
do what they are designed to do. However, human systems are quite different, so changing
an organization is not nearly as easy (Westerman 2019).

McKinsey’s research points to a number of factors that can improve the chances of
digital transformation success. These factors fall into five categories: appointing the right
digitally savvy leaders, building skills for the workforce of the future, empowering people
to work in new ways, digitally modernizing everyday tools, and communicating frequently
using traditional and digital methods (Martin 2018).

In this light, the results of our research reflect the expectations of the literature (Ejdys
2018; Foerster-Metz et al. 2018; Klein 2020; Gfrerer et al. 2021), demonstrating that all
elements of the model are interrelated and serve to increase trust in technology and digital
technology through direct and indirect links in the pathway model. These results also
point to the choice of leadership style as the greatest risk. As this factor has the greatest
impact on trust, it is the wrong choice of leadership style that poses the greatest risk. If the
leadership has the qualities and knowledge that cover the characteristics of transformational
leadership, the risk to trust can be substantially reduced. In other cases, the absence or
distortion of the most influential factor is likely to increase staff resistance to digitalization,
with quantifiable consequences for the success of the organization.

A novel outcome of this research is the establishment and testing of a model relation-
ship framework. The supportive role of leadership is clearly a decisive influence and its
significance helps to assess the risk of trust or lack of trust. It is surprising that the direct
influence of education has less impact on trust in technology. It is also surprising that
existing technical and technological equipment does not have a sufficient influence and
motivation to work with confidence. These findings open up further avenues of research
and provide motivation to explore other relationships.

6. Conclusions

Based on the above results, the following answers to our research questions can be
formulated.

Q1: All of the factors examined (the supportive role of management, training provided
by the company, and the current digital readiness of the organization) have an impact on the
success of the digital transformation of the organization, which depends on the attitude of
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employees towards technology. This attitude takes the form of trust in technology. Across
the pathway model as a whole, management buy-in had the strongest impact and in-house
training had the least impact. In terms of direct effects, training had a stronger impact on
digital readiness than the supportive role of management, digital readiness had a stronger
impact on trust than training, and the supportive role of leadership was the strongest.

Q2: The supportive role of leadership is the key element because it affects trust not
only directly, but also indirectly. On the one hand through digital readiness and on the
other hand through education, and finally through education and the digital readiness
pathway. The sum of these influences gives the indirect effect of the supportive role of
leadership, which was also the strongest influence. The impact of digital readiness and
education on trust was converging.

The contribution of the research findings to the theory: after reviewing the literature,
we tested the relationship between trust in digital technology, the supportive role of
leadership, organizational digital readiness, and education, based on a proprietary model
of transcription and insertion. In all cases, the relationship between the elements tested
was detectable, but the supportive role of leadership was of paramount importance, which
also determines the role of leadership behavior in influencing risk.

Corporate management should pay attention to the following results: the digital
transformation should not be primarily about increasing the number of technical tools and
solutions or raising the technical level, but about human resources, training employees,
and supporting them in acquiring the necessary competences. It is useless to have the
highest level of equipment if fear and mistrust prevent the use and integration of digital
technology into everyday processes. The application of a uniform, comprehensive risk
management system within the organization can ensure the definition of corporate strategy,
the protection of corporate assets, the transparent operation of the business, the support
of efficient management, and the successful implementation of digital transformation.
The development of good risk management practices, based on this model, requires the
application of the characteristics of transformational leadership (with a focus on the role of
HR in organizing training), managerial support, motivation, communication, and leading
by example.

A limitation of the survey is the limited representativeness of the sample and the
low level of willingness to respond. The research was limited to a single country and
comparative studies would be worthwhile. The number of survey factors included in the
model was limited and it is worth expanding it further and testing a model with these
additional factors. Given the lack of research results examining the same correlations, there
were limitations to the comparison. In further research, building on expert interviews,
post-qualitative analysis could be used to test the validity of the results and extend the
studies to include organizational, technological, and employee trust.
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