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Abstract

:

Digital contact tracing applications (CTAs) have been one of the most widely discussed technical methods of controlling the COVID-19 outbreak. The effectiveness of this technology and its ethical justification depend highly on public acceptance and adoption. This study aims to describe the current knowledge about public acceptance of CTAs and identify individual perspectives, which are essential to consider concerning CTA acceptance and adoption. In this scoping review, 25 studies from four continents across the globe are compiled, and critical topics are identified and discussed. The results show that public acceptance varies across national cultures and sociodemographic strata. Lower acceptance among people who are mistrusting, socially disadvantaged, or those with low technical skills suggest a risk that CTAs may amplify existing inequities. Regarding determinants of acceptance, eight themes emerged, covering both attitudes and behavioral perspectives that can influence acceptance, including trust, privacy concerns, social responsibility, perceived health threat, experience of and access to technologies, performance expectancy and perceived benefits, and understanding. Furthermore, widespread misconceptions about the CTA function are a topic in need of immediate attention to ensure the safe use of CTAs. The intention-action gap is another topic in need of more research.
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1. Introduction


The year 2020 is doomed to be marked in human history by the worldwide outbreak of the COVID-19 pandemic. Among all the mitigation and control measures aiming at the so-called “flattening of the curve”, such as enforced lockdowns, home confinement, and social distancing criteria, smartphone-based COVID-19 applications have emerged as one of the most frequently implemented technologies. Among these, contact tracing applications (CTAs) seem to be the most widely used technology, implemented in many countries striving to curb the pandemic spread [1,2]. CTAs are digitalized versions of contact tracing, a traditional and manual public health practice commonly deployed during infectious outbreaks as part of a track, trace, and isolation strategy [3,4]. The process of contact tracing is to track and identify an infected individual’s contacts to break chains of transmission [3]. CTAs are smartphone-based applications that digitally track citizens’ contacts by proximity to events or location, commonly using Bluetooth or GPS-based solutions. A robust CTA can theoretically be an effective strategy to curb the virus propagation by rapidly identifying and reporting contacts that are likely to have been infected by a patient carrying the virus [5,6]. In this vein, CTAs are underpinned by several assumptions, which are typically based on low false-negative and false-positive rates [3]. Generally, CTAs are capable of notifying individuals who have had contact with an infected individual, requesting them to quarantine and get tested [1,7,8]. CTAs are designed in various ways to collect and store different types of data and apply varying degrees of protection, which has implications for privacy as well [9,10]. From a technical standpoint, CTA systems architecture can be centralized or decentralized. In the former design, a central database and server store and process user data, whereas in the latter design, users’ personal devices manage most of the data storing and processing, so that the central server plays only a minor role in the contact-tracking process [11]. Another important technical feature is what data sources are used for contact tracing; the standard design options are Bluetooth-based proximity data exchanged between phones when they are near each other and GPS-based location data to determine the phone’s location and movements [12]. The third design decision concerns how much identifying data is stored in the central repositories if this data is secured with encryption or open and authorized to access the collected data [11,12,13].



Although both academia and public media hold the ground that CTAs theoretically can limit the spread of COVID-19 [7,14,15], critical voices have been raised against their introduction. Since the effectiveness of CTAs was estimated primarily based on modeling studies [14,16], the roll-out, seen in many countries during 2020, was not underpinned by empirical evidence supporting this approach. Apart from the call for more evidence of both accuracy and effectiveness [6], scholars have also argued that no pilot studies or risk assessments were published before massive roll-outs [17]. Furthermore, scholars in the information systems field have argued that apps have been designed with an all too narrow understanding of both transmission routes and social reality, such as travel patterns [18]. The emergence of these technologies has also raised concerns about privacy and security [19,20], as well as legal and ethical aspects [21,22,23,24]. Public acceptance is vital to motivate the roll-out and continued use of CTAs, both in terms of ethics [24] and effectiveness [8,14,25]. With this in mind, a better understanding of human-centered perspectives is critical for this type of emergent technology to be designed and used in an ethical, fair, and effective way. The World Health Organizations Strategic and Technical Advisory Group for Infectious Hazards has identified social acceptability for different preventive measures as a critical area in need of further research [26]. In that spirit, the current literature about CTAs and human perspectives typically attempt to address different factors that impact individual willingness to engage in contact tracing systems [25,27], as well as the differences between CTA specifications, individual user characteristics, and attitudes towards downloading or installing a CTA [28,29,30]. Although previous studies have investigated individual intention to adopt CTAs, there is a knowledge gap; no study comprehensively compiles and summarizes the rapidly emerging body of literature about CTA acceptance. A vast number of countries have now integrated CTAs into their deconfinement plans. However, the uptake remains low in many countries, in large part because we do not know enough about the determinants of uptake [6]. It is, therefore, a pressing need to gain a better understanding of the intended users of these systems and the factors that may facilitate or hinder the acceptance and adoption of CTAs across the world. This review responds to this gap by offering a comprehensive and holistic review of the field, and by analyzing and aggregating the scattered empirical findings across the world into themes, displaying common patterns to enable an emerging theoretical understanding of the determinants for CTA acceptance.



Digital technologies are becoming a fundamental part of public health work, and the practical implications of any successful pandemic prevention are considerable. COVID 19-pandemic infection and death rates may slow down in countries with robust vaccination coverage in the near future. However, on a global scale, this virus, new mutations, and new pathogens will continue to disrupt societies for ages to come [31,32]. It is therefore of great importance to continue the research in this field. Theoretically, research on CTAs can inform a broader, emerging field of technologies for epidemics and similar societal crises. Such technologies involve complex risk and benefit issues for the individual user [33], and they involve aspects of both prevention and surveillance. A current example of an up-and-coming technology that can benefit from such knowledge is the vaccination passports/immunity passports, which have been vividly discussed [34,35] and recently proposed to be used within the European Union [36].



Accordingly, this scoping review strives to identify important resources, describe the current knowledge about public acceptance for COVID-19 CTAs, and further explore critical individual perspectives that may facilitate or hinder public acceptance and adoption of these systems. To this end, this study provides an overview of the field and type of research activities; it contributes with insights for further theory development and can guide researchers interested in the user perspectives of CTAs and related emerging technologies. The research questions that guided this work are:




	
What type of research is available, and what is the current knowledge about variations in CTA acceptance?



	
Which determinants can influence CTA acceptance and adoption?








In this study, we approach the area of CTA acceptance with a holistic perspective. As proposed by Schwartz and Chin [37], technology acceptance in this context can be understood as a user’s psychological attitude, i.e., willingness or resistance to use, the user’s understanding of the technology, and the behavioral interaction with an IT-artefact over time. With this in mind, we have reviewed studies that include empirical findings of users’ attitudes, intention or motivation, understanding of the CTA technology, and adoption or discontinuation in practice. The study is delimited to reviewing empirical studies about individual perceptions about CTAs and does not cover any evidence about the preventive effect or technical perspectives on CTA design.



This paper is structured as follows: Section 2 presents the method, followed by the review findings in Section 3: Section 3.1 is an outline of the retrieved resources; Section 3.2 describes how public acceptance of CTAs varies concerning different cultures and individual characteristics; and Section 3.3 provides a thematic overview of the determinants of acceptance and adoption, focusing on individual perceptions and behaviors. Section 4 discusses the review findings and compares them with relevant literature and theoretical perspectives. The final section conclude this study and propose avenues for future research.




2. Method


A scoping literature review is conducted in the current study. This review type has emerged in the evidence synthesis field in the recent decade [38,39,40]. The scoping review has been well-acknowledged and valid for not only determining the coverage of a literature body on a given topic, but also giving clear specific indications concerning the volume of the available literature and an (either broad or detailed) overview of its focus [41]. The purpose of a scoping review is typically to provide a rapid overview of the extent and nature of the activities [38]. In other words, a scoping review is often undertaken to identify and map the available evidence to address such issues as research gaps, critical concepts, and theories [38,42]. Consequently, compared to a narrow systematic review, the scoping review allow for a broader scope and can be used to identify and discuss characteristics and key factors related to a phenomenon of interest [41]. It is a valuable methodology to give an overview and a sense of the fast-developing and cross-disciplinary topic covered in this paper. This scoping review applies the five-step methodology described by Arksey and O’Malley [38], including, in subsequent order: identifying research questions, identifying relevant studies, selecting appropriate studies, charting the data, and finally collating, summarizing, and reporting results.



This review examines the current literature concentrated on the acceptance and adoption of digital CTAs. The searches were conducted in two databases, namely Scopus and the core collection of Web of Science. The Scopus and Web of Science databases contain the most current research references and are, in turn, most frequently consulted by researchers and experts in different areas of knowledge [43]. Searches were also conducted in Google Scholar to identify additional relevant papers and grey literature (unpublished items such as preprints). From a practical standpoint, retrieval limitations had to be addressed at the outset, including the review scope regarding language, search fields, and time span, to name only a few. The inclusion criteria were set as journal or conference papers, including grey literature such as pre-prints. The topics of interest were empirical studies investigating the acceptance and adoption of CTAs, including attitudes and motivation or intention to download or use a CTA. Furthermore, only papers in English, available by open access or through our respective university accounts, were considered. Reflecting time and budget constraints, we included only those studies published after January 1st, 2020. Notably, the year 2020 was chosen as a start date because it covered the beginning of the worldwide COVID-19 pandemic. No limits were given for the geographic area or method used. Searches were conducted in January and the first two weeks of February 2021, with the stop date February 14th. Inquiries with the following keywords were carried out in all possible search fields (including title, abstract, keywords, and main text) in the two databases mentioned above and Google Scholar. The first and second authors conducted the searches. The following search terms were used:




	
COVID-19/COVID/Coronavirus



	
Applications/apps/contact tracing/digital contact tracing



	
User/users perspective/public/attitude/adoption/intention to adopt/adoption intention/intention to use/acceptance








A total of 96 records were collected from Scopus and Web of Science. However, only 58 articles remained after dropping duplicates. In the next step, a first screening was conducted by reading titles and abstracts to sort out the irrelevant (outside the scope of the study) and non-empirical literature (viewpoint pieces, theoretical and review articles) from the empirical studies. In total, 15 papers were identified in these databases. In Google Scholar, the screening of findings was restricted to the first 30 search hits based on combinations of the search terms above. This provided us with 10 additional papers. As a result, we reached the final sample size of 25 empirical studies in this review. Figure 1 illustrates the flow diagram of the literature selection. The complete list of papers included in this review can be found in the Appendix A (Table A1).



The retrieved papers were first read through, and key findings were charted to organize the findings. Only findings related to the research questions were extracted from the papers and included in this process. In the subsequent steps, the key findings were compared and described in a narrative way. The findings related to the second research question are presented as themes in Section 3.3. A narrative presentation with themes was chosen to synthesize both quantitative and qualitative findings [44] to compile related findings from the multidisciplinary pool of literature. Furthermore, a thematic presentation provides a higher level of abstraction, transferability, and overview of this complex field. In this process, related findings were grouped into categories and combined into overarching themes. One of the authors conducted the thematic analysis and critically assessed and discussed it with the other authors. This process was iterative, and themes were revised and merged to avoid overlaps.




3. Review Findings


3.1. Outline of Retrieved Resources


An overview of the empirical studies included in this review is presented in Appendix A. The selected 25 empirical papers in the current literature studied the acceptance and adoption of CTAs based on several traditional theoretical models. These theories included the Technology Acceptance Model (TAM) [25], Theory of Reasoned Action (TRA) [45], Theory of Planned Behavior (TPB) [45,46], Health Belief Model (HBM) [7], Protection and Motivation Theory [47], Cognitive Appraisal Theory [48], and Procedural Fairness Theory and Cultural Dimension Theory [46]. Demographics and personality traits are commonly investigated as well [25,49]. Most of the studies are questionnaire-based quantitative surveys, and there are also a few digital choice experiments. Three studies [48,50,51] are qualitative and explorative in their approach. Most studies are online surveys with non-randomized samples, typically conducted by recruiting companies or paid samples in survey panels. A few studies mention representative sampling (by demographics), while others include various forms of convenience or snowball sampling, e.g., the participants are recruited from social media, contacts, mail, or web pages.



From the perspective of cultural context, available studies primarily represent four continents. Studies from Europe covered Germany, France, Switzerland, United Kingdom, Italy, and the Netherlands. Asian studies focused on China (including the Taiwan region), and a few were conducted in South Korea and Jordan. Studies from North America primarily investigated the United States, and Oceania studies focused on Australia plus one study from Fiji Islands. None of the identified studies focused on individuals in Africa or South America. Generally speaking, most studies focus on attitudes, including individuals’ willingness or intention to install a hypothetical CTA. Only a few provide evidence from real users and the uptake in practice, or a combination of actual use and intentions to use [48,52,53,54,55,56,57].




3.2. Variations in Acceptance Across Cultural Contexts and Individual Characteristics


Public acceptance and willingness to download and/or use CTAs vary to a great extent, although the aspects that influence acceptance seem to be fairly similar. The latter is further elaborated upon in Section 3.3. Variations in acceptance are seen in different cultural contexts and in relation to individual characteristics, such as sociodemographic background and personality traits.



3.2.1. Cultural Contexts


Cultural background is typically associated with varying trust and acceptance of tracking technologies. To exemplify, the perceptions about privacy and the relation to attitudes or intentions to use CTAs seem to differ in countries with collectivist values, such as Fiji Island [46] and China [29]. Samples from Asian regions generally report higher acceptance [28,29,55]. Broad acceptance is also described in Australia [53], even though the adoption, in reality, seems lower, with approximately 37% stating that they have downloaded a CTA [56]. In comparison, the U.S. and European respondents generally report lower acceptance [29,57,58,59], even though the results vary greatly. The highest acceptance in Europe is seen in a large study (ca 8000 participants) from Ireland, with 84% reporting that they would definitely or probably download an app. It is worth noting that the sample was recruited through university channels and contacts, making this sample less representative of the general population [60]. Table 1 lists results from some of the key studies which provide percentages on the proportion of individuals finding the CTA technology acceptable by displaying positive attitudes or intention to use a CTA.




3.2.2. Individual Characteristics


In addition to the cultural contexts, various demographic characteristics, inherent personality-related factors, and individual attitudes to CTAs can impact individual acceptance of CTAs. Many of the existing studies have investigated the impacts of fundamental demographic factors on the willingness or intention to adopt CTAs [25,28,59]. Examples include age [7,57,59] and gender [25,29,62]. In general, these studies associate younger ages with a positive attitude towards CTAs [28,29,57,61]. However, a more recent study in Germany showed that people over 50 are more likely to download a CTA [54]. Among the younger population, attitudes seem more important, and among the older people, technical concerns rather than attitudes can hinder uptake [57]. What is more, educational attainment [7,59], income situation [29], and the demographic living area [29] predict acceptance. Individuals with higher household income and higher education are more likely to adopt a CTA, as shown by multiple studies of uptake in practice [48,52,53,54,55,56,57]. Conversely, having an immigrant background seems to be associated with lower trust and lower uptake of CTAs [48,52,53,54,55,56,57]. It is worth noting that the city size can also positively contribute to such an app’s adoption [29]. Furthermore, some studies investigate the association between personality traits and CTAs adoption. Pro-socialness [49] and innovativeness [25] have shown a positive relation to higher acceptance. In a large study on a U.S. sample, individual characteristics show to be more important than, for example, the privacy and security properties of the CTA [49]. Table 2 presents the most important individual characteristics and the key references.





3.3. Determinants of CTA Acceptance and Adoption


When compiling the literature from multiple cultural contexts, the following key themes describe the most current understanding of perceptions and behavior associated with CTA acceptance based on multiple studies across the globe: (1) Trust; (2) Privacy concerns; (3) Social responsibility; (4) Perceived health threat; (5) Experience of and access to technologies; (6) Performance expectancy and perceived benefits; (7) Understanding; (8) The intention-action gap.



3.3.1. Trust


Trust, together with trust-related factors, are mentioned in large part of the current literature across various countries and regions, which are associated with a high public acceptance either at an individual or national level [28,29,47,57,58,63]. Trust is exemplified as trust in the government or authorities [29,48,51,52,53,54,55,56,57,58,63], trust in the healthcare system [57,63], trust in science [54], and trust in technology companies or apps developers [47]. Trust-related factors and political beliefs can also impact public acceptance of CTAs. Examples include conspiracy beliefs that can make people avoid contact tracing apps [29]. People with high acceptance of authoritarianism seem more accepting of digital surveillance technologies than those who value individual liberties, as shown in a study in Poland [62]. Similarly, political affiliation and beliefs about a legitimate government are associated with a positive attitude towards CTAs [64]. Adherence to other preventive measures (e.g., wearing masks) is also associated with CTA-uptake [48,52,53,54,55,56,57].



It is noteworthy that a high trust in authorities sometimes seems more important than privacy designs, security issues, or threats to individuals’ autonomy. This can be exemplified by the high acceptance rates in Asian countries, as described in the previous sections. This is evident even though CTA solutions are more privacy-invasive in these countries. For example, trust in the government is high in the Chinese samples, where also the support for CTAs is the highest [29]. By contrast, fear of negative consequences such as government surveillance and privacy issues are more evident in Europe and the US, even though app designs are more privacy-protective in these countries [29,58,59]. In an Australian study of real uptake, distrust in the government was among the most important reasons for not using a CTA [56]. A noteworthy example illustrating the importance of trust is a study in the UK by Horvath et al. [63], where trust in their national health care system (NHS) is high. Participants in this study did not prefer decentralized designs as one could expect, as the attributes related to this kind of systems architecture are considered more privacy-preserving. Instead, the participants preferred a centralized model based on their national health service system and a combination of digital and human contact tracing. An NHS-based app was preferred over a government app. These preferences were not set aside even if the treatment group was prompted with extra data breach stimulus. Conclusions from this study include that trust in the app provider is more important than privacy concerns and design preferences [63]. High trust in the health care system and the government was also associated with downloading a CTA in a study of real users in Switzerland [57].




3.3.2. Privacy Concerns


Privacy concerns and related perceptions about data security are critical factors for accepting CTAs, as reported in many studies and various cultural contexts [28,46,51,55]. Security concerns include fear of data breaches or data misuse [47,59], fear of hackers, or that data will be shared with third parties [50]. Privacy has been viewed as an ethical concern [52] and can cause a barrier to CTA adopting intention [7,46,47]. In Australia and Europe, privacy concerns have been reported as a significant barrier that prevents citizens from adopting contact tracing apps in practice as well [56,57]. Fear of surveillance from the government is expressed in numerous studies [28,60], but privacy matters not only about the authorities. The identity of the app developer seems to matter [55], as well as privacy in relation to other individuals. Individuals have expressed fear of being stigmatized if personal information about a positive infection is shared with others [48,50].



In a study conducted in the U.S. in 2020, Li et al. [49] found that known security and privacy risks that relate to different systems architectures and access to users’ location data had a very small effect on users’ adoption intentions general. However, the technical design preferences vary between different demographic groups and people with different individual characteristics. Individuals who are critical to CTAs seem to care even more about privacy perspectives [33]. When given a hypothetical choice, most individuals choose a privacy-preserving design over less privacy-preserving alternatives [55,59,61]. CTAs that include privacy-preserving features, such as non-location-tracking, Bluetooth technology, or decentralized data storage, can increase users’ acceptance of contact tracing apps [29]. To counteract privacy and security concerns, it may also help provide potential users with assurance that their data will be handled safely. Bradshaw et al. [64] show that this type of assurance can positively impact individual intention to adopt a CTA. Similarly, individuals have expressed the importance of transparency and informed consent in relation to CTA implementation [55]. It should also be noted that the users, in general, may have difficulties fully understand how different technical designs affect their privacy and security [55]. Li et al. [49] indicated that even if the users did not explicitly prefer decentralized architecture, this choice could be derived from the result that the risk for secondary data use was the only concern that decreased the users’ intentions to install CTA, and centralized architectures are more exposed to risk for secondary data use [49].



Privacy and security concerns are closely connected to trust (as elaborated in Section 3.3.1). For example, among individuals with lower trust in their government, privacy and security concerns are more pronounced [28]. This relationship seems to go both ways in contexts and among individuals where trust is high [46], privacy and security concerns, as well as privacy-protecting designs, seem to be less important [63].




3.3.3. Social Responsibility


Social responsibility and related moral ideas are expressed in multiple studies and cultural contexts. These perspectives are also closely interlinked with social norms and collectivism. For instance, the opportunity to help family and friends and a sense of responsibility to the community have been among the most reported and most important reasons for wanting to download a CTA in multiple studies [28,46,60]. The public health benefits have been identified as more important than perceptions of privacy and security risks in a large study in the U.S. [49]. In a study in Germany, social benefits were important to affect those who were critical to CTAs [33]. However, ideas about social benefits seem to be more pronounced among those who intend to use a CTA, as well as ideas about CTAs in relation to the greater good [50]. Similarly, in a multicultural study conducted by Simko et al. [55], many of the respondents could consider sharing information about a positive infection to the government or their app providers, even though they were reluctant to share other types of information. This finding indicates that moral obligations and the opportunity to protect others from infection can be important drivers. Such messages might motivate people to use a CTA and sway potential critics. However, a small study (N = 302) conducted in China has shown contrasting results, where no relation was found between moral norms and the intention to adopt a CTA. In this study, guidelines and epidemic knowledge had more importance than risk perceptions [45]. This study was conducted in universities and hospitals, indicating that high knowledge or high-risk settings may involve knowledge-based rather than moral factors.




3.3.4. Perceived Health Threat


Health-related aspects can include, for example, comorbidities, being at higher risk of severe COVID-19, having gone through a positive infection, or generally perceived health threat from COVID-19. Such research sample studies show some mixed results concerning CTA acceptance. In some results, perceived health threat is positively associated with acceptance. Moreover, people who state that they are not worried at all by COVID-19 have a lower intention to use a CTA [29,54].



In the Netherlands, underlying health conditions have shown a weak relation to adopting a CTA [59], and, in a German study, perceived health threat showed no relation to the motivation to use a CTA [47]. Another German study [54] shows that uptake, in reality, is more common among those with a higher risk of getting severe COVID-19 due to age or pre-existing conditions. Nevertheless, uptake is lower among those at higher risk of getting infected by the virus due to habits, such as more social contacts with family and friends, more frequent public transportation, and lower adherence to other preventive measures. However, CTA adoption seems to be more common among individuals who have had a COVID-case in their social network [54]. Other risk-based factors, such as mortality rates in a country, showed no relation to the intention to use a CTA in the study by Altmann et al. [28]. In contrast to the notion that higher risk ought to be a motivating factor for the intention to use a CTA, it is reported that feelings of anxiety and aversion to information about infection might be a barrier for adoption to some individuals [28,56]. To summarize, perceived health threat can motivate some to use a CTA, but the evidence on this topic is mixed.




3.3.5. Experience of and Access to Technologies


Technology experience, previous habits, and competence-related aspects have been associated with acceptance or intention to use a CTA in multiple studies. The current literature indicates that factors about personal competency can impact people’s willingness to use CTAs, including self-efficacy [7,46,47], personal capability [29], and technology readiness [49]. Experience in using other health apps [29] and higher smartphone use, in general, are associated with positive intentions to download a CTA [28]. In a study of actual users in Switzerland, Internet using experience and younger age are associated with a higher chance of downloading a CTA in practice [57]. Similarly, self-efficacy for app usage and perceived benefits decreases with age [7], which is critical to consider concerning the age and experience of digital technologies. Technical concerns or lack of access to a smartphone have been reported as a barrier for uptake in multiple countries, where real uptake has been studied, for example, in Australia [56] and Switzerland [57]. Jonker et al. [59] have identified potentially required out-of-pocket costs that can be negatively associated with individual adoption intention to contact tracing apps. This may contribute to digital divides due to economic reasons.




3.3.6. Performance Expectancy and Perceived Benefits


Personal expectations about the functionalities and efficacy of the app in controlling COVID-19 will work matter as well [7]; past studies contend that performance expectancy [25] and perceived effectiveness of contact tracing apps [29] positively contribute to the intention to use CTA. This is seen across multiple cultural contexts [29]. Conversely, concerns about uptake or a low expected adoption rate in society will also have a negative impact on the intention to adopt a CTA [50,59]. This is reasonable, as these systems need a sufficient uptake to be useful and effective. Similarly, perceived benefits are covered in many studies, where primarily social benefits stand out as a key driver for adoption. A few studies report on perceived personal benefits [33,46], and this can be exemplified as “By using the app, you make an important contribution to your personal health” [33]. However, the idea of personal benefits is questionable. Contact tracing apps can be viewed as surveillance technology [48]. As a result, the process of contact tracing implies that a user is contacted after potential exposure to stop further transmission, implying that the user’s social contacts will receive the main benefits. This may explain some of the mixed results around this topic. For example, Trang et al. [33] report how personal benefits seem to minimize the willingness to use a CTA among both critics and undecided. Social benefits, privacy protection, and convenience seem more important for this sample [33].



To complement the core contact tracing feature, some applications can involve additional features or benefits. For instance, one way to improve personal benefits is to offer monetary incentives. In a study by Munzert et al. [54], an experimental intervention with small monetary incentives significantly improved uptake in a German context. In other studies, individuals are asking for more information features [55], which potentially can provide more value to the individual user.




3.3.7. Understanding


Related to personal benefits, multiple studies report that individuals do not have an accurate understanding of CTAs regarding preventive functions, different technological concepts, and designs. Specifically, there seem to be widespread misconceptions about how these technologies work and what benefits or risks they pose to the individual user [50,55,56]. Simko et al. [55] report from a multinational study that many respondents display an inaccurate understanding of technical and legal concepts, as well as the functionality and accuracy of different technical CTA approaches. This has implications for their willingness to use CTAs. Misconceptions about the process of contact tracing and the basic idea behind a CTA are also expressed as ideas about individual benefits or protection. This can be exemplified by the idea that the app can lead to health benefits [33]. In a closer examination of this phenomenon, Thomas et al. [56] show that a majority of respondents in Australia had an incorrect understanding of how the CTA application works. For example, 72% believed that the app could detect and warn the user when infectious individuals are near, and many also thought it would provide guidance on whether they could safely leave their homes. Some thought it would inform them if they had COVID-19. Similar misconceptions were expressed in the study of Williams et al. [50] situated in the UK, where the most common misconception included that the CTA would provide the users with some sort of mapping of active infections in the area, so they would know where they could go and not.




3.3.8. The Intention-Action Gap


Perceptions aside, one of the most critical barriers for uptake seems to be the intention-action gap. This is reported, for example, by Garrett et al. [53], from a more recent study on the uptake in Australia. In the current context, the intention-action gap implies that many may have a positive attitude or display the intention to use a contact tracing application. However, in reality, they do not take action by downloading, installing, or using it. Similar findings are evident in another study on actual uptake [56], where apathy or awaiting others were described as some of the barriers. The intention-action gap can further explain the differences seen between positive attitudes and high intention to adopt and the low uptake in reality e.g., [28].






4. Discussion


4.1. Type of Available Research Studies


The majority of the studies in this field are quantitative panel surveys, and merely two studies are qualitative and more explorative [48,50]. The lack of explorative studies is somewhat surprising, given the unique situation provided by the emerging contact tracing technologies and the pandemic context. However, some survey-based studies enable new perspectives and insights into the field by compiling free-text responses from survey participants [28,60]. Furthermore, most studies use online surveys to investigate general attitudes or intentions to install a CTA, often based on a hypothetical opportunity or different types of information. It is essential to keep in mind that hypothetical questions and intended uptake constitute relatively weaker evidence. The fact that many of the studies in this review only investigate attitudes is the main weakness of this scoping review. A few studies investigate real users or a context where individuals have been allowed to download this type of technology. This type of literature is emerging. It is worth noting that all online surveys, even if demographics, gender, or region stratify them, represent internet users, i.e., the samples probably consist of younger people who have a higher technology affinity than the general public. The non-randomized sampling techniques limit representativeness and possibilities to draw inferences about the results for the broader public. Nevertheless, by reviewing and compiling several studies from various parts of the world, some common themes emerge, contributing to the aggregated knowledge in this field.




4.2. Current Knowledge about Public Acceptance and Adoption of CTAs


4.2.1. Variations in Acceptance


Factors influencing public acceptance and willingness to download and/or use CTAs are similar in many countries, although the relative importance of, e.g., privacy concerns, vary across different cultural contexts. This variation can probably be partly explained by cultural norms, such as collectivism, social responsibility, and authoritarianism, reflecting perceptions of the normative relation between individuals, their social context, and the government. Cultural background is generally associated with varying trust and acceptance of tracking technologies [28,29,55], where samples from Asian countries show somewhat higher acceptance. It is noteworthy that privacy and security concerns are more pronounced in, e.g., Europe and the U.S., despite that existing CTAs tend to have a more privacy-protective design in these countries [29]. Existing studies convey that collectivism directly increases the adopting intention of a contact tracing app [46]. Concretely, in a society with high collectivism, the relationship between privacy concerns and the positive attitude to a tracing app can be weakened, thereby increasing adoption intention.



Furthermore, CTA acceptance varies based on personality traits and across the sociodemographic characteristics. The most noteworthy examples are age, living area, higher education and income, and relatedly, the experience of and access to technologies. These aspects are generally linked with higher acceptance and uptake of CTAs [29,52,54,57]. In contrast, having an immigrant background is associated with lower uptake of CTAs and lower trust [57]. Similarly, these sociodemographic differences and perceptions have been associated with adherence to preventive measures during previous pandemics [65] and acceptance of preventive technologies such as vaccines [57,66]. Of note, social exclusion, lower income and education, higher age, and immigrant background are already risk factors for COVID-19. In addition, unequal access to smartphones and varying digital literacy may increase the existing inequities and exacerbate health disparities [54]. Such findings indicate that cultural and sociodemographic factors need to be taken into account even before the design phase starts. These perspectives need to guide the requirements and potential costs for hardware, for example, whether smartphones are the most suitable tool, whether hardware should be subsidized, what type of support users might need, and how to implement this type of technology in different communities.




4.2.2. Determinants of Acceptance


Eight themes emerged as important for the acceptance and uptake of CTAs: Trust, Privacy concerns, Social responsibility, Perceived health threat, Experience of and access to technologies, Performance expectancy and perceived benefits, Understanding, and Intention-action gap. Some of these findings are in line with findings in a rapid review focusing on engagement in contact tracing efforts. Specifically, mistrust has been shown to be an essential barrier for engaging in manual contact tracing [27].



The thematic overview presented in this study shows that the determinants influencing CTA acceptance are similar to some of the constructs found in existing theoretical models. For example, perceived severity, susceptibility, and self-efficacy found in HBM [67]; performance expectancy found in the Unified Theory of Acceptance and Use of Technologies (UTAUT) [68]; and perceived usefulness found in TAM [69]. However, the current review also shows that aspects, which are not covered in the existing theoretical models, are important for accepting this type of preventive technology. These include moral and cultural perspectives, such as social responsibility, trust, and privacy concerns, which seem to be among the most critical determinants for acceptance.



This study supports the notion that technology acceptance needs to be understood from a holistic perspective [37]. Except for the cultural context and individual characteristics, CTA acceptance and adoption are influenced by attitudes, behavioral perspectives, and the understanding (or misunderstanding) of the technology. Notably, the findings related to misconceptions require more attention. A faulty mental model about these technologies can have many consequences. Misunderstanding the risks and benefits of different designs can impact the acceptance and the use of CTAs. Furthermore, misconceptions about their preventive function may, in the worst case, lure users into a false safe of safety. This indicates that better information is needed about how the CTA works, the purpose of this kind of technology, the process of contact tracing, and, relatedly, its limitations.



What is more, many of the early studies in this review showed that individuals had a relatively high willingness to adopt these technologies [28]. In comparison, the uptake in practice has been lower in many countries [6,18]. The intention action-gap is probably among the most significant barriers to high uptake in countries where CTAs are voluntary. Pre-installed choices have been created (e.g., the Apple and Google version) to overcome this barrier. That said, some studies report that pre-installed alternatives are not as preferable as voluntary downloads [28]. In this vein, the appropriate balance between voluntariness and how to overcome the barrier with intention-action gaps deserves further research.





4.3. Theoretical Contributions


The findings presented in this paper can contribute to insights for further theory development and guide researchers interested in the user perspectives of CTAs and related emerging technologies. The theoretical relevance of this topic is essential from many perspectives. First, the nature of CTAs and the conditions for public acceptance significantly differ from other types of technologies, and health apps as the context of use and structure of benefits are unique [33]. As previously noted, there are not many benefits for the individual user within the core contact tracing mechanism since the chain of transmission is broken in the subsequent step. Second, the COVID-19 pandemic might slow down in certain countries with emerging vaccination coverage. Nevertheless, this virus, new mutations, and new pathogens will continue to disrupt societies on a global scale [31,32]. It is therefore of great importance to continue the research on preventive technologies. Third, this topic can contribute to a broader area of technologies and preventive strategies in situations that pose threats to society when joint efforts and broad acceptance are essential. Similar to CTAs, other preventive technologies require mass acceptance, which may balance individual conveniences and risks, individual liberty and the protection of others. Vaccination efforts and personal protective equipment are examples from the pandemic context. Symptom checkers and immunity passports are examples of emerging information technologies used for pandemic prevention. In contexts and situations where such technologies are motivated and can be introduced in ethical, fair and safe way, these areas can benefit from the knowledge produced in the CTA field as well.





5. Conclusions


This study aims to identify critical resources that describe the current knowledge about public acceptance for COVID-19 CTAs and explore individual perspectives that may influence the acceptance and adoption of these systems. The results show that a fair amount of empirical studies covering public attitudes are found in this area, and the research is steadily increasing. The majority of studies are observational in the format of quantitative online surveys. Many focus on hypothetical choices or individual motivations or intention to use CTAs, while literature covering uptake in practice is also emerging. Moreover, the current literature indicates that the cultural context affects acceptance. Collectivism and trust are beneficial, while CTA acceptance is more challenging in countries with lower trust and acceptance for surveillance. For instance, CTAs are generally more accepted in Asian countries than in the US and Europe, irrespective of privacy designs. In addition, at the individual level, CTAs are less accepted among individuals with lower income and education levels, among immigrants, and those mistrusting authorities. These findings align with previous literature on other preventive health behaviors and acceptance of preventive technologies, such as vaccinations. It is important to continue observing and addressing this type of division to avoid further deepening existing inequalities in health.



Furthermore, the study explored determinants that can influence CTA acceptance and adoption. Eight themes were generated on this topic: (1) Trust; (2) Privacy concerns; (3) Social responsibility; (4) Perceived health threat; (5) Experience of and access to technologies; (6) Performance expectancy and perceived benefits; (7) Understanding; and (8) The intention-action gap. This thematic analysis can provide a foundation for further theory development.



To conclude, to gain public acceptance of CTAs, individuals need to trust the operators that their data is kept safe and only used for infection control. Besides, they need to have access to and competence in using mobile devices, to understand and believe in the potential benefits of the technology and be motivated to contribute to the greater good. Moreover, individuals might need cues for action or pre-installed alternatives to lower the behavioral threshold. To avoid a false sense of protection, it is imperative that users understand and are clearly informed about the CT process and the limitations of the CTAs as a preventive technology. Users’ understanding, adherence, and active use of CTAs correctly are ultimately as crucial as high uptake to ensure that contact tracing efforts reach the goal of minimizing infections.



There are many topics in need of more research within this rapidly emerging field. In addition to evaluating the effectiveness of CTAs, different designs and ethical and legal aspects, more knowledge about the human perspectives is still needed. First, methodologically, future survey studies can focus on choices on actual uptake. More field experiments in real settings, like Munzert et al. [54], are expected to generate stronger evidence on causal factors and effective interventions in this field. Second, considering CTAs as emerging technologies used in a unique context, explorative and qualitative inquiries are needed to improve understanding of the user perspectives. Likewise, more in-depth studies are needed to investigate adoption and discontinuation in practice and users’ experiences and adherence when receiving an exposure notification from a CTA. Third, users’ understanding and misconceptions of the technology and the contact tracing process need to be better addressed. Furthermore, the intention-action gap is probably among the most critical barriers for uptake in countries where CTAs are voluntary. This issue needs further research, including how to provide preventive technologies in a convenient and ethical way.
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Table A1. List of all the empirical studies (N = 25) included in the present scoping literature.
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	Study
	Focus
	Context
	Sampling
	Data Analysis Procedure
	Key Factors Associated with Acceptance





	[7]
	Predictors for intentions to use a CTA (Contact Tracing Application)
	Belgium
	Online Survey (N = 1500); respondents aged 18 to 64 years
	Descriptive analysis; structural equation modeling
	
	
Perceived benefits



	
Perceived barriers



	
Cues to action



	
Self-efficacy



	
Age








	[25]
	Predictors for the intention to use a CTA
	Belgium
	Online survey (N = 1500); respondents aged 18 to 64 years
	Descriptive analysis; structural equation modeling
	
	
Performance expectancy



	
Effort expectancy



	
Social influence



	
Facilitating conditions



	
Innovativeness



	
App-related privacy concerns








	[28]
	User acceptability of CTAs in countries hit by COVID−19

Intentions to use a CTAs in voluntary vs. automatic installation regimes
	U.S., UK, France, Germany, and Italy
	Online survey (N = 5995); Respondents from panel service, representative sampling by demographic distribution and offline control group from Germany
	Descriptive analysis; multivariate regression analysis
	
	
Trust in government



	
Cybersecurity and privacy concerns



	
Anxiety & aversion to information about infection



	
Protect family & friends



	
Responsibility towards the community



	
Stop the epidemic



	
Level of phone use








	[29]
	Public perceptions of CTAs and factors affecting the support
	China, Germany, and the U.S.
	Online survey (N = 6464); respondents were recruited from a Berlin-based survey firm.
	Ordered logistics regression analysis
	
	
Social-demographic factors (age, gender, educational level, and household income)



	
Personal health concern



	
Perceptions of COVID-19 pandemic (perceived risk region, conspiracy belief, and second wave)



	
Experiences with the perceptions of CTA (relative effectiveness of CTA, similar app usage, perceived consequences, CTA experiences, and understanding)



	
Social and political belief and context (measures effectiveness, capacity, trust in the state, and responsibility)








	[33]
	Experimental study investigating how the intention to install a CTA is influenced by different appeals and app designs
	Germany
	Factorial experiment (N = 518); participants were recruited for a nominal payment through Clickworker.
	Ordinary least squares (OLS) regression; quantile regression
	
	
Self-Benefit Appeal



	
Self-Societal-Benefit Appeal



	
High Privacy Design



	
High Convenience Design



	
General Privacy Concern



	
Coronavirus Anxiety



	
IT Self-Efficacy



	
Demography (gender and age)








	[45]
	Perception-based influence factor of individuals’ intention to adopt COVID-19 epidemic prevention
	China
	Online Survey (N = 302); respondents from 6 universities and two hospitals in China via WeChat-based groups.
	Statistical analyses; path analysis
	
	
Risk perception



	
Epidemic knowledge



	
Attitude towards epidemic prevention



	
Perceived feasibility to adopt epidemic prevention



	
Perceived behavioral control



	
Subjective norms



	
Risk aversion



	
Governments’ guidelines on epidemic prevention








	[46]
	Explanatory study focusing on factors influencing willingness for CTA adoption
	Fiji Islands
	Online survey (N = 714); randomized sampling from a COVID-awareness group on Facebook.
	Structural equation modeling
	
	
Perceived effectiveness of privacy policy



	
Privacy concerns



	
Perceived vulnerability



	
Perceived privacy self-efficacy



	
Expected personal outcomes of sharing information



	
Expected community-related outcomes of sharing information



	
Attitude toward DCT apps



	
Cultural background (collectivism or individualism)



	
Subjective norms



	
Privacy self-efficiency








	[47]
	Explanatory study investigating cognitive factors relation to the motivation for social distancing, app use and providing health data.
	Germany
	Online survey (N = 406), German-speaking participants
	Bivariate correlations; multiple regression analyses
	
	
Severity of infection



	
Self-efficacy regarding social distancing



	
Response efficacy of social distancing



	
Response costs of social distancing



	
Trust in other people’s social distancing behavior



	
Severity of data misuse



	
Vulnerability to data misuse



	
General trust in official app providers








	[48]
	How people appraise the use of contact tracing apps during the novel coronavirus (COVID−19) pandemic in South Korea.
	South Korea
	Interviews (N = 25); nine office workers, seven college students, six housewives, and three freelancers who had used contact tracing apps for COVID−19.

Survey (N = 506); users of the apps
	Qualitative data analysis (ATLAS.ti); hierarchical regression analysis
	
	
Perceived threads (privacy intrusion, mental distress, misinformation, system quality)



	
Perceived opportunities (speedy access to information, push notification, risk perception, prevention effectiveness)



	
Emotions (challenge, loss)








	[49]
	The Influence of App Design and Individual Difference on Contact-Tracing App Adoption Intention
	U.S.
	Choice experiment, online survey (N = 1963); participants were recruited using a Qualtrics panel.
	Linear regression analysis; mediation analysis.
	
	
Pro-socialness



	
COVID-19 risk perception



	
Technology readiness



	
General privacy concern



	
Demographic factors (gender, household income, education, age, race)



	
Design choices



	
Location use



	
App provider



	
Security risk presentation



	
Perception of the public health benefits offered by the app



	
Perception of the app’s security and privacy risks








	[50]
	Explore public attitudes to a CTA in the UK.
	UK
	Online focus group interviews (N = 27); participants were adults aged 18 years or over currently residing in the UK.
	Thematic approach
	
	
Lack of information and misconceptions surrounding COVID-19 contact tracing apps



	
Concerns over privacy



	
Concerns over stigma



	
Concerns over uptake



	
Contact tracing as ‘the greater good’








	[51]
	The early perceptions of digital contact tracing apps
	Germany, Austria, and Switzerland
	Qualitative Interviews (N = 159); participants were recruited through online advertisement via university websites, social media networks, convenience sampling, and snowballing.

Content Analysis of Newspaper Coverage (N = 194); articles published in quality newspapers between March 15 and 6 May 2020
	Descriptive analysis; content analysis
	
	
Trust in authorities



	
Respect for individual privacy



	
Voluntariness



	
Temporary use of contact tracing apps








	[52]
	Acceptability of COVID-19 contact-tracing technology and ethical issues of use
	Jordan
	Online Survey (N = 1654); Convenience sample of adults from the general public via email & social media.
	Descriptive analysis; multiple regression
	
	
Ethical concerns (privacy, voluntariness, and beneficence of the data)



	
Income



	
living area








	[53]
	Attitudes vs. real-world usage towards three technologies
	Australia
	Survey (N1 = 1275; N2 = 1777; N3 = 597; N4 = 596); representative sample of the Australian public stratified by gender, age, and state per the 2016 census from Dynata.
	Descriptive analysis; bayesian ordinal probit regressions
	
	
Perceived risk from COVID-19



	
Perceived benefits from tracking



	
Perceptions of tracking technologies








	[54]
	Tracking and promoting the usage of a COVID-19 contact tracing app
	Germany
	Online panel survey & mobile tracking of actual users
	Intervention study
	
	
Risk of severe illness



	
Risk of exposure to COVID-19



	
Informative and motivational video messages



	
Monetary incentives








	[55]
	Longitudinal study, 7 months (April-November) of public opinion on technology-based CT and privacy
	Multiple countries, mostly European and northern America.
	Online survey (N = 2337 total, 100–200 per survey); Young adults were recruited from Prolific (paid sampling)
	Longitudinal analysis; demographic analysis; qualitative analysis
	
	
Privacy concern



	
Transparence and oversight



	
Inaccurate understanding of the technology








	[56]
	Cross sectional investigation of the uptake of the CTA in Australia, the barriers for downloading the app, and individuals understanding of the application.
	Australia
	Online survey(N = 1500)

National representative sample (excluded those whose were a health care professional or had been tested for COVID-19)
	Descriptive analysis
	
	
Age



	
Privacy concerns



	
Technical problems



	
Perceiving app as unnecessary



	
Distrust in the government



	
Questioning the effectiveness of app



	
Need more information before deciding



	
Uncoded miscellaneous reasons (e.g., apathy and following the decisions of others)








	[57]
	Investigate the uptake of the CTA in Schweiz, and reasons against using it.
	Switzerland
	Online survey (N = 1511); respondents were recruited fromNationwide online panel.
	Multivariate logistic regression; descriptive analysis
	
	
Sociodemographic factors (household income, Internet use, adherence to other preventive recommendations (masks), age, non-smoking, citizenship status, language region, education)



	
Trust in the health authorities and government



	
Trust in science








	[58]
	Attitudes towards general quarantine and potential use and acceptability of CTA
	France
	Online survey (N = 1849); Representative sample
	Logistic and binomial regression models
	
	
Perceived individual health threat by COVID-19 infection



	
Time preferences



	
Trust in the government








	[59]
	The potential uptake of a contact tracing app in the Dutch population depending on the characteristics of the app
	Netherlands
	Discrete choice experiment, online survey (N = 900); Representative sample
	Simulated maximum likelihood methods; descriptive analysis; mixed logit model,
	
	
Sociodemographic factors (age and educational attainment)



	
The presence of serious underlying health conditions



	
Stance on COVID-19 infection risks








	[60]
	Investigates drivers and barriers to the use of CTAs
	Ireland
	Survey (N = 8088), participants above 18 years old were recruited by email, apps, social media and university webpage
	Statistical analysis; weighted analyses
	
	
To help family and friends and a sense of responsibility to the community



	
Fear of surveillance after the pandemic from government or technology companies








	[61]
	Attitudes to hypothetical use. Assessed attitudes towards three tracking technologies
	Taiwan region
	Online survey (N = 1087); young Taiwanese adults aged 18–25 years.
	Descriptive analysis; bayesian ordinal probit regression
	
	
Perceived Risk from COVID-19



	
Perceived Benefits from Tracking



	
Perceptions of Tracking Technologies








	[62]
	The acceptance of COVID-19 tracking technologies
	Poland
	Study 1: online survey via an online research panel (N = 1046); a nationwide sample with quotas of the general Polish adult population (aged 18–70).

Study 2: online survey via Facebook (N = 1680); random sample recruited through Facebook encouraged by a possibility of remuneration (aged 18–69)
	Zero-order correlation; multiple regression analysis
	
	
Perceived personal threat



	
Lack of personal control



	
Moral conservatism



	
Age



	
Gender



	
Right-wing authoritarianism



	
Endorsement of liberty



	
Political views (moral)



	
Political views (economic)








	[63]
	Compare citizens preferences for apps with different privacy designs
	UK
	2 online survey-based experiments. Study 1 (N = 1504), participants from Dynata online panel of diverse respondents.

Study 2 (N = 809), the sample from Prolific Academic
	Descriptive analysis; treatment and moderator effect analysis
	
	
Trust in the national public health service system



	
Satisfaction with the government’s handling of coronavirus



	
Concerns about data privacy and security








	[64]
	Motivators of intended contact tracing uptake
	Australia and U.S.
	Online scenario-based survey (Australia, N = 1117; U.S., N = 888); Adults recruited by Professional panel/ survey companies
	Descriptive analysis; correlation analysis; factorial analysis of covariance (ANCOVA)
	
	
Message framing



	
Information safety



	
political affiliation
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Figure 1. Procedural outline of literature selection. 
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Table 1. Cultural variations.
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	Cultural Context
	Percentage of Individuals Displaying Acceptance *
	Reference





	Asia
	71–90%
	



	Mainland China
	80%
	[29]



	Jordan
	71%
	[52]



	Taiwan region
	>90%
	[61]



	Europe
	38–84%
	



	France
	38–42%
	[58]



	Germany
	41%
	[29]



	Netherlands
	59–66%
	[59]



	Ireland
	84%
	[60]



	Northern America
	39–59%
	



	U.S.
	39–59%
	[29,49]



	Multicultural studies
	54–75%
	[25,26,52]







* Acceptance is estimated based on individuals’ attitudes in studies where percentages on these are reported as the primary outcome. Acceptance in this table is based on measures such as willingness to use, perceived likelihood to download or use a CTA, motivation to use a CTA, believing it is a good idea, or generally finding CTAs an acceptable technology.
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Table 2. Individual Characteristics.






Table 2. Individual Characteristics.









	Individual Characteristics
	Reference





	Sociodemography
	



	Age
	[9,28,29,54,57,59,61,62]



	Gender
	[25,28,29,62]



	Living area, language region
	[29,52,57]



	Citizenship, Immigrant background
	[52,57]



	Education
	[7,49,52,60]



	Income
	[29,49,52,57]



	Personality traits
	



	Innovativeness
	[25,49]



	Pro-socialness
	[49]
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