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Abstract: Currently in hospitals, there are several separate information systems that manage, very
often autonomously, the patient’s personal, clinical and diagnostic data. An electronic health record
system has been specifically developed for a cardiology ward and it has been designed “ab initio”
to be fully integrated into the hospital information system and to exchange data with the regional
health information infrastructure. All documents have been given as Health Level 7 (HL7) clinical
document architecture and messages are sent as HL7-Version 2 (V2) and/or HL7 Fast Healthcare
Interoperability Resources (FHIR). Specific decision support sections for specific aspects have also
been included. The system has been used for more than three years with a good level of satisfaction
by the users. In the future, the system can be the basis for secondary use for clinical studies, further
decision support systems and clinical trials.

Keywords: electronic health record; health information infrastructure; HL7; FHIR

1. Introduction

Healthcare is currently changing, focusing on prevention and early diagnosis, primary
care, home care and continuity of care. This requires the availability of a wide range of
knowledge and tools to improve various aspects of the professional activity of doctors;
among these, they also contribute to the achievement of an optimal diagnosis and thera-
peutic decisions. One such tool is the electronic health record (EHR), which represents an
essential technology for healthcare [1].

The use of information and communication technologies for health is being increas-
ingly adopted globally. In 2005, the World Health Assembly invited member states to
consider setting up long term strategic plans for the development and implementation of e-
Health services and to develop suitable infrastructures. Since then, more than 120 member
states have developed strategies and polices in this respect [2].

In 2013, a resolution on e-Health standardization and interoperability was adopted,
which invited member states to develop policies and legislative mechanisms for national e-
Health strategies, and in 2020, the global strategy on digital health 2020–2025 was endorsed,
which set up a framework to advance digital health globally and within countries [2].

Electronic medical records (EMR) were the first electronic sources that were used to
digitize patient information, and became popular because of their additional benefits that
are not present in paper charts, such as the ability to easily collate and track information,
monitor changes in patients after the implementation of new procedures and determine
which patients should receive physical exams and procedures [3].
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EMRs have been found to significantly improve the quality of care and to have
significant economic advantages. EHRs have been found to further increase the quality of
patients’ care [3].

While traditional patient records have been illness focused, healthcare is now en-
couraged to focus on the continuum of health and healthcare from wellness to illness and
recovery, and EHRs will increasingly carry a greater portion of a person health-related
information, including images electrophysiologic monitoring and genomic information [4].
EHRs have the advantage of availability of information, entry controls and capability,
increase in data quality by validity checks and conditional data entry, depending on the
value of the other data [5]. Relevant benefits of care quality have been found, and, in
addition to clinical care outcomes, EHR systems have been found to affect the costs and
efficiency of healthcare systems [6].

The adoption of EHR systems automates data management, simplifies the clinician’s
workflow and supports care related activities, integrating data for different purposes, such
as treatment effectiveness analysis, adverse condition reporting, research and administra-
tive aspects. The foreseeable widespread adoption of EHRs can improve quality, safety and
efficiency in healthcare, even though several challenges still need to be overcome. More-
over, EHR systems, which have been increasingly implemented everywhere, represent a
vast data resource for biomedical research and clinical care [7,8]. The secondary use of
EHRs has been carried out for many areas, such as in cardiology [9–12], oncology [13–16],
ophthalmology [17–19], rheumatology [20,21], and others.

Enhanced standardization can bring about significant improvements in healthcare [22].
The standardization of medical information is receiving increasing attention, due to

the need of sharing, exchanging, storying and querying of patient data among hospitals,
health departments, health centres, physician’s offices, laboratories and the patients. In
order to support the development of interoperable and reliable medical systems, several
medical standards are used, mainly developed by Health Level 7 (HL7), such as Clinical
Document Architecture (CDA) [23], Fast Healthcare Interoperability Resources (FHIR) [24]
and others. HL7 has introduced different medical standards in the healthcare industry
since 1987, and mainly focuses on patient management (admission, discharge and transfer
of patients, taking into account finance management, medical documentation, record
maintenance, medication and treatment, scheduling and resource management [25]. In
2011, HL7 introduced FHIR, which extends the previous HL7 specifications by modern
web technologies. The basic building blocks of FHIR are generic definitions of common
healthcare concepts (such as patient, practitioner, observation etc.), which can be exchanged
in eXtensible Markup Language (XML) or JavaScript Object Notation (JSON) format and are
intended to cover typical use cases [26]. Since its introduction, FHIR is being increasingly
adopted and it is regarded as an emerging standard for health data exchange in many
domains, including EHRs.

Currently in hospitals, there are several separate information systems that manage,
very often autonomously, the patient’s personal, clinical and diagnostic data. The main
ones are the management of one booking centre, the hospitalization management, the
picture archiving and communication system (PACS) and the radiological information
system (RIS). Sharing information among these systems and interoperability are needed.

An EHR system has been specifically developed for a cardiology ward and has been
designed “ab initio” to be fully integrated into the hospital information system (HIS) and to
exchange data with the regional health information infrastructure (RHII).

The main aim of the project is to design, produce, deploy and test a new modular
electronic health record system (EHRS) to be used in the cardiological wards of some local
hospitals. The main objective has been to replace the paper-based system, which was
previously used for a long time in the two hospitals with an EHRS, while retaining staff
reliance. Further aims relate to the following aspects:
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• Therapy: the hospital’s expressed requirements were related to ensuring the identity of
the prescribing doctor, the prescribed drug, the administering nurse and to confirm
the occurred administration with a high certainty level;

• Referrals: the expressed requirements of the hospital were related to the availability
on the same platform of results of examinations and diagnostics carried out on other
platforms;

• Discharge letter: the hospital required that the main data stored during hospitalization
were easily transferable to the discharge letter, which must be produced according to
the standards indicated by the Italian Government.

A description of the system architecture and of the standards is given in the Material
and Methods section. A description of the cardiology EHR system (CEHRS) modules, of
the interoperability tools, of the decision support tools, of the emergency system and of
practical implications of the system is given in the Results section. A comparison of the
features of CEHRS with features of other systems described in the literature is given in the
Discussion section. A comparison between the objectives and results and future research
directions are provided in the Conclusion section.

2. Materials and Methods

The chosen architecture of the EHRS is based on central/federated databases (one
per hospital) and an interactive web-based platform. The database has been developed
using Microsoft SQL Server as the data base management system, implemented with Visual
Studio, through.NET framework and deployed on the internet information system.

One of the main requirements for the whole project is to be integrated with both the
HIS and with the RHII.

A corporate/regional/national health information infrastructure (HII) is intended
to provide timely health information and to facilitate communication between people
involved in the health sector. Healthcare professionals and public health professionals are
the primary users of HII, and applications that meet their needs are important components
of the infrastructure. To ensure interoperability, HII uses standards, and integrates sys-
tems, applications and technologies that support personalized health services through the
effective integration of information from information sources on the web.

Due to historical and cultural reasons, it was decided that healthcare in Italy is directly
managed by regions and the National/Governmental level has only a weak coordination
role. In this complex scenario, each Italian region developed its own HII, but they agreed on
an institutional centred approach for its architecture, such as the one presented in Figure 1.
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Figure 1. A scheme of the HII, typically used in Italian regions.

As the records are not centrally stored, at least one central index is needed, from
which the information for a particular patient can be extracted. When the patient data
are requested, the index is used to query the repository where the stored information is
located. The answers to these questions are then assembled (in real time) to produce the
complete patient record data. After examining the patient, the new data are entered into
the physician’s EHR system.
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This paper presents an architecture that has been developed to integrate a routinely
used cardiological EHR system into the RHII system present in the Liguria region. Ac-
cording to the rules by the Italian Government [27], all documents of the RHII should
be given as HL7 CDA and messages should be sent as HL7-Version 2 (V2) and/or HL7
Fast Healthcare Interoperability Resources (FHIR). Therefore, all external interfaces of the
CEHRS have been designed and developed according to a service oriented approach (SOA)
based on Healthcare Services Specification Project (HSSP) that use CDA, V2 and FHIR
as the semantic signifier [8]. In order to obtain a fully interoperable system at all levels
defined by the Clinical Data Interchange Standards Consortium (CDISC), the CEHRS can
be interfaced also with a terminology service [28].

This CEHRS has been adopted and is currently used in two hospitals (Villa Scassi (VS)
since December 2018 and Padre Antero Micone (PAM) since May 2021) in Genoa and they
are part of the Liguria region healthcare system.

3. Results

Both VS and PAM hospital cardiology wards have three main sections, which are as
follows: the intensive coronary care unit (ICCU), in which vital functions are supported
and constantly monitored, the post-intensive care unit, for patients who survive critical
illness and intensive care, and the day hospital, which patients attend for daily assessment,
treatment or rehabilitation.

3.1. Description of the CEHRS Modules

A global scheme of the presented CEHRS is shown in Figure 2. In the following, we
report a short explanation for each module in the picture that can be accessed from each of
the sections described above.
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Figure 2. Global scheme of the CEHRS.

Clinical history. This section has the following four subsections: anamnesis, risk
factors, allergies, admission reason. The anamnesis subsection is composed of the past
anamnesis, the recent anamnesis and the previous therapy, which are free text fields. The
risk factors subsection considers dyslipidaemia, hypertension, familiarity, diabetes, smoke,
renal failure and liver failure. A list of possible values is provided for each of these parame-
ters. The allergies subsection relates to drug allergies and to other allergies and intolerances.
A predefined list is provided and further information can be included in a free text field.
The admission reason subsection summarizes the pathologies that caused the patient’s ad-
mission, which is very important information for clinical, legal and administrative purposes.
This information is included in a free text field. Considering the frequent re-hospitalizations
of patients in this type of wards, the system automatically presents the previous content
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of these sub-sections if available. These contents are modifiable if necessary. For previous
admissions, it is possible to inherit fields that are not usually changed. This section can be
modified by physicians. Nurses have read-only access rights.

Physical examination. This section contains the diagnostic manoeuvres that are
carried out in order to ascertain the presence or absence of deviations from the physiological
normality condition of the patient. It is divided into categories according to the body district
(general, abdomen, cardiovascular system etc.). Each category contains a list of parameters
with predefined values, and it is possible to add free text to describe cases apart from the
list of parameters. A multiple choice and binary choice question structure has been adopted.
This choice supports standardization, but it requires a compromise between completeness
and effective visualization. This section can be modified by physicians. Nurses have
read-only access rights.

Therapy management. This section has the following five subsections: the hourly
therapy, the oxygen therapy, the infusion therapy, the unscheduled therapy and the therapy
administration. The hourly therapy scheme requires in the first place the identification of
the prescribed drug by its commercial name, weight, active ingredient and pharmaceutical
form. The insertion of the name of the drug is supported by a completion tool that draws
from the list of drugs provided by the Liguria region. The identification is based on the
Italian pharmaceutical identification system (AIC), according to the RHII rules. The therapy
administration class diagram is shown in Figure 3.
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The oxygen therapy subsection allows the physician to choose the operating modes
and the related parameters. A prescription support procedure has been set up with a set
of predefined prescription set-ups parametrized to patient data (such as weight and body
mass index). The infusion therapy subsection shows the combinations of suitable drugs.
When the combination is chosen, the physician can choose some parameters. The other
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parameters are calculated according to the guidelines. In the three subsections above, some
tools are available to support fast prescription repetition, with explicit confirmation for
each day. In the unscheduled therapy subsection, a fast drag search tool is available for
one-time prescriptions. In all these prescription subsections, nurses have read-only access
rights. The last subsection is devoted to drug administration. This subsection contains
tools for fast and safe therapy identification and for the annotation of drug administration
related events. In this section, physicians have read-only access rights.

Clinical diary. In this section, physicians and nurses can describe significant events by
free text. When questioned, this section shows the author of each annotation, the changes
and the compilation timing. Nurses have read-only access rights.

Nursing diary. This section is similar to the clinical diary section, but it relates to the
nursing treatment. Physicians have read-only access rights.

Requests for exams. This section contains an order entry tool for physical examina-
tions and a communication tool to exchange physical examination related information
among staff. This section can be modified by physicians. Nurses have read-only access
rights.

Medical deliveries. This section is similar to the clinical diary section, but it is less
structured and contains information for physicians that take over in hospital shifts. The
information is recorded as free text.

Hospital discharge letter. This section allows the physician to write the discharge
letter as a collection of required and optional fields. These fields are free text, but specific
algorithms described in the following sections have been implemented to support hospital
discharge letter drafting.

Closed hospital admissions. This section allows the user to perform searches within
the admission lists in which the patients have been discharged or are dead. The physician
can view all the data related to the required hospitalization. This option is useful for new
hospitalizations of the same patient or other similar cases.

3.2. Interoperability TOOLS

As mentioned in the Materials and Methods section, one of the main aims of the
hospital management was to obtain interoperability of CHRS with the other tools in the
HIS. All main interfaces of the CEHRS are shown in Figure 4.
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3.2.1. Authentication and Authorization Procedure

The CEHRS has been designed according to the role base access control (RBAC)
principles. The access and role attribution are controlled by an external authorization
system (EAS), developed according to the Lightweight Directory Access Protocol (LDAP).
The CEHRS exchanges credentials and authorization certificates with EAS with strict
temporary limits to avoid unauthorized access.

3.2.2. Admission management system

Both hospitals share a general-purpose software for the management of patient admis-
sions discharge and transfer (ADT) events. This software points out the occurrence of each
ADT event by an HL7 V2 ADT Message. The CEHRS includes a web service that receives
such messages, interprets them and, if the event involves the cardiologic ward, changes the
internal patient list according to the ADT message (Figures 5 and 6).
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3.2.3. Report Management System

Both hospitals and other health care facilities in Genoa share a PACS/RIS to store
images, signals and diagnostic reports. The CEHRS has to interface with this PACS/RIS to
ensure this information is available on the ward. This interface has been developed within
this project according to the retrieve, locate and update service (RLUS) specifications [29].

Two temporal interface sequences are described in the following section.
The first sequence is organized as follows (Figure 7).

− The user chooses the patient whose reports he/she wants to visualize. This is the
“trigger event”, which is used by the HL7 environment to start the process that
retrieves the requested information.

− The fiscal code (FC) of the patient is transmitted to the RLUS service by a FHIR
message (FC is used in Italy as a unique identifier of Italian citizens; in this context,
only communications protected by the HIS firewall are allowed to use FCs). The RIS
provides the list of all available reports for each patient to the RLUS service by a FHIR
message and the RLUS sends the list of exams to the CEHRS.

The HL7 message for the retrieval of the FC through RLUS is shown in Figure 8. The
interface looks for the diagnostic report list using a “search by criteria” procedure that is
set to a filter where the Boolean expression is the comparison of all available FCs with the
selected FC.
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3.2.4. HDL Management System

When a patient is discharged, the hospital must produce an HDL, that is, the mail
document, summarizing the events during the hospitalization and providing indications
for the treatment of the patient in the follow-up. The HDL must be stored in the HIS and
also sent to the REHRS as the CDA.

The CEHRS enables physicians to write the HDLs starting from all the relevant in-
formation, collected in a semi-automatic way. When the HDL is completed, CEHRS
implements the CDA (according to the Italian Implementation Guide for HDL), commu-
nicates with the digital signature system to produce a HDL signed CDA and sends it the
RLUS, which splits it into fields that are included in the HIS. The signed CDA is also sent
to the REHRS to ensure it is available for the patient’s follow up (Figure 10).
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3.3. Description of the Decision Support Tools

During the routine use of the EHRS, the physicians requested support for some
procedures that could be improved using specific artificial intelligence algorithms.

The knowledge required for these algorithms has been obtained from direct interaction
with physicians of the wards and from cardiology guidelines [28–34]. For the management
of these guidelines, we used the Guideline Interchange Format (GLIF), which is a language
for the structured representation of clinical guidelines. The GLIF editor, developed by
Medical Objects, has been used to draw the logical flux used in these decision support tools
with the contributions by the physicians of the ward. Patients’ states, decisions, actions,
and the related links have been also described in a computer interpretable way using the
GLIF editor. To embed automatic decision steps, scripts in the GELLO language [30] have
been used. Moreover, generalized data, extracted by grouping procedures within the real
CEHRS database, have been used to set up a virtual medical record (VMR) for each patient.
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The main decision support tools that have been developed are described in the follow-
ing.

3.3.1. Therapy administration

The oxygen and infusion therapy administration are supported by a rule-based algo-
rithm. Specifically, for the oxygen therapy, when a complex mask is needed (for example,
the VentuMask [31]), the physician has to define a minimum set of fundamental param-
eters (for example, the fraction of oxygen in the inspired gas mixture and the positive
end-expiratory pressure) and all other parameters are calculated from the patient param-
eters according to clinical guidelines. Similarly, for the infusion therapy, the physician
has to select the drug, to define its amount and the delivery rate and all other parameters
(concentration, velocity, end of treatment time, etc.) are calculated starting from the patients’
features extracted from the personalized VMR interpreted according to GELLO structured
guidelines.

3.3.2. HDL Drafting

The HDL is a key document for the follow-up of the patient after hospitalization,
but in many cases, it suffers due to the limited time that can be devoted to it. The highly
detailed analytical structure of the data stored in the CEHRS allows for an in-depth analysis
of the data collected during hospitalization. The results of this analysis are transmitted
to a rule-based algorithm, which precompiles some free text areas of the HLD using an
ensemble of pre-defined sentences that are suitable for the features of the patients. The
physician has to read, modify if necessary and confirm acceptance. Acceptance by the
physician implies his/her taking on responsibility, confirmed by his/her digital signature.
The HDL management process continues as described in Section 3.2.

3.4. Emergency System

An emergency system has been developed to overcome the servers’ failures. The
system’s architecture is shown in Figure 11.
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The Windows Server 1, which is the main server in which the CEHRS is located, is
connected with the data server, the clients and with another server.

During the normal operation, Server 1 stores the state of the clinical record of each
patient as a PDF file in a directory that is shared by a web interface, which is managed by
Server 2. The files are updated every four hours. If a Server 1 malfunction occurs, users can
use the shared files in the directory, which resides in Server 2.
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This architecture has been chosen in order to duplicate the hardware and, therefore,
halve the probability to have both servers out of service at the same time. Moreover, Server
2 includes all the necessary resources and, therefore, does not need any connection in order
to properly function. This makes it more robust than Server 1.

3.5. Practical Implications of the System

An informal survey that has been conducted in the two hospitals shows that using
EHRs has improved patient management according to 75% of physicians and 60% of nurses
in VS hospital, and according to 65% of physicians and 45% of nurses in PAM hospital. It
is thought that the difference between the two hospitals is probably due to the fact that
in PAM hospital, the use of the EHR is more recent; therefore, the lower satisfaction is a
consequence of the fact that familiarity with EHR is still rather low. For both hospitals,
the tool that was mostly appreciated by physicians was the software supporting the HDL
preparation (90% in VS hospital, 75% in PAM hospital). Further surveys will be proposed
in the future to check the satisfaction trend.

A further aspect that has been regarded as very useful by physicians is sharing data
between the two hospitals, which significantly reduces anamnesis time when the same
patient is admitted at different times in the two hospitals (90% in VS hospital, 75% in PAM
hospital).

Nurses especially appreciated the possibility of quickly recording missed therapy
administrations and its causes (75% in VS hospital, 60% in PAM hospital).

4. Discussion

At the start of the setting up of the HEHRS, the record system of the cardiology wards
was completely paper based, but, in connection with the adoption of the REHRS, the staff
reckoned that it was necessary to set up an EHR that could be integrated into it, in order to
avoid setting up procedures on a paper record first and subsequently converting them to a
digital format for the REHRS.

This work has taken into account the specific needs of the cardiology staff with regard
to storage stability and responsibility attribution, while retaining the confidence of the
staff in the paper-based system, which had been used for many years. The system that
has been set up satisfies these needs using the data base systems and the authentication
systems of both hospitals. The design features of the EHR guarantee both the storage
stability and responsibility attribution and for any stored information, the staff member
who stored or modified or cancelled it can be known. These features have been obtained
by an architecture that closely resembles the one in [5] and that is commonly adopted
in many EHRs (also commercial) that are being used in many hospitals. An additional
need was interoperability with other hospitals and local medical informatics applications,
a feature that is present only to a small extent in commercial EHRs [32]. For this reason, it
was decided that a EHR would be set up from scratch rather than using already available
material. The system modules relating to interoperability are based on HL7 and FHIR
standards, as described in the previous sections. With regard to the objectives described
in the Introduction section (therapy, referrals and discharge letters), all the commercial
systems are already adapted to the first point. For the second and third point, the use of
standards has been crucial. Our system is highly efficient compared to other commercial
systems.

Information security aspects have not been described in detail because, in accordance
with the Italian national and regional legislative constraints, the security management has
been completely delegated to the systems that have been set up by the two hospitals and
by the regional infrastructure to which they belong (see Appendix A).

Access to personal, sensitive and ultra-sensitive data, which are present in the adminis-
tration software, is strictly compliant with national and European Union regulations (such
as the General Data Protection Regulation on privacy, n. EU 2016/679 and the European
Medical Device Regulation, n. EU 2017/745) for software such as the EHR.
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This approach is rather traditional. Relevant innovative work has been recently carried
out [33–40]; however, in order to apply such approaches, a legislative adjustment would be
necessary. This is particularly evident in relation to blockchain systems, in which distributed
data storage—a typical feature of this approach—is currently strongly countered by public
administration data managers in many countries.

5. Conclusions

The development of the CEHRS started at the beginning of 2018, with a very close
interaction between software developers and physicians, adopting the main criteria of the
agile development methodology, which allows for quick prototyping and constant testing
of the system by the users. In December 2018, the CEHRS was adopted formally on an
experimental basis, but in essence, it immediately became the only software support of the
ward. In October 2020, the experimental phase was completed, the CEHRS was adopted
and became the only official health record of the cardiology ward. In May 2021, the CEHRS
was also adopted in the cardiology ward of PAM.

In VS, 4093 admissions have been managed so far, among which 3395 patients have
been hospitalized (2295 males with average age 70 and 1103 females with average age 76).
In PAM, 628 admissions have been managed so far, among which 556 patients have been
hospitalized (330 males with average age 73 and 226 females with average age 76).

The CEHRS also supported the cardiology ward in in VS in 2020, when it was devoted
to the treatment of patients with SARS-Cov2 for several months. A total of 139 admissions
and 139 hospitalized patients have been managed. This has made evident its versatility
and flexibility, which enables its use in wards different from cardiology.

The use of CEHRS has enabled the cardiology wards of VS and of PAM to be included
in the REHRS. It can, therefore, be concluded that, after a few years of use of CEHRS, the
objectives described in the Introduction have been met.

In the future, the high analytical capacity of the CEHRS database will enable the
secondary use of EHR, both for further clinical studies and for the development of further
clinical decision support systems.

Another important contribution of the REHRS to the research domain is improving
the efficiency of clinical trials. At present, most clinical trials require the creation of a
unique information infrastructure to ensure protocol compliance and to collect essential
research data. With the REHRS, every practitioner would have access to a fully functional
electronic health record (EHR), so clinical trials could routinely be implemented through
the dissemination of guidelines that specify the research protocol. Data collection would
occur automatically while administering the protocol, reducing time and costs. In addition,
there would be substantial value in analysing, de-identifying and aggregating data from
routine patient care to assess the outcomes of various treatments and monitor the health of
individuals or groups.

The availability of strongly structured data in connection with natural language
information will, on one side, support patient management throughout the diagnostic and
therapeutic process also after discharge and for any rehospitalizations, independently of
the specific hospital, while on the other side, it enables its secondary use in anonymous
and aggregate formats to support clinical studies.

This will also be favoured by the presence of standardized systems for the management
of clinical terminology, which are spreading in Italian regions, and by the continuous
adaptation to innovations related to security and interoperability, considering the evolution
of legislative constraints.

Specifically, the ability to use all EHR parts based on natural language (anamnesis,
clinical diary and hospital discharge letter) for research is very promising. In this respect, the
interoperability features of the EHR can interface effectively with terminology management
systems [41–46] and with natural language processing systems.
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Appendix A

The security related rules and guidelines—as for all aspects of the Italian public
administration—have been set up according to the accessibility technical requirements to
technology standardization at the international level and to European Union regulations.
They guarantee protection, availability, accessibility, integrity, data confidentiality and
operational continuity of systems and of infrastructures.

With respect to information security, all software modules used in the Liguria local
health company (which includes the EHR that has been set up) comply with the ICT
security minimal requirements for public administrations, which are an integral part of
the guidelines for security for Italian public administrations. The guidelines provide a
reference to assess whether the protection level provided by an infrastructure responds to
operational needs and to identify suitable interventions for its adjustment. The Liguria
local health company has aligned with the goal of assuring resilience of its information
structure with regard to accidents or hostile actions that might impair the operation of
systems and of physical assets controlled by them, equipping itself with standards for
prevention and reaction to adverse cybernetic events.

Some examples of such standards are as follows:

• Connection blocking for unauthorized devices and staff;
• Firewall antispam, antimalware, antivirus;
• Internet protocols of any resource connected to the network;
• Authorization and checking of all installed software;
• Dedicated VLAN fractioning;
• Minimal and identified TCP ports opening;
• Backup update procedures and network systems recovery;
• Disaster recovery policies to guarantee operational continuity of particularly sensitive

systems;
• Tracking on the operations carried out on local health company software;
• Deactivation of all automatisms that may allow unauthorized access to systems.

References
1. Tsiknakis, M. An open, component-based information infrastructure for integrated health information networks. Int. J. Med.

Inform. 2002, 68, 3–26. [CrossRef]
2. World Health Organization. Global Strategy on Digital Health 2020–2025; World Health Organization: Geneva, Switzerland, 2021.
3. McMullen, P.C.; Howie, W.O.; Philipsen, N.; Bryant, V.C.; Setlow, P.D.; Calhoun, M.; Green, Z.D. Electronic Medical Records and

Electronic Health Records: Overview for Nurse Practitioners. J. Nurse Pract. 2014, 10, 660–665. [CrossRef]
4. Uslu, A.; Stausberg, J. Value of the Electronic Medical Record for Hospital Care: Update From the Literature. J. Med. Internet Res.

2021, 23, e26323. [CrossRef]

http://doi.org/10.1016/S1386-5056(02)00060-6
http://doi.org/10.1016/j.nurpra.2014.07.013
http://doi.org/10.2196/26323


Informatics 2022, 9, 47 14 of 15

5. Melton, G.B.; McDonald, C.J.; Tang, P.C.; Hripcsak, G. Electronic Health Records. In Biomedical Informatics, 5th ed.; Shortliffe, E.H.,
Cimino, J.J., Eds.; Springer: Cham, Switzerland, 2021; pp. 467–509. [CrossRef]

6. Atasoy, H.; Greenwood, B.N.; McCullough, J.S. The Digitization of Patient Care: A Review of the Effects of Electronic Health
Records on Health Care Quality and Utilization. Annu. Rev. Public Health 2019, 40, 487–500. [CrossRef] [PubMed]

7. Jensen, P.B.; Jensen, L.J.; Brunak, S. Mining electronic health records: Towards better research applications and clinical care. Nat.
Rev. Genet. 2012, 13, 395–405. [CrossRef] [PubMed]

8. Weiskopf, N.G.; Hripcsak, G.; Swaminathan, S.; Weng, C. Defining and measuring completeness of electronic health records for
secondary use. J. Biomed. Inform. 2013, 46, 830–836. [CrossRef]

9. Davidson, J.; Banerjee, A.; Muzambi, R.; Smeeth, L.; Warren-Gash, C. Validity of Acute Cardiovascular Outcome Diagnoses
Recorded in European Electronic Health Records: A Systematic Review. Clin. Epidemiol. 2020, 12, 1095–1111. [CrossRef]

10. Martin, G.P.; Mamas, M.A. Importance of quality control in ‘big data’: Implications for statistical inference of electronic health
records in clinical cardiology. Cardiovasc. Res. 2019, 115, e63–e65. [CrossRef]

11. Nadarajah, R.; Wu, J.; Frangi, A.F.; Hogg, D.; Cowan, C.; Gale, C. Predicting patient-level new-onset atrial fibrillation from
population-based nationwide electronic health records: Protocol of FIND-AF for developing a precision medicine prediction
model using artificial intelligence. BMJ Open 2021, 11, e052887. [CrossRef]

12. Choi, E.; Schuetz, A.; Stewart, W.F.; Sun, J. Using recurrent neural network models for early detection of heart failure onset. J. Am.
Med. Inform. Assoc. 2017, 24, 361–370. [CrossRef]

13. Wang, R.; Weng, Y.; Zhou, Z.; Chen, L.; Hao, H.; Wang, J. Multi-objective ensemble deep learning using electronic health records
to predict outcomes after lung cancer radiotherapy. Phys. Med. Biol. 2019, 64, 245005. [CrossRef]

14. Payne, T.H.; Zhao, L.P.; Le, C.; Wilcox, P.; Yi, T.; Hinshaw, J.; Hussey, D.; Kostrinsky-Thomas, A.; Hale, M.; Brimm, J.; et al.
Electronic health records contain dispersed risk factor information that could be used to prevent breast and ovarian cancer. J. Am.
Med. Inform. Assoc. 2020, 27, 1443–1449. [CrossRef]

15. Wu, Y.; Warner, J.L.; Wang, L.; Jiang, M.; Xu, J.; Chen, Q.; Nian, H.; Dai, Q.; Du, X.; Yang, P.; et al. Discovery of Noncancer Drug
Effects on Survival in Electronic Health Records of Patients With Cancer: A New Paradigm for Drug Repurposing. JCO Clin.
Cancer Inform. 2019, 3, 1–9. [CrossRef]

16. Zong, N.; Wen, A.; Stone, D.J.; Sharma, D.K.; Wang, C.; Yu, Y.; Liu, H.; Shi, Q.; Jiang, G. Developing an FHIR-Based Computational
Pipeline for Automatic Population of Case Report Forms for Colorectal Cancer Clinical Trials Using Electronic Health Records.
JCO Clin. Cancer Inform. 2020, 4, 201–209. [CrossRef]

17. Lin, W.-C.; Chen, J.S.; Chiang, M.F.; Hribar, M.R. Applications of Artificial Intelligence to Electronic Health Record Data in
Ophthalmology. Transl. Vis. Sci. Technol. 2020, 9, 13. [CrossRef]

18. Bonetto, M.; Nicolo, M.; Gazzarata, R.; Fraccaro, P.; Rosa, R.; Musetti, D.; Musolino, M.; Traverso, C.E.; Giacomini, M. I-Maculaweb:
A Tool to Support Data Reuse in Ophthalmology. IEEE J. Transl. Eng. Health Med. 2016, 4, 1–10. [CrossRef]

19. Nicolò, M.; Morlacchi, A.; Cappelli, F.; Ferro Desideri, L.; Colombo, V.; Musetti, D.; Musolino, M.; Saccheggiani, M.; Bonetto,
M.; Giacomini, M.; et al. Real-Life Data in the Treatment of Neovascular Age-Related Macular Degeneration: Results from the
Imaculaweb Registry Evaluated in a Single Italian Medical Retina Center. Ophthalmologica 2020, 243, 453–460. [CrossRef]

20. Norgeot, B.; Glicksberg, B.S.; Trupin, L.; Lituiev, D.; Gianfrancesco, M.; Oskotsky, B.; Schmajuk, G.; Yazdany, J.; Butte, A.J.
Assessment of a Deep Learning Model Based on Electronic Health Record Data to Forecast Clinical Outcomes in Patients with
Rheumatoid Arthritis. JAMA Netw. Open 2019, 2, e190606. [CrossRef]

21. Maarseveen, T.D.; Meinderink, T.; Reinders, M.J.T.; Knitza, J.; Huizinga, T.W.J.; Kleyer, A.; Simon, D.; van den Akker, E.B.;
Knevel, R. Machine Learning Electronic Health Record Identification of Patients with Rheumatoid Arthritis: Algorithm Pipeline
Development and Validation Study. JMIR Med. Inform. 2020, 8, e23930. [CrossRef]

22. Rahman, R.; Reddy, C.K. Electronic Health Records: A Survey. In Healthcare Data Analytics; Reddy, C.K., Aggarwal, C.C., Eds.;
Chapman and Hall/CRC: New York, NY, USA, 2015.

23. Dolin, R.H.; Alschuler, L.; Boyer, S.; Beebe, C.; Behlen, F.M.; Biron, P.V.; Shabo Shvo, A. HL7 Clinical Document Architecture,
Release 2. J. Am. Med. Inform. Assoc. 2006, 13, 30–39. [CrossRef]

24. Saripalle, R.; Runyan, C.; Russell, M. Using HL7 FHIR to achieve interoperability in patient health record. J. Biomed. Inform. 2019,
94, 103188. [CrossRef]

25. Joyia, G.J.; Akram, M.U.; Akbar, C.N.; Maqsood, M.F. Evolution of Health Level-7. In Proceedings of the 2018 International
Conference on Software Engineering and Information Management-ICSIM2018, Casablanca, Morocco, 4–6 January 2018; pp. 118–
123.

26. Lehne, M.; Luijten, S.; Vom Felde Genannt Imbusch, P.; Thun, S. The Use of FHIR in Digital Health-A Review of the Scientific
Literature. Stud. Health Technol. Inform. 2019, 267, 52–58. [CrossRef]

27. Decreto del presidente del consiglio dei ministri 29 settembre 2015, n. 178. In Regolamento in Materia di Fascicolo Sanitario Elettronico;
Gazzetta Ufficiale Serie Generale n.263 del 11-11-2015, 178/2015; 2015. Available online: http://www.normattiva.it/eli/id/2015
/11/11/15G00192/ORIGINAL (accessed on 6 May 2022).

28. Gazzarata, R.; Giannini, B.; Giacomini, M. A SOA-Based Platform to Support Clinical Data Sharing. J. Healthc. Eng. 2017, 2017,
2190679. [CrossRef]

29. HL7 Version 3 Standard: Retrieve, Locate, and Update Service (RLUS) Release 1. Available online: https://www.hl7.org/
implement/standards/product_brief.cfm?product_id=89 (accessed on 30 May 2022).

http://doi.org/10.1007/978-3-030-58721-5_14
http://doi.org/10.1146/annurev-publhealth-040218-044206
http://www.ncbi.nlm.nih.gov/pubmed/30566385
http://doi.org/10.1038/nrg3208
http://www.ncbi.nlm.nih.gov/pubmed/22549152
http://doi.org/10.1016/j.jbi.2013.06.010
http://doi.org/10.2147/CLEP.S265619
http://doi.org/10.1093/cvr/cvy290
http://doi.org/10.1136/bmjopen-2021-052887
http://doi.org/10.1093/jamia/ocw112
http://doi.org/10.1088/1361-6560/ab555e
http://doi.org/10.1093/jamia/ocaa152
http://doi.org/10.1200/CCI.19.00001
http://doi.org/10.1200/CCI.19.00116
http://doi.org/10.1167/tvst.9.2.13
http://doi.org/10.1109/JTEHM.2015.2513043
http://doi.org/10.1159/000507711
http://doi.org/10.1001/jamanetworkopen.2019.0606
http://doi.org/10.2196/23930
http://doi.org/10.1197/jamia.M1888
http://doi.org/10.1016/j.jbi.2019.103188
http://doi.org/10.3233/SHTI190805
http://www.normattiva.it/eli/id/2015/11/11/15G00192/ORIGINAL
http://www.normattiva.it/eli/id/2015/11/11/15G00192/ORIGINAL
http://doi.org/10.1155/2017/2190679
https://www.hl7.org/implement/standards/product_brief.cfm?product_id=89
https://www.hl7.org/implement/standards/product_brief.cfm?product_id=89


Informatics 2022, 9, 47 15 of 15

30. Sordo, M.; Boxwala, A.A.; Ogunyemi, O.; Greenes, R.A. Description and status update on GELLO: A proposed standardized
object-oriented expression language for clinical decision support. Stud. Health Technol. Inform. 2004, 107, 164–168.

31. Bellini, R.; Ceola, M.; Russo, A.; Guerrazzi, F.; Gottin, L. Ventumask for lung atelectasis after cardiac surgery: A pilot study. In
Proceedings of the SIMFER Conference, Ancona, Italy, 23–30 September 2018; pp. 8–10.

32. Evans, R.S. Electronic Health Records: Then, Now, and in the Future. Yearb. Med. Inform. 2018, 25, S48–S61. [CrossRef]
33. Shull, J.G. Digital Health and the State of Interoperable Electronic Health Records. JMIR Med. Inform. 2019, 7, e12712. [CrossRef]
34. Sittig, D.F.; Belmont, E.; Singh, H. Improving the safety of health information technology requires shared responsibility: It is time

we all step up. Healthcare 2018, 6, 7–12. [CrossRef]
35. Poleto, T.; Carvalho, V.D.H.d.; Silva, A.L.B.d.; Clemente, T.R.N.; Silva, M.M.; Gusmão, A.P.H.d.; Costa, A.P.C.S.; Nepomuceno,

T.C.C. Fuzzy Cognitive Scenario Mapping for Causes of Cybersecurity in Telehealth Services. Healthcare 2021, 9, 1504. [CrossRef]
36. Lima, V.C.; Pellison, F.C.; Bernardi, F.A.; Alves, D.; Rijo, R.P.C.L. Security Framework for Tuberculosis Health Data Interoperability

Through the Semantic Web. Int. J. Web Portals 2021, 13, 36–57. [CrossRef]
37. Spanakis, E.G.; Sfakianakis, S.; Bonomi, S.; Ciccotelli, C.; Magalini, S.; Sakkalis, V. Emerging and Established Trends to Support

Secure Health Information Exchange. Front. Digit. Health 2021, 3, 29. [CrossRef]
38. Butt, G.Q.; Sayed, T.A.; Riaz, R.; Rizvi, S.S.; Paul, A. Secure Healthcare Record Sharing Mechanism with Blockchain. Appl. Sci.

2022, 12, 2307. [CrossRef]
39. Negro-Calduch, E.; Azzopardi-Muscat, N.; Krishnamurthy, R.S.; Novillo-Ortiz, D. Technological progress in electronic health

record system optimization: Systematic review of systematic literature reviews. Int. J. Med. Inform. 2021, 152, 104507. [CrossRef]
40. Alami, H.; Gagnon, M.-P.; Ag Ahmed, M.A.; Fortin, J.-P. Digital health: Cybersecurity is a value creation lever, not only a source

of expenditure. Health Policy Technol. 2019, 8, 319–321. [CrossRef]
41. Yadav, R.; Murria, S.; Sharma, A. A research review on semantic interoperability issues in electronic health record systems in

medical healthcare. In Intelligent Data-Centric Systems, IoT-Based Data Analytics for the Healthcare Industry; Singh, S.K., Singh, R.S.,
Pandey, A.K., Udmale, S.S., Chaudhary, A., Eds.; Academic Press: London, UK, 2021; pp. 123–138.

42. de Mello, B.H.; Rigo, S.J.; da Costa, C.A.; da Rosa Righi, R.; Donida, B.; Bez, M.R.; Schunke, L.C. Semantic interoperability in
health records standards: A systematic literature review. Health Technol. 2022, 12, 255–272. [CrossRef]

43. Gansel, X.; Mary, M.; van Belkum, A. Semantic data interoperability, digital medicine, and e-health in infectious disease
management: A review. Eur. J. Clin. Microbiol. Infect. Dis. 2019, 38, 1023–1034. [CrossRef]

44. Gazzarata, R.; Maggi, N.; Magnoni, L.D.; Monteverde, M.E.; Ruggiero, C.; Giacomini, M. Semantics management for a regional
health information system in Italy by CTS2 and FHIR. In Applying the FAIR Principles to Accelerate Health Research in Europe in the
Post COVID-19 Era; Studies in Health Technology and Informatics; IOS Press: Amsterdam, The Netherlands, 2021.

45. Mora, S.; Attene, J.; Gazzarata, R.; Parruti, G.; Giacomini, M. A NLP pipeline for the automatic extraction of microorganisms
names from microbiological notes. In pHealth 2021; Studies in Health Technology and Informatics; IOS Press: Amsterdam,
The Netherlands, 2021.

46. Adel, E.; El-Sappagh, S.; Barakat, S.; Elmogy, M. Ontology-based electronic health record semantic interoperability: A survey. In
U-Healthcare Monitoring Systems; Academic Press: Cambridge, MA, USA, 2019; pp. 315–352.

http://doi.org/10.15265/IYS-2016-s006
http://doi.org/10.2196/12712
http://doi.org/10.1016/j.hjdsi.2017.06.004
http://doi.org/10.3390/healthcare9111504
http://doi.org/10.4018/IJWP.2021070103
http://doi.org/10.3389/fdgth.2021.636082
http://doi.org/10.3390/app12052307
http://doi.org/10.1016/j.ijmedinf.2021.104507
http://doi.org/10.1016/j.hlpt.2019.09.002
http://doi.org/10.1007/s12553-022-00639-w
http://doi.org/10.1007/s10096-019-03501-6

	Introduction 
	Materials and Methods 
	Results 
	Description of the CEHRS Modules 
	Interoperability TOOLS 
	Authentication and Authorization Procedure 
	Admission management system 
	Report Management System 
	HDL Management System 

	Description of the Decision Support Tools 
	Therapy administration 
	HDL Drafting 

	Emergency System 
	Practical Implications of the System 

	Discussion 
	Conclusions 
	Appendix A
	References

