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Abstract: The escalating global incidence of malware presents critical cybersecurity threats
to manufacturing, automation, and industrial process control systems. Given the fast-
developing web applications and IoT devices in use by industry operations, securing a
transparent and effective malware detection mechanism has become imperative to oper-
ational resilience and data integrity. Classical methods of malware detection are conven-
tionally opaque “black boxes” with limited transparency, thus eroding trust and hindering
deployment in security-sensitive contexts. In this respect, this research proposes MAL-
XSEL—a malware detection framework using an explainable stacking ensemble learning
approach for performing high-accuracy classification and interpretable decision-making.
MAL-XSEL explicates the model predictions through Shapley additive explanations (SHAP)
and local interpretable model-agnostic explanations (LIME), which enable security ana-
lysts to validate how the detection logic works and prioritize the features contributing
to the most critical threats. Evaluated on two benchmark datasets, MAL-XSEL outper-
formed conventional machine learning models, achieving top accuracies of 99.62% (ClaMP
dataset) and 99.16% (MalwareDataSet). Notably, it surpassed state-of-the-art algorithms
such as LightGBM (99.52%), random forest (99.33%), and decision trees (98.89%) across
both datasets while maintaining computational efficiency. A unique interaction of ensem-
ble learning and XAI is employed for detection, not only with improved accuracy but
also with interpretable insight into the behavior of malware, thereby allowing trust to be
substantiated in an automated system. By closing the divide between performance and
interpretability, MAL-XSEL enables cybersecurity practitioners to deploy transparent and
auditable defenses against an ever-growing resource of threats. This work demonstrates
how there can be no compromise on explainability in security-critical applications and, as
such, establishes a roadmap for future research on industrial malware analysis tools.
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Mumber of Malware Attacks
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1. Introduction

Recently, network security has been under increasing threat due to malware. In the
digital era, malicious software, known as malware, presents a significant and evolving
threat to security, making its detection a top priority. Malware is designed to compromise
the confidentiality, integrity, and functionality of a system [1]. It refers to any malicious
software developed to steal data, cause damage, or compromise computer systems. This
includes various types, such as viruses, worms, trojans, backdoors, and spyware. Given the
ubiquitous use of computers and the Internet in daily life, malware represents a significant
threat to information security. Consequently, malware detection remains a critical concern
for both the anti-malware industry and researchers.

Figure 1 shows the annual number of malware attacks worldwide, measured in
billions, from 2015 to 2023 [2]. This graphical representation provides a comprehensive
overview of the evolving landscape of cybersecurity threats over the years. The increasing
trend depicted in the graph highlights the alarming rise in the frequency and severity of
malware attacks targeting various digital assets and systems globally.
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Figure 1. The number of malware attacks worldwide [2].

Each point on the graph represents a specific year, while the corresponding value on
the vertical axis denotes the estimated number of malware attacks reported worldwide
during that particular year. The continuous upward trajectory underscores the growing
sophistication and proliferation of malicious activities perpetrated by cybercriminals across
different sectors and industries. Understanding this trend is crucial for cybersecurity
professionals, policymakers, and organizations as they strive to develop robust defense
mechanisms and proactive strategies to safeguard digital infrastructure and sensitive data
from evolving cyber threats. By analyzing historical data and the projections depicted in
Figure 1, stakeholders can gain valuable insights into the scale and nature of malware at-
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tacks, enabling them to devise effective countermeasures and resilience-building initiatives
to mitigate risks and enhance cybersecurity posture in an increasingly digitized world for
various applications.

Numerous research efforts have focused on intelligent malware detection through
data mining and machine learning techniques. These attempts were successful in many
ways yet depended on narrow learning architectures and thus failed to resolve the realities
posed by the industrial malware threats. Cloud-based Internet applications are widely
used to connect industrial platforms, such as smart manufacturing and automation systems
and lIoT-enabled production lines. However, widespread connectivity turns out to be a
very attractive target for various cyberattacks, including malware that could attack major
industrial processes and access sensitive operational data, resulting in financial damage,
reputational risk, and even greater destruction in the end. Failure in industrial malware
attack cases can result in short supply chains, equipment failure, production downtime, and
safety hazards [3-5]. There are many threats to the Al ecosystem that need to be delineated
from the security perspective of the proposed model: backdoor attacks, adversarial attacks,
and jailbreak attacks. Backdoor attacks subvert training with hidden behavior, while
adversarial attacks change the input data to corrupt predictions [6-8]. Jailbreak attacks
try to circumvent safety restrictions or constraints imposed on deployed systems, giving
rise to threats to real-world industrial applications where security and stability are vital.
Therefore, strong and explainable malware detection frameworks should be developed to
secure industrial web applications, maintain operational resilience, and keep the Industry
4.0 ecosystem safe against evolving cyber threats. Such frameworks should integrate
explainable Al-driven cybersecurity models to detect and mitigate industrial malware
threats, ensuring minimal disruption to manufacturing processes, automation systems, and
critical infrastructure.

Conversely, machine learning, a branch of artificial intelligence, entails crafting algo-
rithms and statistical models that empower computers to execute tasks without explicit
programming. These systems learn from data and derive decisions based on the acquired
information. The workflow involves training a model on a dataset, enabling it to discern
patterns and render predictions or decisions with novel data. Machine learning finds broad
applications, including image recognition, disease predictions, and recommendation sys-
tems. Its ability to enhance and evolve renders it a potent instrument for tackling intricate
challenges across various domains. In addition, in [9,10], the approach utilizes machine
learning for pre-deployment performance prediction in software-defined networks (SDNs),
employing neural network boosting regression to enhance accuracy. Additionally, a survey
examines the application of graph-based deep learning techniques to communication net-
works, exploring various models and methodologies that improve network performance
and efficiency.

With the increasing prevalence of malware, it has become a critical cybersecurity
concern, impacting individual users, corporations, and governments worldwide. This
growing threat highlights the urgent need for advanced research in malware detection,
particularly for secure web applications. Traditional malware detection models are often
treated as “black boxes”, making their decision-making process opaque to users. This lack
of transparency reduces trust and limits their adoption in security-critical environments.
To address this issue, this study proposes MAL-XSEL, an explainable stacking-based en-
semble learning model for web malware classification. By leveraging explainable artificial
intelligence (XAI) techniques, this framework enhances interpretability and provides in-
sights into malware detection decisions. XAI methods, such as SHAP (Shapley additive
explanations), make machine learning outputs more understandable, allowing security
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model
inference

experts to comprehend the factors influencing predictions. The decision-making workflow
of explainable AI (XAI) is shown in Figure 2 [10,11].
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Figure 2. Decision-making workflow of explainable AI (XAI).

This paper presents a framework for efficient malware detection for secure web ap-
plications. The proposed framework enhances the efficiency and accuracy of malware
detection for securing web applications over the Internet. The results demonstrate that
the hybrid framework outperforms traditional machine learning methods across various
evaluation metrics. Furthermore, this paper aims to provide an effective malware detec-
tion framework to create a robust malware detection system for web applications. The
encouraging experimental results inspire the undertaking of large-scale labeled online data
collection to assess the proposed framework’s generalization capability. The following
summarizes the contributions of this paper:

e  An efficient and robust framework is developed that effectively secures industrial web
applications from malicious activities, using binary classification to specify malware
and benign software for malware detection. Furthermore, an experimental analysis
of the proposed industrial web-based malware detection framework is performed
to classify web traffic accurately and ensure the security of critical manufacturing,
automation, and industrial control systems;

e  The proposed framework incorporates explainable artificial intelligence (XAI) tech-
niques, such as SHAP and LIME, to enhance the interpretability of malware detection
models. The incorporation of these techniques enables security practitioners to know
the key features influencing classification decisions, thus closing the gap between
model performance and human interpretability;

e  The effectiveness of the proposed stacking-based framework is validated through
extensive experiments on two benchmark malware datasets. The results demonstrate
that the proposed method consistently outperforms conventional machine learning
models, confirming its robustness and superior accuracy in industrial malware detec-
tion tasks;

e By combining high accuracy with explainability, MAL-XSEL offers a robust and trans-
parent malware detection solution, bridging the gap between performance and inter-
pretability. This framework empowers cybersecurity professionals with better insights
into malware classification, making it a practical tool for securing industrial web
applications against emerging threats.

The remainder of this paper is structured as follows: Section 2 provides a concise
overview of the pertinent literature in this paper’s subject area, while Section 3 presents an
in-depth explanation of the proposed malware detection framework for web applications.
Section 4 delves into the experimental findings and outcomes analysis of the proposed
framework. Finally, this paper’s conclusion and future scope are presented in Section 5.
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2. Previous Studies

Due to their connectivity to external networks, industrial control systems (ICSs) are
particularly vulnerable to malware threats. A prominent example is the Stuxnet attack [12],
which caused severe disruption to Iran’s uranium enrichment facilities, highlighting the
devastating impact malware can have on industrial infrastructure. Traditional machine
learning-based detection methods have been applied to this domain; however, they of-
ten fail to optimize classification performance, especially under real-time and evolving
threat conditions. Recent studies have proposed more advanced techniques tailored for
industrial settings. For instance, Huang et al. [13] employed opcode2vec feature extraction
combined with conditional variational autoencoders (CVAEs) and generative adversarial
networks (GANSs), achieving high accuracy and robust malware classification within ICS
environments. Similarly, Zheng et al. [14] introduced an adaptive fuzzy SIR model for
predicting malware propagation in industrial IoT (IloT) networks. This model dynamically
adjusts infection and recovery rates using gradient descent and fuzzy logic, improving
its adaptability under uncertain network conditions. Another notable advancement is
presented by Naeem et al. [15], who proposed a malware detection method for IloT devices
based on color image visualization of malware binaries, combined with deep convolutional
neural networks (CNNs). Their approach demonstrated improved accuracy and faster
prediction times compared to conventional methods.

In addition to advancements in ICS-specific malware detection, various studies have
demonstrated the effective application of machine learning (ML) techniques in detecting
malware across a wide range of file types, including executables, scripts, documents, and
images. These models analyze behavioral and structural characteristics to improve detec-
tion accuracy, particularly in environments with unsecured networks. For instance, the
study in [16] focused on feature selection from portable executable (PE) headers, eliminat-
ing non-contributory features to improve the performance of supervised learning models.
In [17], the authors proposed a machine learning-based approach for detecting unknown
and metamorphic malware by analyzing the frequency of opcode occurrence. Using the
Microsoft Malware Classification Challenge dataset and multiple feature selection methods,
the study demonstrated that classifiers such as random forest achieved high detection
accuracy. Similarly, in [18], the authors introduced a novel cloud-based malware dataset,
CMD_2024, which integrates both static and dynamic features to enhance malware de-
tection in cloud environments. By applying synthetic data generation using conditional
tabular GANs and leveraging various machine and deep learning classifiers, their ap-
proach achieved high detection performance, particularly improving the recognition of
rare malware classes.

Furthermore, the authors in [19] proposed a multimodal deep learning framework that
fuses convolutional neural network models trained on grayscale images, entropy graphs,
and SimHash representations of malware executables. Their work integrates explainability
techniques, such as Grad-CAM and t-SNE, and demonstrates state-of-the-art performance
even under adversarial attacks, highlighting the potential of robust, interpretable, and
feature-rich malware detection models. A notable direction in recent studies is addressing
concept drift, the phenomenon where malware evolves over time. The work in [20]
emphasized its impact on long-term detection accuracy, suggesting the need for adaptive
models. Its findings show that by addressing this, concept drift can be used to build
long-lasting and accurate detection systems. However, an optimizer ensemble approach
in [21] was introduced, using genetic algorithms (GAs) to fine-tune the parameters of
ensemble classifiers for Android malware detection. Evaluated on a large dataset of
malware and benign apps, the method achieved superior performance and outperformed
other conventional machine learning models. Moreover, [22] proposed an efficient malware
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detection framework using traditional machine learning classifiers, including random
forest, KNNs, and extra trees, applied to the UNSW-NB15 dataset. By employing feature
encoding and an entropy feature selection technique, their approach achieved notable
classification performance with random forest.

Despite these advancements, a clear research gap remains. It is observed that a
substantial amount of research has been conducted on malware detection using machine
learning. However, there are only a few contributions to the literature that explore the
use of genetic algorithms in conjunction with current machine learning algorithms for
effectively identifying malware in web applications over insecure networks (Table 1).

Table 1. Overview of significant research on learning-based malware detection.

Work Focus of Research Method Description
Portable executable . Excluded non-contributory features to
[16] Feature selection .
header features improve model performance
[17] Detecting unknown malware Frequency of opcode Develc?ped a friamework.usmg
occurrence machine learning techniques
[18] Cloud-based Dataset with Dynamic and static feature-rich
malware detection GAN-based augmentation ~malware classifier using deep learning
Multimodal malware CNN-based fusion of Proposed a fusion model leveraging
[19] . grayscale and . .
detection and robustness . multiple visual malware features
adversarial defense
Enduring malware . Established that discussing concept
[20] detection methods Concept drift drift enhances detection methods
[21] Android malware Optimizer ensemble Used GAs to optimize RF parameters
classification learning with GAs for maximum classifier accuracy
Multiple ML algorithms
[22] Network-based with TFIDE Used KNNs, RFE ET, DT, LR,

malware detection

feature selection

and nnMLP

3. Proposed Methodology

In this study, we develop a new intelligent malware detection framework specifically
designed for secure industrial web applications. Unlike most traditional methods that
apply static features or even fall back to black-box models, this approach (MAL-XSEL)
combines explainable artificial intelligence and a stacking-based ensemble learning strategy
to produce higher accuracy and interpretability. The novelty of this framework consists
of a combination of various machine learning models, feature-specific interpretability
techniques, such as SHAP and LIME, and a modular workflow that considers the unique
structure of portable executables (PEs), as illustrated in Figure 3. A PE file is the standard
format for Windows desktop applications. This study targets malware detection by analyz-
ing the PE header, which contains essential metadata and operational information needed
by the system to execute the file. By focusing on this structure, the proposed approach aims
to detect previously unseen malware that often escapes conventional antivirus systems.
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Figure 3. Explainable stacking-based ensemble model for detecting malware.

Furthermore, the proposed MAL-XSEL framework encompasses several key steps

essential for the malware recognition process, which are outlined as follows:

1.

Data Collection and Preparation: Web-based malware datasets are collected from
various sources, ensuring a diverse and comprehensive dataset for training and
evaluation. The collected data undergo preprocessing, including cleaning, handling
missing values, and standardization, to ensure compatibility with the framework’s
processing requirements.

Data Formatting: The two selected malware datasets are structured and formatted to
align with the requirements of the explainable stacking-based ensemble model. Proper
formatting ensures data consistency and enhances feature extraction for improved
classification accuracy.

Dataset Partitioning: The datasets are split into training and testing sets using an
80/20 ratio, where 80% of the data are used to train the model and 20% are reserved for
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evaluating its performance. This split ensures an effective balance between training
the model and assessing its generalization ability.

4. Model Training (Explainable Stacking-Based Ensemble Learning): The core of the
proposed approach involves training an ensemble model using a stacking-based
strategy. This model integrates multiple machine learning classifiers, such as Light-
GBM, random forest (RF), CatBoost, decision tree (DT), AdaBoost, k-nearest neighbors
(KNN), and linear discriminant analysis (LDA), to leverage their strengths and en-
hance malware detection accuracy. The training process optimally combines these
classifiers to improve predictive performance.

5. Testing and Classification: Once trained, the model classifies web-based malware
in real time using the 20% test data. The performance of individual base classifiers
and the stacking ensemble is analyzed to determine their effectiveness in identifying
malicious web-based threats.

6. Performance Evaluation: A comprehensive evaluation of the proposed system is
conducted using classification-oriented metrics, including accuracy, precision, recall,
F1-score, and AUC-ROC. The results are compared against conventional machine
learning methods to validate the superiority of the stacking-based ensemble approach.

7.  Explainable AI (XAI) for Model Interpretability: To enhance transparency and pro-
vide insights into the model’s decision-making, SHAP is employed to offer both global
and local interpretability, explaining each feature’s contribution to predictions. Addi-
tionally, LIME assesses the impact of individual input features, even identifying minor
factors influencing malware detection. This interpretability empowers cybersecurity
professionals to better understand and trust the model’s classification decisions.

This comprehensive pipeline enables accurate, explainable, and generalizable malware
detection, setting MAL-XSEL apart from prior work focused on isolated models or non-
interpretable detection strategies.

4. Experimental Study

This section provides an overview of the experimental setup, including details about
the two malware datasets utilized. Additionally, it presents the analysis and discussion of
the results obtained from the proposed framework, which focuses on classifying malware in
executable files within web applications over unsecured systems and assessing the efficacy
of the Python (3.11.12)-coded framework used in this study for malware detection.

4.1. Malware Datasets

The projected approach is instigated using numerous PE header datasets containing
both malware and benign files sourced from multiple repositories. These datasets are
as follows:

1. Dataset 1 (Classification of Malware (CLaMP)): This dataset was obtained from the
Mendeley data repository. This dataset comprises 5210 file samples, with 2722 classi-
fied as malware and 2488 as benign, featuring a total of 69 attributes [23].

2. Dataset 2 (MalwareDataSet): This dataset was sourced from GitHub, containing
137,444 samples, of which 40,918 are malware and 96,526 are benign. This dataset
includes nine extracted features [24].

4.2. Assessment Criteria

The evaluation of the suggested approach is based on precision, recall, and F-measures,
which serve as performance metrics for the classifiers. These metrics are calculated for
both positive (“P”) and negative (“N”) classifications across the test dataset. Table 2
illustrates a confusion matrix (CM), a fundamental tool for evaluating the classification
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model’s performance. It involves four essential parameters: true positive (TP), true negative
(TN), false positive (FP), and false negative (FN). Understanding these parameters aids in
comprehensively assessing the classification model’s efficacy in detecting malware within
web applications in an effective way.

Table 2. CM for malware detection.

Predicted Benign Predicted Malware
Actual Benign TP FN
Actual Malware Fp TN

The following formulas may be used to compute assessment measures such as ac-
curacy, precision, recall, and F1-score once the confusion matrix’s parameters have been
established [25,26]:

Accuracy = TP+ TN (1)
YT TPYFP+FEN+TN
. TP
Precision = TP L FP (2)
TP
Recall = TP+ EN 3)
F1 — score — 2 Precision x Recall @)

Precision + Recall

4.3. Results Analysis

This section discusses the results of the proposed approach for detecting malware.
Table 3 presents the performance evaluation of different machine learning models used
in the MAL-XSEL system on CLaMP (Dataset 1), based on four key metrics: accuracy,
precision, recall, and Fl-score. The results indicate that the stacking ensemble model
achieves the highest performance, with an accuracy of 0.9962, confirming the effectiveness
of combining multiple base learners for improved malware detection. Among the individ-
ual models, LightGBM (0.9952 accuracy), CatBoost (0.9942 accuracy), and random forest
(RF) (0.9933 accuracy) perform exceptionally well, showcasing the strength of tree-based
ensemble techniques in malware classification. Decision tree (DT) (0.9789 accuracy) and Ad-
aBoost (0.9683 accuracy) demonstrate moderate performance but are outperformed by more
advanced boosting models such as LightGBM and CatBoost. On the other hand, k-nearest
neighbors (KNN) (0.928 accuracy) and linear discriminant analysis (LDA) (0.7639 accuracy)
achieve the lowest accuracy, suggesting that traditional models may struggle with complex
malware detection patterns. Overall, the results confirm that the stacking-based approach
significantly enhances classification accuracy, making MAL-XSEL a highly effective and
interpretable solution for web-based malware detection.

Table 4 presents the performance evaluation of the MAL-XSEL system on Malware-
DataSet (Dataset 2), utilizing accuracy, precision, recall, and F1-score as key performance
metrics. The findings reveal that the stacking ensemble model achieves the highest accuracy
(0.9916), reinforcing its effectiveness in improving malware detection. Among individual
models, decision tree (DT) (0.9889 accuracy), LightGBM (0.9881 accuracy), and CatBoost
(0.9866 accuracy) exhibit strong classification performance, highlighting their robustness
in malware detection. Meanwhile, random forest (RF) (0.9758 accuracy) and AdaBoost
(0.9694 accuracy) perform moderately well but fall short of the accuracy levels achieved
by more advanced boosting techniques. K-nearest neighbors (KNN) (0.9844 accuracy)
provides competitive results, though it remains slightly less effective than tree-based mod-
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els. Linear discriminant analysis (LDA) (0.8548 accuracy) records the lowest accuracy,
suggesting its limitations in handling complex malware classification tasks. Overall, these
results confirm that the stacking-based ensemble model delivers the most accurate and
balanced performance.

Table 3. Results of the proposed system on Dataset 1.

Model Accuracy Precision Recall F1-Score
LDA 0.7639 0.7706 0.766 0.7633
KNN 0.928 0.928 0.9279 0.928

DT 0.9789 0.9793 0.9786 0.9789

RF 0.9933 0.9935 0.9931 0.9933
AdaBoost 0.9683 0.9685 0.9682 0.9683
LightGBM 0.9952 0.9953 0.9951 0.9952
CatBoost 0.9942 0.9943 0.9942 0.9942
Stacking 0.9962 0.9962 0.9961 0.9962

Table 4. Results of the proposed system on Dataset 2.

Model Accuracy Precision Recall F1-Score
LDA 0.8547 0.8253 0.8388 0.8314
KNN 0.9843 0.9824 0.9804 0.9814

DT 0.9889 0.9870 0.9867 0.9868

RF 0.9758 0.9698 0.9730 0.9714
AdaBoost 0.9694 0.9686 0.9584 0.9633
LightGBM 0.9881 0.9857 0.9861 0.9859
CatBoost 0.9866 0.9844 0.9838 0.9841
Stacking 0.9915 0.9897 0.9902 0.9899

Table 5 presents the class-wise performance of the proposed MAL-XSEL system on
Dataset 1, evaluating each model’s precision, recall, and F1-score for Class 0 (benign files)
and Class 1 (malware files). The stacking ensemble model achieves the highest performance
across both classes, with a precision of 0.998 (Class 0) and 0.9944 (Class 1), recall of 0.9941
(Class 0) and 0.9981 (Class 1), and Fl1-scores of 0.996 (Class 0) and 0.9963 (Class 1). These
results highlight the stacking model’s superior ability to correctly classify both benign and
malware files with minimal misclassification. Among individual classifiers, LightGBM,
CatBoost, and random forest (RF) perform exceptionally well, with precision, recall, and F1-
scores above 0.99 for both classes, indicating strong generalization and robustness. Decision
tree (DT) and AdaBoost follow closely behind, achieving slightly lower but still competitive
scores, particularly in recall and Fl-score. On the other hand, k-nearest neighbors (KNN)
and linear discriminant analysis (LDA) exhibit lower performance. LDA has the weakest
performance, particularly in recall for Class 1 (0.6922), indicating that it struggles to correctly
detect malware samples. KNN performs better but is still outperformed by tree-based
models, reinforcing the effectiveness of ensemble learning for malware classification.

Generally, these results confirm that the stacking-based approach significantly en-
hances malware detection accuracy for both classes, reducing the risk of false positives
(incorrectly classifying benign files as malware) and false negatives (failing to detect actual
malware). This further solidifies MAL-XSEL as a highly reliable and interpretable solution
for web malware detection.
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Table 5. Results of the proposed system on Dataset 1 for Class 0 and Class 1.

Precision Recall F1-Score
Model Class 0 Class 1 Class 0 Class 1 Class 0 Class 1
LDA 0.7203 0.8208 0.8399 0.6922 0.7755 0.751

KNN 0.9267 0.9292 0.9249 0.931 0.9258 0.9301
DT 0.9879 0.9707 0.9684 0.9888 0.978 0.9797
RF 0.998 0.9889 0.9881 0.9981 0.993 0.9935
AdaBoost 0.9721 0.9649 0.9625 0.9739 0.9672 0.9694
LightGBM 0.998 0.9926 0.9921 0.9981 0.995 0.9953
CatBoost 0.996 0.9926 0.9921 0.9963 0.9941 0.9944
Stacking 0.998 0.9944 0.9941 0.9981 0.996 0.9963

Table 6 provides a class-wise evaluation of the MAL-XSEL system on Dataset 2, an-
alyzing the precision, recall, and F1-score of each model for Class 0 (benign files) and
Class 1 (malware files). The stacking ensemble model demonstrates the highest overall
performance, achieving a precision of 0.9943 (Class 0) and 0.9852 (Class 1), recall of 0.99358
(Class 0) and 0.9868 (Class 1), and Fl-scores of 0.9939 (Class 0) and 0.9860 (Class 1). These
results highlight the stacking model’s superior capability in accurately distinguishing
between benign and malware samples, reinforcing its reliability as a robust classification
approach. Among individual classifiers, LightGBM, CatBoost, and random forest (RF)
deliver outstanding results, with precision, recall, and F1-scores exceeding 0.98 for both
classes, demonstrating strong generalization across different malware variations. Decision
tree (DT) and AdaBoost also perform well, though AdaBoost exhibits a slightly lower
recall for Class 1 (0.9306), suggesting a tendency to misclassify some malware samples. In
contrast, k-nearest neighbors (KNN) and linear discriminant analysis (LDA) show com-
paratively weaker performance. LDA, in particular, records the lowest scores, particularly
for Class 1 (precision: 0.7407, recall: 0.79874, F1-score: 0.7686), indicating its challenges in
accurately classifying malware. While KNN outperforms LDA, it remains less effective than
ensemble-based models, reaffirming the advantage of stacking and boosting techniques for
malware detection. Overall, these findings confirm that the stacking-based ensemble model
significantly enhances malware detection for both benign and malicious files, reducing mis-
classification risks. The results further establish MAL-XSEL as a powerful and interpretable
cybersecurity solution, offering enhanced security for web applications against evolving
malware threats.

Table 6. Results of the proposed system on Dataset 2 for Class 0 and Class 1.

Precision Recall F1-Score
Model Class 0 Class 1 Class 0 Class 1 Class 0 Class 1
LDA 0.9098 0.7407 0.87902 0.79874 0.8941 0.7686
KNN 0.9852 0.9545 0.98008 0.96603 0.9826 0.9602
DT 0.9872 0.9775 0.99035 0.97049 0.9888 0.9740
RF 0.9918 0.9821 0.99228 0.9812 0.9920 0.9816
AdaBoost 0.9704 0.9668 0.98618 0.9306 0.9782 0.9483
LightGBM 0.9917 0.9797 0.99124 0.9809 0.9915 0.9803
CatBoost 0.9899 0.9788 0.99087 0.9767 0.9904 0.9778

Stacking 0.9943 0.9852 0.99358 0.9868 0.9939 0.9860
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Likewise, Figures 4 and 5 show the confusion matrices for Dataset 1 and Dataset 2,
respectively. Figure 6 presents a comparison of the results for Dataset 1 and Dataset 2 using
the proposed approach and other machine learning models. Stacking outperforms all other
models on both datasets, achieving the highest accuracy (0.9915 on Dataset 1 and 0.9962
on Dataset 2), along with superior precision, recall, and F1-scores. This confirms that the
stacking model is the most effective approach compared to LDA, KNN, DT, RF, AdaBoost,
LightGBM, and CatBoost.
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Figure 4. Confusion matrix for Dataset 1.



Processes 2025, 13, 1329

13 of 20

Confusion Matrix

Confusion Matrix

16000
14000
o 16865 2321 °
- 12000
- 10000

8000

- 17500
15000
382

- 12500

§- 10000

True labels
True labels

- 7500

- 6000
- - 1671 6632 -- 282 8021 5000

- 4000
- 2500

- 2000
1 1
Predicted labels Predicted labels

LDA KNN

Confusion Matrix Confusion Matrix

17500 17500

- 15000 15000

° 185 ° 19038 148
12500 12500
2 3
k] - 10000 & - 10000
v Pl
g =
= - 7500 - 7500
- 24 8058 5000 - 156 8147 - 5000
-2500 - 2500
Predicted labels predicted labels
Confusion Matrix Confusion Matrix
- 17500 17500
- 15000
15000
° 265 - 19018 168
[- 12500 - 12500
N - 10000 2 - 10000
= - 7500 = - 7500
- s76 7727 - 5000 -- 158 8145 - 5000
- 2500 - 2500
Predicted labels Predicted labels
AdaBoost LightGBM

Confusion Matrix Confusion Matrix

- 17500 35500

15000 15000

- 12500 - 12500

- 10000 10000

True labels
True labels

- 7500

-- 193 8110 - 5000 -

-2500

Predicted labels Predicted labels.

CatBoost Stacking

Figure 5. Confusion matrix for Dataset 2.

Interpretability enhances confidence in Al models by clarifying predictions and expos-
ing model weaknesses. In this work, it is wanted to achieve a transparent analysis of the clas-
sification decisions by assessing individual features by means of XAI techniques—SHAP
and LIME—as shown in Figures 7-9. These visual explanations help cybersecurity analysts
better understand why a sample was classified as malware versus benign, allowing for
better decision-making and thereby facilitating policy adjustments. For example, Figure 8
features SHAP summary plots that highlight specific features, for instance, Feature 3 or
Feature 5, that greatly affect the classification decision in both datasets. In the same way,
Figure 9 ranks feature importance based on average impact so that it guides the analysts
on which behaviors or signals to watch most closely. Our framework enhances real-time
applications by providing such insights (e.g., adaptive firewall rules, automatic alert thresh-
olds, or even policy writing for industrial intrusion prevention systems (IPSs)). In using
such interpretability tools, we are effectively converting the raw predictions into actionable
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intelligence, which will enhance the usability of the system, making it more practical for
real-world cybersecurity implementations.

Dataset 1
1.2
1
0.8
0.6
0.4
0.2
0
Accuracy Precision Recall F1-score
DA ®mKNN ®mDT ®mRF mAdaBoost MLightGBM ™ CatBoost M Stacking
Dataset 2
1.2
1
0.8
0.6
0.4
0.2
0
Accuracy Precision Recall Fl-score

HIDA EKNN ®mDT ®mRF mAdaBoost MLightGBM M CatBoost M Stacking

Figure 6. A comparison of the proposed approach and other ML models for Dataset 1 and Dataset 2
for malware detection.



Processes 2025, 13, 1329 15 of 20

Class 0 Class 1 Feature Value .
0.00 < Model_3 =0}

Cless 0 | 1.00 s
Chss 1 0.00 < Model 3 ET_O.Q?

0.00 < Model 4 ==1.00
014

Model 0==024

004

Prediction probabilities

0.00 < Model 1 <=100
o7 - ‘ ’

(a) Dataset 1

legitimate 0 legitimate 1 Feature Value -
Model_1 <=0.00
0.051

Prediction probabilities

legitimate 0 [N 1.00 25
legtimate 1 000 <Madel 3 <= 100

0.00 < Model_5 =097

004
0.00 < Model 4 ==0.98
0ol
0.02 < Model 0==077
001 q 3

(b) Dataset 2

Figure 7. Lime for Dataset 1 and Dataset 2 with the proposed stacking approach.
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Figure 8. Shape for model impact for Dataset 1 and Dataset 2 with the proposed stacking approach.

Table 7 and Figure 10 present a comparative analysis between the proposed MAL-
XSEL framework and an existing malware detection model [27] based on their performance
on two datasets: ClaMP (Dataset 1) and MalwareDataSet (Dataset 2). The comparison
evaluates accuracy as the primary performance metric. The existing approach utilizes a
1D-CNN-LSTM model, a deep learning-based hybrid architecture, achieving an accuracy
of 98.75% on the ClaMP dataset and 97.07% on the MalwareDataSet dataset. While these
results indicate strong performance, deep learning models often operate as “black boxes”,
lacking interpretability, which can limit their adoption in security-critical applications.
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Figure 9. Shape for feature importance for Dataset 1 and Dataset 2 with the proposed stack-
ing approach.

Table 7. Comparison between the proposed framework and existing work.

Work Dataset Model Outcomes
[27] ClaMP 1D-CNN-LSTM Accuracy is 98.75%
MalwareDataSet Model Accuracy is 97.07%
Proposed ClaMP (Dataset 1) Stacking Ensemble Accuracy is 99.62%
Approach MalwareDataSet (Dataset 2) Approach Accuracy is 99.15%

In contrast, the proposed approach employs a hybrid stacking-based ensemble of
machine learning models, significantly outperforming the existing work. It achieves an
accuracy of 99.62% on the ClaMP dataset and 99.15% on the MalwareDataSet dataset,
demonstrating a notable improvement in malware classification. The stacking ensemble
approach leverages multiple base learners, optimizing classification performance by com-
bining the strengths of different machine learning models. In general, this comparison
highlights the effectiveness of the proposed MAL-XSEL framework, which not only im-
proves accuracy but also incorporates explainability through XAI techniques. By enhancing
transparency in decision-making, MAL-XSEL provides a more robust and interpretable
solution for malware detection in industrial web applications, ensuring greater security for
critical infrastructure, industrial control systems, and enterprise networks.
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Figure 10. Accuracy comparison of the proposed technique with related work.

4.4. Limitations and Challenges

Despite the promising results achieved by the proposed MAL-XSEL framework,

several limitations and practical challenges remain that warrant further investigation

for real-world deployment, particularly in industrial control systems (ICSs) and IloT

environments. These limitations can be summarized as follows:

Computational Complexity: The stacking ensemble model, while achieving high
accuracy, requires significant computational resources during training and inference.
In industrial environments, where real-time threat detection is crucial for operational
continuity, the integration of multiple base learners and an additional meta-learner in-
creases processing time, making immediate malware detection in resource-constrained
industrial control systems (ICSs) and IloT networks challenging.

Feature Dependence and Data Variability: The model’s performance is influenced
by the quality and diversity of the datasets used for training. In industrial sectors,
malware targeting ICSs and enterprise networks often exhibit distinct characteristics
compared to traditional IT environments. Differences in feature representation across
various malware datasets may affect generalizability, requiring extensive feature
engineering and adaptation for new or unseen malware types.

Interpretability vs. Performance Trade-off: While SHAP and LIME enhance inter-
pretability, their computational cost can be high, especially when explaining complex
ensemble models. Generating local and global explanations for large-scale datasets
can slow down decision-making in industrial security operation centers. This trade-off
must be carefully balanced to maintain operational efficiency.

Dataset Generalization: The datasets used in this study vary in size and composition,
which may limit the generalizability of the model across all real-world malware
threats. Additionally, zero-day malware or novel attack vectors may not be well-
represented, which poses challenges for detection. Addressing this requires ongoing
model adaptation and the inclusion of more diverse and dynamic data sources.
Adversarial Evasion and Concept Drift: Malware variants continuously evolve, and
adversarial attacks may attempt to bypass detection models by obfuscating features.
Industrial environments, such as power grids, smart factories, and IIoT systems,
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are particularly vulnerable to these evolving threats. Additionally, concept drift in
malware characteristics over time necessitates frequent retraining and adaptation to
maintain model effectiveness.

e  Scalability and Deployment Challenges: Deploying the MAL-XSEL system in large-
scale, real-world ICS or IloT environments introduces several practical challenges
that must be addressed to ensure operational feasibility. To maintain adaptability in
dynamic threat landscapes, the system should support incremental learning or modu-
lar retraining to effectively handle newly emerging malware variants. Additionally,
compliance with cybersecurity standards and interoperability with various industrial
components are essential to ensure the system’s credibility, security, and scalability.
Low-latency, real-time inference is also critical for effective threat detection in indus-
trial systems, where delays can result in significant operational risks. To address the
computational burden, optimization techniques such as model pruning, quantization,
and knowledge distillation can be applied to reduce the model’s footprint. In this con-
text, edge computing presents a promising solution by enabling local decision-making
with real-time responsiveness, thereby reducing network latency and ensuring timely
malware detection.

5. Conclusions and Future Work

In this study, we proposed MAL-XSEL, an explainable stacking-based ensemble learn-
ing model for web malware classification. By integrating explainable artificial intelligence
(XAI) techniques, the proposed framework enhances both detection accuracy and inter-
pretability, addressing the limitations of traditional “black-box” malware detection models.
In industrial environments, where cybersecurity is critical for protecting industrial control
systems (ICSs), IloT networks, and enterprise web applications, ensuring transparency in
malware detection is essential. Through the application of SHAP and LIME, security pro-
fessionals can gain deeper insights into the decision-making process, improving trust and
adoption in security-critical environments. The experimental evaluation on two benchmark
datasets demonstrated the superior performance of MAL-XSEL compared to conventional
machine learning models. The stacking ensemble approach consistently achieved higher
accuracy, with a peak accuracy of 0.9962 in Dataset 1 and 0.9916 in Dataset 2, confirming
its effectiveness in malware detection. These results validate the potential of ensemble
learning and XAI techniques in strengthening cybersecurity defenses for web applica-
tions. By combining high detection accuracy, transparency, and interpretability, MAL-XSEL
represents a practical and robust solution for fighting the evolving malware threats in
industrial systems.

Future research can focus on reducing complexity for real-time deployment in re-
source-constrained environments or improving the adaptability of models to malware
behavior changes due to concept drift. However, developing lightweight models that are
interpretable yet maintain a high detection accuracy will also be critical for industrial-scale
implementation. In the future, to increase the efficiency of systems against zero-day threats,
one can integrate live traffic streaming datasets or live data streams with real network
simulations. Applying model simplification approaches can be studied with the intention
of minimizing the resource requirements of the model while ensuring performance and
transparency. In the same context, implementing post hoc XAI techniques during the critical
analysis rather than during real-time applications would also strike a balance between
interpretability and latency. These paths are going to help reduce the gap between detection
accuracy and operational deployment, thereby enhancing the prospect of explainable Al
for applications within the realms of cybersecurity in practice.
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™M Confusion Matrix

CNN Convolutional Neural Network
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ICS Industrial Control System
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LDA Linear Discriminant Analysis
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