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Abstract: Background: Industry 4.0 signifies a profound global transformation in production and ser-
vice activities through its novel organizational principles, including digital connectivity, information
transparency, technical assistance, and decentralized decision making. This transformation poses
significant challenges for businesses, particularly small- and medium-sized enterprises (SMEs). In re-
sponse, maturity models have been developed and adapted to facilitate a transparent and supportive
entry into this transformative domain. Method/Aim: This study is dedicated to the comprehensive
analysis of Industry 4.0 maturity models through a systematic literature review to identify and
evaluate previously published recommendations for the adoption and utilization of Industry 4.0. The
aim is to provide valuable insights in this context, with a particular focus on easing entry into this
domain for SMEs. Results: Quantitative findings reveal a growing demand for fundamental support
when entering this domain, with maturity models capable of meeting the demand for structured
guidance. However, these models are currently under-validated, lacking transparency, and are often
unsuitable for SMEs. Qualitative results categorize numerous insights and recommendations into ten
distinct categories related to Industry 4.0. Conclusions: This paper provides a structured summary
to support newcomers, research institutions, and businesses in effectively initiating and optimizing
their Industrsy 4.0 activities.

Keywords: Industry 4.0; maturity model; SME; readiness model; manufacturing; small and medium-sized
enterprise

1. Introduction

Introduced at the Hannover Fair in 2011, the term “Industry 4.0” continues to com-
mand the attention of both researchers and businesses seeking to delve into its intricate
dimensions [1–4]. It is far from being a mere buzzword, as illustrated by a growing
body of research that both praises its benefits and potential and underscores the com-
plex challenges associated with it [5,6]. However, the concept of “Industry 4.0” remains
somewhat elusive, particularly for small- and medium-sized enterprises (SMEs), who
are left grappling with uncertainties. This can be attributed to the absence of validated,
application-oriented perspectives, a matter of significant concern, as Industry 4.0 is not a
one-size-fits-all solution [7].

Entering the world of Industry 4.0 is predominantly achieved through assessment
models (e.g., maturity models and readiness models). In this process, companies as-
sess their existing capabilities against predefined criteria and then derive a customized
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roadmap to achieve their desired target level. These assessment models draw inspiration
from the capability maturity model (CMM) of the 1980s, having since undergone multi-
ple adaptations and refinements [8]. A multitude of such models have emerged within
the context of Industry 4.0. However, their diverse nature and limited universality stem
from the incorporation of subjective assumptions and a partial focus on specific facets of
Industry 4.0 applications. As a result, the landscape of Industry 4.0 assessment models
remains intricate and multifaceted. For example, Leyh et al. [9] proposed an assessment
model emphasizing technological aspects in evaluating Industry 4.0 capabilities, though
they acknowledged the importance of a comprehensive ecosystem. In contrast, Asdecker
and Felch [10] adopted a distinctive approach, utilizing the design science research
model (DSR) to evaluate supply chain processes against Industry 4.0 criteria. Their
analysis incorporated a variety of comprehensive maturity models. Taking a different
angle, Yue et al. [11] developed a maturity model from a socio-technical perspective,
recognizing that a company’s performance and benefits depend not only on technology
but also on the enablement of individual tasks. Furthermore, Rauch et al. [12] expanded
their evaluation framework for Industry 4.0 implementation in SMEs. They integrated
socio-cultural elements alongside technological, functional, and organizational dimen-
sions. Their approach was grounded in deriving standard procedures from a norm
matrix, enabling structured prioritization. These diverse methodologies highlight the
multifaceted nature of Industry 4.0 assessment. Recent efforts have aimed to address
the deficiency in lucidity, the moderately tangible nature, and the ongoing need for model
validation through diverse meta-approaches to maturity models, considered from both a
research and practical standpoint. These efforts include a comprehensive examination of
validated Industry 4.0 maturity models, as described by Flamini and Naldi [13], through
participant cohorts of up to 2000 participants. Furthermore, there is an exploration of the
adaptability of Industry 4.0 maturity models for SMEs within the production and logistics
sector, as elucidated by Elhusseiny and Crispim [14]. Additionally, da Silva et al. [15] ex-
plored the practical application of Industry 4.0 technologies in SMEs, examining challenges
and performance outcomes. Lastly, Chavez et al. [16] focused on digitization levels in
SME deviation management. These studies collectively advance our understanding and
application of Industry 4.0.

To date, no comprehensive research has synthesized and evaluated existing insights on
Industry 4.0 implementation and application in SMEs. Our work provides a foundational
framework for those interested in delving into the complexities of Industry 4.0. Given the
pivotal role of SMEs in many economies, job creation, and value addition, our research
group strives to educate SMEs on Industry 4.0, enhance their change readiness, and offer an
impartial approach. This empowers SMEs to continue their vital contributions and embark
successfully on the Industry 4.0 journey. This follows Ghobakhloo [17] (p. 910): “Industry
4.0 is no longer a hype and manufacturers need to get on board sooner rather than later”.
Embedded in this context, this article addresses the following research question:

“What findings and recommendations are known to date regarding the implementa-
tion and maturity of Industry 4.0 in SMEs?”

Similar to meta-approaches to the study of maturity models, we used a systematic
literature review (SLR) as a conceptual framework to explore the research field. However,
in the analysis, we emphasize the main focus on the qualitative aspects to identify, explore,
categorize, and discuss recommendations.

This study is structured in five sections. Section 1 presents the introduction. Section 2
deals with the relevant basics of the study, followed by the methodological approach in
Section 3. Section 4 is dedicated to the structured analysis of the results and their discussion,
while Section 5 gives an outlook on further research developments and limitations.
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2. Theoretical Background

To put the initiative of this research project in a supportive light, the accompanying
terminologies have to be described. This is less a matter of providing a complete account of
the content and more a matter of setting the context of the study.

2.1. Industry 4.0

In 2011, the guiding principles of Industry 4.0 emerged through the collaborative
efforts of the “Working Group Industry 4.0” and the “Platform Industry 4.0”, debuting at
the Hannover Fair. Nevertheless, these principles offer more of a visionary perspective and
outline only a few rudimentary technologies, lacking a precise definition [18]. The term
Industry 4.0 is expected to evolve progressively, encompassing a refined lexicon, novel
developments, and experiential insights. Here, we briefly outline the ongoing pursuits in
this domain.

Forecasts suggest a future where companies will establish global networks, interlinking
machines, storage systems, and production facilities with cyber-physical systems (CPS).
These CPS will engender autonomous information exchange, action initiation, and self-
regulation, enhancing industrial processes within smart factories. These factories produce
intelligent products, complete with comprehensive documentation of their creation, offering
clear identification and traceability throughout the entire production cycle [19].

The primary objective of this fourth industrial revolution is to enhance product and
process quality while simultaneously aligning with global market demands and customer
expectations [20]. To address this ambitious attempt, this research endeavors to establish a
sustainable maturity model that interconnects the four primary goals with their respective
sub-objectives and inter-relationships. In contrast, Schuh et al. [2] focused on the internal
dynamics of companies, identifying the principal economic potential of Industry 4.0 in
expediting corporate decision-making and adaptability processes. Lichtblau et al. [21]
supplemented this perspective, emphasizing the paramount potential of optimizing pro-
duction systems by enhancing flexibility, adherence to delivery schedules, and reducing
lead times. Presently, the term “Industry 4.0” remains devoid of a definitive and universally
accepted definition, leaving both researchers and companies with a degree of uncertainty.

Networking of all components is a fundamental element within Industry 4.0, serving as
the cornerstone for both vertical and horizontal integration throughout the value chain [21].
This integration, however, inevitably leads to a considerable rise in system complexity.
According to Issa et al. [7], this heightened complexity introduces delays in the successful
implementation of Industry 4.0 systems when aligning various organizational aspects
and levels.

Nonetheless, the development of Industry 4.0 systems is not an end in itself; its success
hinges on realizing viable business models or generating added value for customers,
compelling them to invest. This underscores the fact that the tangible benefits, as opposed
to strategic projections, drive the adoption.

Maturity models have emerged as a proven method for assessing a company’s Industry
4.0 maturity. Originally devised for software engineering, these models bring structure
and systematization to the domain. As a methodical approach, they aid organizations in
evaluating the current maturity level of a specific area based on predefined criteria and in
devising an improvement-focused roadmap toward the desired target level [8,22]. Progress
along this roadmap signifies a consistent enhancement in the performance or quality of the
criteria in question, with the maturity model serving as the scale for evaluation [8].

2.2. Small- and Medium-Sized Enterprises

SMEs hold a position of paramount global significance. With estimates of 400 million
SMEs worldwide, these companies represent not only the economic backbone of many
economies but also the source of approximately two-thirds of the total workforce [23].
These enterprises are integral to the lives of many individuals. In the European Union,
for instance, SMEs account for 65% of all job opportunities and constitute 99% of all
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businesses [24]. In the context of Germany, SMEs comprise over 99% of all establishments,
contributing to more than 50% of the economic output and supplying nearly 60% of the
workforce [25]. Regionally, SMEs often serve as crucial employers, generating positions
that carry social insurance benefits. Furthermore, they play a pivotal role in providing in-
company training and serve as the entry point into the labor market for young people [25].
The EU Commission [26] categorizes SMEs based on employee count and sales/balance
sheet total as shown in Table 1.

Table 1. SME Definition.

Company Category Staff Headcount Turnover Balance Sheet Total

Medium-sized <250 ≤EUR 50 m ≤EUR 43 m
Small <50 ≤EUR 10 m ≤EUR 10 m
Mirco <10 ≤EUR 2 m ≤EUR 2 m

SMEs exhibit distinct characteristics, notably an extensive regional network, remark-
able flexibility, adaptability in responding to customer demands, and noteworthy innova-
tion [25]. Typically, these enterprises are owner-managed and maintain an organic growth
structure, which is often accompanied by a conservative investment approach due to lim-
ited financial and human resources. Consequently, decisions regarding acquisitions are
subject to meticulous evaluation. A strong emphasis on the company’s intrinsic strengths
and traditions is prevalent, leading to incremental changes rather than disruptive or revo-
lutionary ones. In the context of Industry 4.0, SMEs encounter a multitude of challenges as
they seek an implementable approach to achieve the elusive triad of cost, time, and quality.
Furthermore, as indicated by Ingaldi and Ulewicz [27] and Türkes et al. [28], SMEs grapple
with additional difficulties, including:

• narrow product portfolio→ Difficulty in the application of automated, autonomous
production systems;

• lack of expertise, culture, and standards;
• lack of knowledge about Industry 4.0;
• limited strategic and operational experience.

All these challenges could have a paralyzing effect on SMEs and withhold them from
implementation of Industry 4.0. Therefore, it is worthwhile to consider leveraging the
inherent characteristics of SMEs and adopting a sequential approach to attain the objectives
instead of pursuing them simultaneously. Several fundamental criteria inherent to SMEs
can be harnessed as advantages in this endeavor:

• Mostly manufacturers of special products and services.
• Regional grounded.
• Close ties to customer and supplier with direct contact.
• Limited to one (in exceptional cases, a few) plant with appropriate machinery.
• Core focus is on product manufacturing and the creation of customer value.
• Few hierarchical organizational levels (organizational structure) and simple process

organization.

3. Data and Methodology

The research framework outlined in the introduction offers a suitable foundation for
the comprehensive exploration of the research field using an SLR, as the focus is already
set sufficiently concretely. The methodology used is that of Moher et al. [29]: the Preferred
Reporting Items for SLRs and Meta-Analysis (PRISMA). PRISMA, an evidence-based
reporting standard, facilitates rigorous critical assessment [30]. The SLR methodology is
particularly helpful as it meticulously summarizes the available research in response to
research questions [31].

The primary objective of the SLR is to identify existing Industry 4.0 maturity models
and relevant scientific publications on the implementation of Industry 4.0, using maturity
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models to answer the research question. The search criteria defined in Table 2 were used
for this purpose.

Table 2. Database research restrictions.

Category Specification

Language English, German

Timeline 2010–2020

Database Scopus, Web of Science

Subject area Engineering, Computer Science

Literature type Article, Conference paper, Review, Conference review

Keyword Search

“Industry 4.0” OR “Industrie 4.0” OR “I 4.0” OR “I4” OR “I4.0” OR
“Vierte Industrielle Revol*” OR “Fourth industrial revol*” OR “4th
industrial revolution” OR “Smart manufact*” OR “smart producti*” OR
“smart factor*” OR “digiti?ation” OR “digitali?ation” AND “Maturity
model” OR “CMMI” OR “Reifegrad*” OR “Capability Maturity Model
Integration” OR “readiness index” OR “degree of readiness” OR
“assessment model” OR “readiness model”

Legend: *—means that plurals are included and ?—means that spelling variants are included.

Employing the application’s automated transfer function, the .ris files retrieved from
Scopus (308 results) and Web of Science (37 results) were seamlessly integrated into End-
Note. To eliminate redundancy, duplicate entries were meticulously identified and elimi-
nated. Subsequently, employing a snowballing technique, an additional 48 publications
were identified following a comprehensive full-text assessment. During the screening
phase, the publications underwent scrutiny and were systematically categorized based
on their relevance to addressing the research question, with a focus on elements such as
abstracts, titles, and chapter headings. The categorization process adhered to the criteria
delineated in Table 3.

Table 3. Categorization of results.

Category Description

examine The abstract and headlines contain only a few approaches about the
research question. A more in-depth review is needed.

important The abstract provides clear arguments linked to the research question.

irrelevant The abstract does not provide a clear connection to the research question.

exclusion The result is a duplicate or very similar to another result. The full-text
document is not available for free or not available in the English language.

Subsequently, outcomes designated as “significant” underwent a methodical cascading
screening process within a thorough analysis. The sequential steps of this PRISMA method-
ology are depicted in Figure 1, where n indicates the respective number of publications
considered.
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Figure 1. Systematic literature review (PRISMA flowchart).

4. Results: Analysis and Discussion

The analysis of the identified publications comprised both quantitative and qualitative
aspects. Considering the research aim and question, emphasis was placed on the qualitative
facets, resulting in a section-specific discussion within each segment. This allowed for direct
inferences with practical relevance and the evaluation of the strengths and weaknesses of
the recommendations.

4.1. Quantitative Analysis

Figure 2 displays the temporal gap between the first identified publication in 2015 and
the launch of Industry 4.0 in 2011. This analysis was rooted in the aggregation of keywords,
including variations within the keyword string. At this point, the extensive incorporation
and clarification of Industry 4.0, supported by evaluation models, commenced. Since that
time, this trend has persistently advanced, indicative of the sustained interest in both the
methodology and the subject matter.
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In this context, the term ‘maturity model’ specifically underscores researchers’ un-
derlying reservations, skepticism, and foreignness towards the subject. The prevalence
and extensive utilization of technical transfer models and CMMI-based models in various
applications reveal a lack of clear comprehension concerning Industry 4.0 and its imple-
mentation in corporate settings. This points to an overall cautious approach towards the
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terminology and efficacy of Industry 4.0, as well as its operationalization in this context.
The results presented for 2021 were obtained through a snowballing approach, which,
unlike the initial search, was not temporally constrained.

A content-focused analysis about the research sector unveiled additional insights.
A significant majority of the scrutinized documents were primarily affiliated with the
manufacturing sector (64 out of 112 =̂ 57%) or had a general or unspecified orientation
(41 out of 112 =̂ 37%). Only a few publications confined their sectoral focus, as outlined in
Figure 3. Notably, the emphasis on the manufacturing sector provides insight into where
the potential of Industry 4.0 is believed to reside and where research investments have
been channeled.

Logistics 2023, 7, x FOR PEER REVIEW 7 of 19 
 

 

applications reveal a lack of clear comprehension concerning Industry 4.0 and its imple-
mentation in corporate settings. This points to an overall cautious approach towards the 
terminology and efficacy of Industry 4.0, as well as its operationalization in this context. 
The results presented for 2021 were obtained through a snowballing approach, which, 
unlike the initial search, was not temporally constrained. 

A content-focused analysis about the research sector unveiled additional insights. A 
significant majority of the scrutinized documents were primarily affiliated with the man-
ufacturing sector (64 out of 112 ≙ 57%) or had a general or unspecified orientation (41 out 
of 112 ≙ 37%). Only a few publications confined their sectoral focus, as outlined in Figure 
3. Notably, the emphasis on the manufacturing sector provides insight into where the po-
tential of Industry 4.0 is believed to reside and where research investments have been 
channeled. 

 
Figure 3. Publications per sector. 

Figure 4 illustrates the chosen scientific approaches among the 112 publications, re-
flecting the degree of theoretical or practical advancement within the field. The majority 
of studies (76 out of 112) adopted a theoretical research approach, with a relatively bal-
anced distribution among literature reviews (22), conceptual work (24), and modeling 
studies (30). 

 
Figure 4. Publication methods over the research period. 

In contrast, empirical research approaches (19 out of 112) consisted of 53% case stud-
ies, 26% surveys, and 21% action research. Mixed-method approaches (17 out of 112) pri-
marily combine case studies, literature reviews, and surveys. 

Figure 3. Publications per sector.

Figure 4 illustrates the chosen scientific approaches among the 112 publications, re-
flecting the degree of theoretical or practical advancement within the field. The majority of
studies (76 out of 112) adopted a theoretical research approach, with a relatively balanced
distribution among literature reviews (22), conceptual work (24), and modeling studies (30).

Logistics 2023, 7, x FOR PEER REVIEW 7 of 19 
 

 

applications reveal a lack of clear comprehension concerning Industry 4.0 and its imple-
mentation in corporate settings. This points to an overall cautious approach towards the 
terminology and efficacy of Industry 4.0, as well as its operationalization in this context. 
The results presented for 2021 were obtained through a snowballing approach, which, 
unlike the initial search, was not temporally constrained. 

A content-focused analysis about the research sector unveiled additional insights. A 
significant majority of the scrutinized documents were primarily affiliated with the man-
ufacturing sector (64 out of 112 ≙ 57%) or had a general or unspecified orientation (41 out 
of 112 ≙ 37%). Only a few publications confined their sectoral focus, as outlined in Figure 
3. Notably, the emphasis on the manufacturing sector provides insight into where the po-
tential of Industry 4.0 is believed to reside and where research investments have been 
channeled. 

 
Figure 3. Publications per sector. 

Figure 4 illustrates the chosen scientific approaches among the 112 publications, re-
flecting the degree of theoretical or practical advancement within the field. The majority 
of studies (76 out of 112) adopted a theoretical research approach, with a relatively bal-
anced distribution among literature reviews (22), conceptual work (24), and modeling 
studies (30). 

 
Figure 4. Publication methods over the research period. 

In contrast, empirical research approaches (19 out of 112) consisted of 53% case stud-
ies, 26% surveys, and 21% action research. Mixed-method approaches (17 out of 112) pri-
marily combine case studies, literature reviews, and surveys. 
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In contrast, empirical research approaches (19 out of 112) consisted of 53% case studies,
26% surveys, and 21% action research. Mixed-method approaches (17 out of 112) primarily
combine case studies, literature reviews, and surveys.

The limited number of empirical and mixed-method studies can be attributed to the
prevailing theoretical nature of the topic and the restricted implementation in industry,
which hinders practical and qualitative analysis. The findings for 2021 do not indicate
waning research interest; instead, they reflect the reduced number of publications identified
through snowballing. The original SLR encompassed the period 2010–2020 and revealed a
consistent upward trajectory in research interest.
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4.2. Qualitative Analysis

The comprehensive examination of the publications involved the extraction, tabulation
(comprising 360 entries), and categorization of all the identified findings by context, as
displayed in Table 4. The categorization framework, originally developed by Schumacher
et al. [3], served as the foundational structure, albeit subject to modifications. Various
maturity models and analyses of such models, as evidenced in references [32–34] were also
integrated. The numerical values denote the frequency of citations among the 360 entries.
Detailed listings of the publications categorized can be found in Appendix A.

Table 4. Categories for finding/recommendation analysis.

# Category Topics Number

1 Strategy and
Leadership

C-level (management competencies and methods,
vision/mission, resources responsibility) 83

2 Customer and
Product

Sales, customer benefit, user experience, data from
customer, individualization/digitalization of
products, servitization, product design, product
benefit

18

3 Operations/
Processes

Value creation (production, internal logistics),
standardization 40

4 Culture/
Organization

Organizational structure, innovation culture,
culture of department interaction 6 cooperation 25

5 People/
Qualification

Competences and qualifications of employees,
training, knowledge transfer, openness to changes 61

6 Governance Labor regulations, government support, taxes 5

7 Technology Hard- and software, utilization of ICT equipment 56

8 Investments Return on investment (ROI), resources required 23

9 Network,
Supply Chain, Data

Collaboration with customer/supplier (“soft
Keiretsu”), external logistics, data (mining,
collection, analysis, utilization, security)

62

10 Project
Management Operational Industry 4.0 project management 57

4.2.1. Strategy and Leadership

According to Facchini et al. [35], Industry 4.0 represents a necessary path for companies
“if they intend to survive in rapidly and constantly evolving markets”. This dynamic is
clarified by Santos and Martinho [36] (p. 4), with the realization that “the faster a company
adapts and anticipates an event that can impact the business, the bigger are the benefits of
this adaption”. However, there is still a lack of a comprehensible and clear description of the
opportunities, benefits, and barriers of Industry 4.0 that companies have to overcome [37].

The introduction of Industry 4.0 is therefore a strategic project and requires integration
into the overall corporate strategy to increase acceptance [38,39]. Only when a high level
of readiness and commitment to Industry 4.0 has been achieved in the management circle
and a clear vision has been developed, can the entire company also achieve a high level of
readiness [40–42]. This vision must also be clearly described [43,44] to achieve a common
understanding within the company and set up the roadmap for implementation. An
Industry 4.0 roadmap is important [17,37] because it offers orientation on foreign terrain
and concrete and practical recommendations for action [45].

A comprehensive understanding of Industry 4.0 methodology is a necessary man-
agement skill to be able to achieve the goal for the company through effective invest-
ments [41,46]. Management as a decision-making authority is also needed as an important
contact person for the workforce [47], especially in SMEs, as they are often single-tier [48].
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The introduction of Industry 4.0 represents a multifaceted and strategic initiative
situated within the realm of corporate management. It is within this sphere that a com-
prehensive and integrative approach can be effectively harmonized with the overarching
strategic objectives of the organization. Particularly in SMEs, the management must recog-
nize that the oversight of this initiative cannot be delegated; rather, it necessitates active
engagement and committed leadership to bridge the strategic dimensions with tactical
and operational planning. To accomplish this, the management must possess not only
a deep understanding of Industry 4.0 but also the requisite leadership resources. Only
when a well-defined long-term implementation roadmap is established, proficient planning
and execution teams are assembled, meaningful key performance indicators (KPIs) are
implemented, and a foundational comprehension of Industry 4.0 permeates the entire
organization, can the leadership assume a more relaxed stance. In this endeavor, exist-
ing management techniques, such as Hoshin Kanri or Toyota Kata, can provide valuable
guidance and orientation.

4.2.2. Customer and Product

Industry 4.0 era is challenging almost all paradigms that were anchored in the Industry
3.0 era, especially customer relationships, business models, and product utility. According
to Santos and Martinho [36], the adaptation of business models and the development of
new products and services are part of the holistic approach to implementing Industry 4.0.
SMEs can play to their strengths here since customer proximity and orientation are among
their trademarks and have a positive influence on Industry 4.0 implementation [49]. Exner
et al. [50] therefore recommend that companies transform themselves even more from
product-oriented to solution-oriented providers.

Companies should fundamentally change their product and service offerings due
to digitalization and utilization of sensors, RFID tags, actuators, etc. [51]. The creation
of smart products [52], remote monitoring, predictive maintenance [53], smart products,
and servitization [54] are becoming an inherent part of the Industry 4.0 chain and are of
fundamental importance for digital transformation and design of a digital supply chain
of the future [51]. For manufacturing companies, however, this also requires an agile and
flexible production structure, which can be reconfigured rapidly for new products [55].

The successful implementation of Industry 4.0 is poised to yield a substantial upsurge
in data volume, stemming from sensors embedded in production, as well as from products,
services, customers, and suppliers. This is precisely the juncture where SMEs can leverage
their inherent advantages, characterized by their direct and intimate engagement with
customers and suppliers. However, these efforts require a delicate balancing act. This
entails the deployment of requisite technologies and processes, coupled with the develop-
ment of employee competencies to meaningfully process these data. The ultimate objective
is to align products and services more precisely with the fulfillment of customer needs.
Additionally, the ability to respond swiftly, coupled with regional accessibility, assumes a
pivotal role in terms of speed.

4.2.3. Operations/Processes

The introduction of Industry 4.0 requires broad support in companies as it changes
the strategic direction and entire production environment, using new technologies [11].

As Santos and Martinho [36] stated, it is utopian to expect the transformation to
happen at the push of a button. Companies that have already implemented elements of
lean production (LP) enjoy a small advantage here, regardless of company size [56], as LP
and Industry 4.0 are compatible and based on similar goals to increase overall flexibility
and productivity [39]. De Carolis et al. [57] recommend that manufacturing companies
should first have completed Industry 3.0 before turning to Industry 4.0.

A major challenge has been to break down the rigid corporate culture with the involve-
ment of employees to create space for new technologies and agile processes that enable
continuous improvement in the face of changing demands [44].
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According to Weyer et al. [55], agile, flexible, modular, scalable, and automated
production lines are the declared goals. Especially in terms of technologies, SMEs are
mostly inferior to multinational enterprises (MNEs) as they lack the latest technologies,
use standard processes, and are less flexible overall [58]. This also refers to the largely
still manual, and thus inefficient, input of data in the production field []. Wank et al. [59],
therefore, call for a rethinking and the introduction of CPS technologies on the shop floor,
including digital communication between systems like the Internet of Things (IoT) and
Big Data, so that media disruptions are avoided. The fact that complete digitalization is
also moving in with this is a big, but necessary, step [60]. The complete integration of
data and processes, and departmental and interdisciplinary cooperation [61], especially in
production and the surrounding business areas, is the main key for the development of
Industry 4.0 competence as well as data and information management [53].

According to Asdecker and Felch [10], an increase in predictive capability also goes
hand in hand with lower inventories and shorter cycle and lead times, resulting in an
end-to-end supply chain that follows the mantra “less storage, more flow” [10] (p. 851).

While LP is traditionally associated with Industry 3.0, it serves as an ideal intermediary
for bridging the gap between a conventionally positioned SME and Industry 4.0. As a
preliminary step toward Industry 4.0 adoption, a company already employing LP gains
insights into its broad positive impacts, thereby fostering greater acceptance of workforce
changes. Furthermore, it is advisable to instill and embody agility, flexibility, modularity,
and scalability as new guiding principles for service provisioning (both in production and
services) and process enhancements in the journey towards implementing Industry 4.0.
This transformative process unlocks the potential inherent in Industry 4.0. However, it
is important to recognize that this evolution requires a substantial amount of time to
fully materialize.

4.2.4. Culture/Organization

Industry 4.0 transformation of a company is a mammoth task. It is necessary to build a
new culture from different beliefs, principles, norms, and assumptions of individuals which
creates a shared commitment, provides orientation, and creates a collective identity [62].
However, according to Ziaei Nafchi [63], an innovative culture, based on the assumptions
of the Organizational Culture Index by Wallach [64], is to strive for, as it shows the best
results about the readiness to implement Industry 4.0. This form of organization relies
on cooperation, is relationship-oriented, supportive, friendly, and allows for personal
freedom, as well as fairness, safety, and trust in employees. In addition, Facchini et al. [35]
and Gamache et al. [65] show that an internal cultural change has a significantly positive
influence on digital performance. However, the fact that people find this difficult is due to
their nature, resistance to change and, especially, fear of rapid change [42,66]. But change
can be mastered. Talent, management support, training, knowledge, and a high degree
of personal responsibility promote adaptation to new challenges [67,68]. In SMEs, the
necessary change requires above all a strong management that counteracts the missing
culture of innovation and inflexible organizational culture with a long-term and holistic
transformation plan [61]. This cultural change is one of the goals that is targeted by
management with a long-term roadmap for Industry 4.0 implementation [35,61].

The motivations for instigating a cultural shift are multifaceted, ranging from a yearn-
ing for novelty to the compulsion to adapt due to competitive pressures or apprehensions.
Facilitating the transformation towards Industry 4.0 necessitates the cultivation and advo-
cacy of an innovative culture. This organizational culture places a premium on cooperation
and mutual support, serving as an effective antidote to the vulnerabilities of SMEs outlined
in Section 2.2. Nonetheless, this cultural shift mandates comprehensive and enduring
endorsement from top management to proactively address apprehensions and concerns,
thereby preventing their emergence.
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4.2.5. People/Qualification

To date, the evidence on Industry 4.0 about people and qualifications shows that there
is a significant shortage of skilled workers with the right skills and attitude for Industry 4.0,
and this is a significant barrier to adoption [60,69,70]. It even shows that the availability of
experts and skills seems to be more important than the available technology [71].

About Industry 4.0, combinations of professional (especially production process and
systemic knowledge) and IT competencies (mainly data analysis, IT security, and protection)
with social (including cooperation, communication abilities) and personal (like lifelong
and self-regulated learning, analytical ability, interdisciplinary thinking, problem-solving)
skills are needed [42,72]. “Cultivate digital people to drive smart factory implementation
during and after the transformation”, is the demand of Sjödin et al. [44] (p. 25). It is
also important to align the transformation with technologies and knowledge to overcome
organizational inertia.

SMEs are again particularly challenged in terms of employees, as there is a lack of di-
verse employee qualifications, mentoring, targeted individual training, and supervision [61].
Through business transformation models, however, it is possible to win employees for the
change and to learn new competencies accordingly Sjödin et al. [44].

People will continue to hold a central role within Industry 4.0 companies. However, the
technological components appear to evolve at a pace that outstrips the ability of employees
to acquire corresponding competencies. Consequently, there is a growing shortage of skilled
workers, and this challenge disproportionately affects SMEs in comparison to MNEs. To
prevent employees within SMEs from becoming bottlenecks in this context, it proves
advantageous to establish a target competence profile and a comprehensive personnel
development plan. In a broader context, companies must invest in their workforce, either
by nurturing multidimensional professionals with proficiency in technical and IT domains,
as well as social and personal skills, or by actively fostering their ongoing development. It
is equally imperative to address the apprehensions and concerns of employees regarding
the incessant changes associated with Industry 4.0. This can be achieved through measures
such as effective management or changing management strategies.

4.2.6. Governance

A study in Indonesia shows that the government can provide incentives for companies
to introduce Industry 4.0 by offering tax benefits and focusing on innovation centers [70]. A
study by Da Silva et al. [47] determined sustainable conditions for companies and that the
government should provide basic policy as well as technical and infrastructural regulations,
as a lack of which hinders the adoption of Industry 4.0. Research also shows that funding for
Industry 4.0 projects in Germany tends to come from the private sector, while government
funding is common in China [49]. This, and the fact that there are fewer limiting structures
in China, promotes the introduction of Industry 4.0 according to Stich et al. [73].

The notion that the introduction of Industry 4.0 will be inherently regulated by the
market appears to be illusory. In today’s interconnected global landscape, competition
encompasses political dimensions, and shaping the future necessitates governance. In the
context of Industry 4.0 implementation, it is imperative for governments to proactively
assess the requisite strategic, tactical, and operational mechanisms. This approach is
essential to ensure that both SMEs and MNEs are not placed at a competitive disadvantage.

4.2.7. Technology

As much as technology is given attention in most Industry 4.0 maturity models [30],
implying that high technology readiness is crucial for success, SMEs struggle with this. In
contrast to MNEs, SMEs lack new, high-value technologies: so-called advanced manufac-
turing technologies (AMT). They have to do with standard processes and make a virtue of
the note and operate with a low technology level and standard machines [58,74].

According to Tortorella and Fettermann [56], an optimal technological infrastructure
consists of a digital network, machines, and more complex technologies that are modular
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and can thus be adapted according to the products to be created [44]. Following the value
stream, internet technologies (CPS, IoT, sensors, actuators, beacons, RFIDs, etc.) ensure
continuous networking [54,75] with a focus on information connectivity [76]. Isolated
technological solutions are not to be preferred [39], nor is the approach of always acquiring
the latest and best technology [77].

It is important that the technology meets the needs of the organization and is suitable,
fully supported, and compatible [54,67]. This is the only way to increase resource utilization.
According to Yue et al. [11], it is not the technology itself that influences performance or
benefits, but the optimal interaction of technology, task, and the individual that brings the
desired success. This is reinforced by the findings of Palčič et al. [78], “that companies have
less and less time to learn how to use new technologies, and have to exploit their potential
very quickly”. Gradual introduction is therefore the order of the day. It takes into account
the socio-technical aspects that, according to Yue et al. [46], directly influence the degree of
maturity; they increase acceptance and minimize excessive demands while the foundations
and infrastructure are being built [44]. This also enables continuous innovation [44].

While Industry 4.0 undoubtedly derives a significant portion of its potential from
emerging technologies, the realization of this potential and its efficient functionality are con-
tingent upon achieving a harmonious equilibrium with evolving tasks and user demands.
This holds particularly true for SMEs, emphasizing the need to avoid indiscriminate invest-
ments in AMTs, CPS, IoT, sensor technology, and the like, merely based on their novelty,
sophistication, or cost. Instead, SMEs should embark on a strategic trajectory that aligns
with their organizational needs and facilitates optimal utilization. In some cases, upgrading
conventional machinery within SMEs may prove to be a judicious approach, as inundating
users with unfamiliar applications can impede the acceptance of Industry 4.0, resulting
in diminished productivity, quality, and potential profitability. Moreover, SMEs should
prioritize the modularity and interoperability of technologies to harness future synergy
effects effectively.

4.2.8. Investment/Resources

The availability of funding is one of the biggest barriers to the adoption of Industry
4.0 for SMEs, as noted by Kumar et al. [69] and Blatz et al. [41]. It therefore counts toward
identifying the possibilities of using limited available capital effectively and efficiently.

According to Yue et al. [46], this starts primarily with the management. The cost-
effective investment requires a complete understanding of the methodology, the status quo
of the company, and the goals. The selection of the appropriate maturity model can also
help. Such an assessment tool cannot only help with contextualization but also enable the
identification of the required investments [53], which, according to Liebrecht et al. [79],
should be based on ROI and be in line with the overall corporate strategy.

The fact that this is currently still like running the gauntlet is because Industry 4.0
is still in the discovery phase as well as, a lack of standardization, according to Hoyer
et al. [39], meaning that not every technology is viable in the long term and therefore
represents a financial risk which is not clear when the benefit comes around [44]. How-
ever, minimizing this risk is important for SMEs. Therefore Jodlbauer and Schagerl [80]
recommend prioritizing the implementation of Industry 4.0 towards processes with a high
degree of value creation (rapid ROI) and, secondly, on necessary investments instead of
maximum investments for “best-in-class products”.

SMEs typically operate with budget constraints that demand prudent financial man-
agement. In the context of a sustainable integration of Industry 4.0, it is paramount to
conduct a pragmatic appraisal of investment opportunities. One potential pivotal perfor-
mance metric for achieving effectiveness and efficiency is the ROI. Low ROIs, for instance,
imply a restricted timeframe for achieving returns. This underscores the importance of
initially prioritizing products and services with substantial contribution margins.
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4.2.9. Network/Supply Chain/Data

Seamlessly functioning supply chains are a core element of Industry 4.0 and, according
to Fatorachian and Kazemi [75], the coordinated use of technologies such as CPS, IoT,
Big Data Analysis and Cloud Computing has a significantly positive impact on internal
supply chains. Fatorachian and Kazemi [75] and Qin et al. [81] recommend creating an
integrated supra-supply chain system and linked networks through suppliers, wholesalers,
and retailers that provides manufacturing companies with information and optimizes the
intra-supply chain.

The exchange of information represents one of the most important insights into Indus-
try 4.0. It is no longer a “one against all” approach. The creation of strategic alliances [67]
and the sharing of best practices and knowledge [77,82,83] are sufficiently presented as the
results of studies.

End-to-end data exchange is crucial! According to [42], the connection of individual
departments is necessary to enable data-based decision making. Data quality also plays
an essential role in this, Leyh et al. [9] examined, adding that the implementation and
safeguarding of master data management is essential.

According to Kolla et al. [61] SMEs in particular often lack strong interdepartmental
and external collaboration networks. Furthermore, Pirola et al. [53] suggest “that the
main problems for SMEs are mainly related to data and information management inside
and outside these companies”. To achieve a higher Industry 4.0 level, the consistent
development of a digital network is recommended [20,42,65].

The reliability of the data and information provided must also be considered with
the use of data, as Basl and Doucek [84] and Leyh et al. [9] have determined, because
unreliable data could otherwise lead to considerable problems with AI, which is why Leyh
et al. [9] considers the implementation of adequate master data and quality management to
be necessary.

Kumar et al. [69], Rezqianita and Ardi [70] and Rauch et al. [12] found that protecting
data from unauthorized access is one of the biggest challenges and needs top priority.
Numerous cases prove that hacking is a reality and can have serious consequences (e.g.,
hack of the Swiss arms manufacturer RUAG in 2011, hack of the US fuel pipeline operator
COLONIAL in 2021). Despite the risks, it can be stated that data are the gold of the future.

Industry 4.0 thrives on collaboration and can only achieve limited success in an iso-
lated environment. Consequently, the establishment of continuous technological value
chains to facilitate the exchange of data, information, products, and services is imperative,
contingent upon a collective willingness to utilize them, characterized by interoperability
and awareness. This necessitates the creation and maintenance of channels, especially
within SMEs, both internally and externally. The leaner and more efficient this exchange
becomes, the higher the level of Industry 4.0 maturity. Furthermore, master data manage-
ment is fundamental as it serves as the bedrock for data-driven decision making. SMEs, in
particular, bear a significant responsibility in this regard. The stability of the digital-analog
network structure also holds paramount importance. As the number of nodes increases,
so do both complexity and risk. Consequently, a phased introduction is recommended,
with security, particularly against unauthorized external access, occupying a position of
utmost priority.

4.2.10. Project Management

Using a maturity model is a good starting point for Industry 4.0 transformation.
However, if companies are looking forward to receiving an actionable roadmap or action
plan after the self-assessment, they will be disappointed. According to De Carolis et al. [57],
no available online tool for self-determination of readiness for digital transformation
provides an enterprise-specific roadmap or provides any concrete, practical, and easy-to-
implement recommendations for action [45]. It is pointed out by various parties that a lack
of a clear and specific roadmap or an action plan is one of the most frequently cited barriers
to the introduction of Industry 4.0 [37,38,42,53].
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To overcome this dilemma, Mittal et al. [74] suggest the installation of a strategy
department or a dedicated Industry 4.0 group for SMEs that can work with the input
provided by the maturity model. Stepwise/incremental transformation subsequently leads
to success [36,85]. However, the “interdimensional interrelationship” of the dimensions
must be considered [41] and managed using an iterative review of the maturity level [80,86].
In coordination with management, an Industry 4.0 project team must identify the individual
optimum (KPIs) for the company and even adapt the roadmap if necessary [51]. For
SMEs in particular, Mittal et al. [42] recommend the inclusion of costs in the KPIs as SME
managers/owners mostly use financial data for decision making.

Cotrino et al. [48] propagate that the implementation of Industry 4.0 in SMEs must be
simple and not resource-intensive, and that the roadmap should be task-oriented and not
team-oriented due to missing team structure in SMEs.

Of particular value, Mittal et al. [42] recommend that the project team organize work-
shops, seminars, and training involving academics and researchers to share positive stories
of successful companies related to Industry 4.0. However, due to the innovative nature of
Industry 4.0, the number of existing role models and use cases is still limited [39].

For Lin [67], suitable project guidance tools and a systematic approach according to
the “condition monitoring” methodology [59] are therefore recommended for support. For
structured implementation, the adaptation of priority strategies according to a multi-criteria
decision-making approach (MCDM) according to Kumar et al. [37] can help to achieve this
goal step by step and efficiently.

The adoption of Industry 4.0 presents formidable challenges for SMEs, marked by
the prospect of encountering hurdles at each interface. Therefore, when an SME elects to
embark on this transformative journey, it is essential to approach the endeavor with careful
preparation and ample resources. This includes the formation of a dedicated team vested
with the requisite competencies, authority, and resources to actualize the specific goals
derived from the optimal Industry 4.0 ambitions for the company. In combination with the
selection of an appropriate maturity model to facilitate the formulation of a roadmap, in
subsequently transitioning it into a project planning and management tool, there arises
the need for well-defined and meaningful KPIs. Additionally, a high degree of change
management skills is essential, coupled with consistent support from the management
(often the owner) and the committed engagement of all stakeholders within the company.
The examined publications also underscore the value of a stepwise planning approach, a
willingness to learn from errors, sustained investment in staff competence development,
and the power of positive storytelling.

5. Conclusions, Limitations, and Next Steps

This work is dedicated to supporting SMEs in the implementation of Industry 4.0 by
providing a comprehensive overview. Utilizing an SLR, was possible to identify the contri-
butions regarding the adoption of Industry 4.0 in manufacturing SMEs. The chapter on
“analysis and discussion” systematically addresses the initial research question. The article
does not present a one-size-fits-all master plan, as individual company-specific nuances
are crucial. Nevertheless, the reviewed publications underscore that Industry 4.0 is not
an end unto itself but harbors significant potential. Enterprises that cleverly navigate this
transformation can enhance their value creation, product and service quality, and flexibility,
and also concurrently reduce production resources. The main implication of the in-depth
analysis and discussion is that it may serve as a foundational reference for governments and
SMEs for calibrating the prerequisites, contextual factors, and expectations surrounding
the implementation of Industry 4.0 and operationalizing this transition. Given the complex
nature of Industry 4.0, marked by multifaceted technological, organizational, and cultural
interactions, it is advisable to adopt a systemic and multidisciplinary approach alongside
this categorization.

A noteworthy progression is observed in the research landscape, initially concentrating
on MNEs and subsequently extending its scope to include SMEs. This evolution signifies
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the centrality and broad acceptance of the Industry 4.0 paradigm within the business sphere.
This study distinguishes itself by presenting a structured and concise compendium of prior
findings and recommendations on Industry 4.0 from an SME perspective. Limitations of
this study are rooted in the SLR methodology and the specific constraints imposed, leading
to inherent biases in publication selection. The intent is to spread and publish the identi-
fied research findings concerning maturity models and readiness models. Furthermore,
the gathered maturity models will undergo extensive examination, culminating in the
development of a comprehensive, SME-centric maturity model.
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Appendix A

Table A1. Publications by categories.

Category Authors

Strategy and Leadership [17,35–48]

Customer and Product [36,49–55]

Operations/Processes [10,11,36,39,44,53,55–61]

Culture/Organization [35,42,61–68]

People/Qualification [42,44,60,61,69–72]

Governance [47,49,70,73]

Technology [11,30,39,42,44,46,54,56,58,67,74–78]

Investments [39,41,44,46,53,69,79,80]

Network, Supply Chain, Data [9,12,20,42,53,61,65,67,69,70,75,77,81–84]

Project Management [36–39,41,42,45,48,51,53,57,59,67,74,80,85,86]
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