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Abstract: Numerous hospital laboratories in Indonesia need to implement improved bio-risk man-
agement (BRM) systems. There are many potential biohazards in laboratory activities that can impact
health and the environment, leading to laboratory incidents. To minimize the impact and occurrence
of such incidents, it is necessary to evaluate the implementation of BRM in every hospital laboratory
that uses biological agents. This study was conducted in eight COVID-19 reference hospitals in
Indonesia in the regions of Sumatra, Kalimantan, and Java, which have committed to implementing
BRM systems in their laboratory activities. This research employed a descriptive study design and
quantitative methods, with the aim of analyzing and evaluating the implementation of BRM systems
in laboratories by assessing the achievements and gap analysis obtained from each laboratory. This
research utilized primary data in the form of checklist forms referencing ISO 35001:2019 for the
laboratory BRM system. Then, the assessments were based on virtual interviews conducted by the
researcher with laboratory personnel as the primary data. The evaluation conducted on gap analysis
from the seven clauses in ISO 35001:2019 across all hospitals revealed large gaps, particularly in
three clauses: leadership, support, and performance. However, the aspects concerning organization,
improvement, and performance evaluation were relatively satisfactory. Hence, there is a need for
further improvement in leadership, support, and performance evaluation clauses. Additionally, it is
essential to highlight the importance of comprehensive performance assessment, including proactive
audits and continuous enhancements to achieve optimal bio-risk management.

Keywords: bio-risk; biosafety; biosecurity; risk management; COVID-19 referral hospitals; Indonesia

1. Introduction

In the face of unprecedented global challenges posed by infectious diseases, the
significance of robust biosafety measures in healthcare settings cannot be overstated. The
outbreak of COVID-19, caused by the novel coronavirus SARS-CoV-2, underscored the
critical importance of stringent biosafety protocols in hospitals, particularly in designated
COVID-19 referral centers. Indonesia, similar to many other countries, has faced significant
impacts from this pandemic, necessitating a comprehensive evaluation of the biosafety
measures implemented in its healthcare institutions. The hospital laboratories in Indonesia
are wet laboratories, meaning they use chemical and biological materials in their activities.
Typically, hospital laboratories are used for testing samples derived from the human body,
such as fluids and tissues. Hospital laboratories play a crucial role in disease screening,
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diagnosis, and medical decision-making [1]. Additionally, hospital laboratories serve
as the hub for public health investigations, aiming to provide services to clients and the
community in public health programs with reference to evidence-based decision-making [2].
These activities can pose pathogen-related hazards that could endanger both humans and
the surrounding environment [3] due to the types of potential hazards and the magnitude
of occupational risk [1].

Workplace accidents can occur due to a lack of attention to biological safety. An
example of a workplace accident involving biological materials was the exposure of lab-
oratory workers when transferring biological material from one vial to another. The vial
used in this instance cracked and broke, causing the contents to spill. Fortunately, the
laboratory workers were equipped with complete personal protective equipment (PPE),
and no infections resulted. This illustrates that risk assessment and the implementation of
biosafety and biosecurity aspects are essential, as they form the foundation of the biosafety
management system [4]. Risk assessment must be carried out to ensure the safe operation
of all laboratory activities [1]. The assessment involves identifying potential hazards in
the laboratory, such as biological materials and equipment; evaluating laboratory activi-
ties; determining the level of biosafety risk and its mitigation; evaluating personnel; and
reviewing risk assessments [5].

Risk assessment can be conducted in accordance with a bio-risk management (BRM)
system, which integrates aspects of biosafety and biosecurity. The BRM system focuses
on the roles and responsibilities of individuals working in the laboratory and ensures that
top management plays a central role in its implementation [2]. If the evaluation reveals
any gaps, the laboratory must make improvements. Risk assessment should ideally be
conducted by individuals who understand the characteristics of the biological materials,
research procedures, equipment, and facilities in the laboratory.

In 2020, every country in the world faced a new emerging disease, namely the COVID-
19 pandemic, caused by the SARS-CoV-2 virus. On 30 January 2020, the WHO declared that
the coronavirus disease, now known as COVID-19, had become a global health emergency,
eventually escalating to a pandemic. This respiratory illness was initially discovered in
late 2019 in Wuhan, China, and later spread worldwide, including to Indonesia. The total
number of infected individuals reached 194,261,519 people (as of 24 July 2021), resulting in
the deaths of up to 4,164,100 people. In Indonesia alone, there were 3,127,826 confirmed
cases of SARS-CoV-2 infection, with 82,013 deaths. During the pandemic, sample-testing
demands increased, and laboratories faced challenges in engineering and administrative
controls, standard operating procedures (SOPs), specimen handling, personal protective
equipment (PPE), and occupational health and safety [6]. Laboratories were required to
enhance their ability to provide fast and accurate services [7,8]. The COVID-19 pandemic
provided a real-life picture of significant issues related to the challenges of implementing
biosafety and biosecurity for both local and global communities. However, the biological
safety aspects in laboratories have received limited attention. Areas such as the handling of
biological materials and specimen waste need further analysis to determine their level of
danger, both for laboratory personnel and the environment [9].

Given this background, a risk assessment was needed to understand the characteristics
of the biological materials used and the risks they may pose. This study included eight
laboratories that specifically handled samples for COVID-19 testing, which were derived
from eight state-owned hospitals located in various cities in Indonesia. These hospitals had
committed to implementing occupational health and safety procedures in all their activities,
including laboratory work.

The evaluation of BRM implementation, based on ISO 35001:2019 [10] for the BRM
system, constitutes the focus of this research. Promoting, coordinating, and disseminating
biosafety knowledge is a shared responsibility. Furthermore, establishing a dedicated
laboratory organization is imperative to both ensuring and assessing the efficacy of biosafety
aspects. Bridging the existing gap involves implementing measures to strengthen these
aspects and address any deficiencies identified during the evaluation. Therefore, evaluating
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the gaps in this research will be the basis for improving the implementation of the laboratory
biorisk management system in the future.

2. Materials and Methods
2.1. Study Design

This study was a semi-quantitative descriptive study that analyzed the bio-risk im-
plementation in the laboratories of eight referral hospitals in Indonesia. This study was
performed during the period of May–November 2022. Primary data were collected through
virtual interviews with the head of each laboratory and the staff using an instrument
checklist for ISO 35001:2019. There were 8 laboratories (1 per hospital) that were assessed,
represented by codes H1, H2, H3, H4, H5, H6, H7, and H8.

2.2. Ethical Considerations

The present study was approved by the ethics committee of the Research and Commu-
nity Engagement of the Faculty of Public Health, Universitas Indonesia, under the ethical
clearance no: Ket-212/UN2.F10.D.11/PPM.00.02/2022.

2.3. Instrument and Data Analysis

The criterion for choosing these laboratories was their use of PCR (Polymerase Chain
Reaction) and antigen sample testing for COVID-19. Data collection was conducted us-
ing a specialized laboratory assessment checklist form for laboratories using biological
materials. The checklist form was structured following ISO 35001:2019 and consisted of
211 questions [10]. This study employed primary data obtained through virtual interviews
conducted by the researcher with laboratory personnel, including laboratory heads and/or
technicians. Data processing was carried out by calculating each “yes”, “no”, and “N/A”
responses with values of +1, −1, and 0, respectively. The total score was calculated using
the following formula:

Total implementation score (T) =
Score obtained

Total possible scores
× 100% (1)

The maximum total score that could be obtained was 100%. The calculation process
was performed using Microsoft Excel (Microsoft Office 365, Microsoft, Redmond, WA,
USA). After the data for all the laboratories were processed, the gap analysis was carried
out. The gap analysis considered the number of aspects that were not implemented out of
the 211 questions and aimed to identify how many and what aspects were not implemented
among the subclauses. The analysis in this study was based on a univariate analysis
with a descriptive study, and each achievement met by the laboratory was presented by
an element in a chart. The overall achievement was considered satisfactory when the
laboratory achieved a cumulative score of 50% [5].

3. Results

Overall, the evaluation results were calculated from each laboratory from eight hos-
pitals (H1–H8) as percentages and involved seven clauses based on ISO 35001:2019. The
clauses included organizational context, leadership, planning, support, operations, perfor-
mance evaluation, and improvement (Figure 1). Among these seven clauses, some clauses
required improvement, namely, leadership, planning, and support based on their gap
analysis on Table 1.
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Figure 1. Achievement results of the bio-risk management (BRM) system implementation in eight 
laboratory hospitals (H1–H8). The evaluation was conducted through gap analysis of the seven 
clauses in ISO 35001:2019. The result is the total implementation score, which is the sum of the values 
for each item from each laboratory hospital. The red dot indicates clauses that reach the implemen-
tation limit of up to 50%. 

Table 1. Gap analysis of laboratories from eight referral hospitals in Indonesia. 

Clauses 
Hospital   

H1 H2 H3 H4 H5 H6 H7 H8 
Context of organization 0 7 1 0 0 0.5 0 1.5 

Leadership 12 46 13 8 25.5 33.5 3 37.5 
Planning 0 26 0 19 0.5 13 0 13.5 
Support 10.5 35.5 6 7 8.5 34.5 6 30.5 

Operation 1 10.5 2 0 0 20 3 24 
Performance evaluation 3 14 5 0 4.5 6 0 14 

Improvement 1.5 4 0 4 0 8 0 1 
Gray shading—the top three gaps from each laboratory. 

3.1. Context of Organizations 
The organizational context clause consisted of seven questions, which were divided 

into four parts, including understanding the organization and its context, the needs and 
expectations of interested parties, defining the scope of the biosafety management system, 
and the biosafety management system itself. From the survey results, it was evident that 
none of the laboratories had implemented a biosafety management system (Table 2). In 
reality, they had implemented one but had not formalized and documented it. Activities 
related to biosafety were being carried out, but they did not comply with existing stand-
ards or had been implemented but without written standard operating procedures (SOPs). 
Documents related to the biosafety management system were also nonexistent. It can be 

Figure 1. Achievement results of the bio-risk management (BRM) system implementation in eight
laboratory hospitals (H1–H8). The evaluation was conducted through gap analysis of the seven
clauses in ISO 35001:2019. The result is the total implementation score, which is the sum of the
values for each item from each laboratory hospital. The red dot indicates clauses that reach the
implementation limit of up to 50%.

Table 1. Gap analysis of laboratories from eight referral hospitals in Indonesia.

Clauses
Hospital

H1 H2 H3 H4 H5 H6 H7 H8

Context of organization 0 7 1 0 0 0.5 0 1.5
Leadership 12 46 13 8 25.5 33.5 3 37.5
Planning 0 26 0 19 0.5 13 0 13.5
Support 10.5 35.5 6 7 8.5 34.5 6 30.5

Operation 1 10.5 2 0 0 20 3 24
Performance evaluation 3 14 5 0 4.5 6 0 14

Improvement 1.5 4 0 4 0 8 0 1

Gray shading—the top three gaps from each laboratory.

3.1. Context of Organizations

The organizational context clause consisted of seven questions, which were divided
into four parts, including understanding the organization and its context, the needs and
expectations of interested parties, defining the scope of the biosafety management system,
and the biosafety management system itself. From the survey results, it was evident that
none of the laboratories had implemented a biosafety management system (Table 2). In
reality, they had implemented one but had not formalized and documented it. Activities
related to biosafety were being carried out, but they did not comply with existing standards
or had been implemented but without written standard operating procedures (SOPs).
Documents related to the biosafety management system were also nonexistent. It can
be seen that the lowest score (50%) was found in the subclause of understanding the
organization and its context (H3) and the bio-risk management system in H6 and H8.
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Table 2. The percentage of performance clauses regarding context and organization implementation
from each hospital laboratory.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8

4.1 Understanding the
organization and its context 2 100 100 50 100 100 100 100 75

4.2
Understanding the needs and
expectations of interested
parties

2 100 100 100 100 100 100 100 100

4.3 Determining the scope of
bio-risk management systems 2 100 100 100 100 100 100 100 75

4.4 Bio-risk management system 1 100 100 100 100 100 50 100 50
Red area—lowest score; yellow and white areas—good implementation.

3.2. Leadership

Many laboratories had not yet adequately fulfilled the leadership clause. Among
50 questions, only about 16% to 28% were met. This clause is divided into three parts:
leadership and commitment, policies, and roles, responsibilities, and organizational au-
thority. Only three laboratories had established good implementation in the subclause of
policy. The policies had still been created in a general sense, specifically policies related to
laboratory health and safety, but they were not specific to biosafety. In policy development,
the initial step is to identify the hazards and risks present in the laboratory because policy
content should align with the nature and scale of risks associated with the laboratory
facilities and activities. These policies are then compiled into a document that is similar
to existing policies. However, there will be differences in terms of personnel protection
and the risk of release of biological materials and/or toxins present in the laboratory. Once
policy development is completed, the policy document must be signed by top management
and other relevant parties if necessary. Top management must clearly state the overall
objectives of the BRM and a commitment to enhancing BRM performance. Table 3 shows
the lowest scores for implementations in all subclauses.

Table 3. The percentage of leadership clause performance implementation from each hospital
laboratory.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8
5.1 Leadership and commitment 10 75 5 90 100 100 50 90 85.00
5.2 Policy 8 100 6.25 50 100 50 81.25 100 37.50

5.3 Roles, responsibilities, and
authorities 32 69.35 6.45 74.19 74.19 30.65 12.90 93.55 0.00

Red area—lowest score; yellow and white areas—good implementation.

3.3. Planning

The planning clause consists of 11 questions divided into two parts. The first part
involves actions to address risks and opportunities, and the second part pertains to the ob-
jectives and biosafety management planning for achieving them. In the first part, questions
revolve around risk management in the laboratory, while the second part relates to quality
objectives and biosafety-related information. Table 4 shows that the implementation of
each subclause was good in three of the hospital laboratories, but two laboratories required
further improvement, with implementation scores of 50% or below.
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Table 4. The percentage of planning clause implementation from each hospital laboratory.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8

6.1 Actions to address risks and
opportunities 6 100 100 100 83.33 100 50 100 41.67

6.2
Bio-risk management
objectives
and planning to achieve them

5 100 100 100 10 97.50 50 100 50

Red area—lowest score; yellow and white area—good implementation.

3.4. Support

The support clause consists of 55 questions divided into eight sections, namely re-
sources, competencies, commitment, communication, documented information, security
and surveillance, personal safety, and supplier control. Table 5 shows that the levels of
awareness, communication, and documentation of its implementation were still mostly
below 50%.

Table 5. The percentage of performance clause implementation regarding support from each hospital
laboratory.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8
7.1 Resources 8 100 75 87.50 100 100 50.00 62.50 50
7.2 Competence 14 89.29 64.29 100 100 100 71.43 92.86 71.43
7.3 Awareness 7 85.71 39.29 78.57 50.00 39.29 21.43 85.71 50
7.4 Communication 6 100 33.33 100 100 100 50 100 50
7.5 Documented information 14 56.25 28.13 87.50 100 100 50 100 53.13
7.6 Non-employees 1 100 50 100 100 100 50 100 50
7.7 Personal security 2 100 75 100 100 100 50 100 50
7.8 Control of suppliers 3 100 50 100 100 100 50 100 33.33

Red area—lowest score; yellow and white areas–good implementation.

3.5. Operation

The operations clause consisted of 43 questions divided into 10 sections, namely oper-
ational planning, and control; commissioning and decommissioning; maintenance, control,
calibration, certification, and validation; physical security; inventory of biological materials;
good microbiological techniques; decontamination and waste management; emergency
response and emergency planning; and transportation of biological materials. The achieve-
ment of all laboratories in this clause was good. This was evident from the achievement
scores being above 50%, although one hospital laboratory required improvement in emer-
gency response and contingency planning (Table 6).

Table 6. The percentage of operation clause implementation from each hospital laboratory.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8

8.1 Operational planning
and control 10 100 60 100 100 100 60 90 55

8.2 Commissioning and
decommissioning 2 100 50 100 100 100 75 100 50

8.3
Maintenance, control,
calibration, certification,
and validation

1 50 50 100 100 100 50 100 100

8.4 Physical security 4 100 50 75 100 100 50 75 50
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Table 6. Cont.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8

8.5 Biological materials
inventory 3 100 50 100 100 100 50 100 50

8.6 Good microbiological
technique 2 100 50 100 100 100 50 100 50

8.7
Clothing and personal
protective
equipment (PPE)

3 100 100 100 100 100 50 100 50

8.8 Decontamination and
waste management 6 100 100 83.33 100 100 50 83 50

8.9 Emergency response and
contingency planning 8 100 100.00 100 100 100 50 100 6.25

8.10 Transportation of
biological materials 3 83.33 83.33 100 100 100 50 100 50

Red area–lowest score; yellow and white areas–good implementation.

3.6. Performance Evaluation

The performance evaluation clause generally describes the laboratory assessment
process, which includes monitoring, measurement, analysis, and evaluation, as well as
internal audits and management review. The achievement of this clause was still relatively
poor, as almost all laboratories had not conducted specific internal audits for the BRM
system (Table 7).

Table 7. The percentage of performance clause evaluation implementation from each hospital
laboratory.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8

9.1 Monitoring, measurement,
analysis, and evaluation 1 100 50 100 100 100 92.86 100 85.71

9.2 Internal audit 11 94.44 44.44 77.78 100 50 83.33 100 0.00
9.3 Management review 1 68.75 31.25 62.50 100 100 50 100 50

Red area–lowest score; yellow and white areas–good implementation.

3.7. Improvement

The improvement clause describes how the laboratories implement improvements
based on the assessments conducted. This clause consists of three main aspects: general
improvements; incidents, non-conformities, and corrective actions; and continuous im-
provement. The achievements in this clause varied greatly (Table 8). Hospital 2 (H-2) had
the lowest score in terms of continual improvement, while H6 scored below 100% on all
subclauses.

Table 8. The percentage of improvement clause implementation from each hospital laboratory.

Subclause Number
of Items

Percentage of Implementation (%)

H1 H2 H3 H4 H5 H6 H7 H8
10.1 General 1 100 50 100 100 100 50 100 100

10.2 Incident, nonconformity, and
corrective action 11 90.91 90.91 100 100 100 50 100 90.90

10.3 Continual improvement 1 90.00 50 100 20 100 60 100 100
Red area–lowest score; yellow and white areas–good implementation.
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4. Discussion

In this study, we assessed the biosafety management systems in eight hospital lab-
oratories, focusing on seven key clauses: organizational context, leadership, planning,
support, operations, performance evaluation, and improvement. The results revealed sig-
nificant variations in the implementation of these clauses among the surveyed laboratories.
Biosafety is a primary concern in every laboratory globally and especially in developing
countries. However, despite established guidelines, biosafety in laboratories often remains
an overlooked domain in terms of its implementation in hospitals.

Table 1 shows the gap analysis, which is the sum of points that were not implemented
from 211 questions. Gap analysis can identify which aspects are still lacking, allowing them
to be prioritized for improvement. From the results of the gap analysis, the three aspects
with the most significant gaps were leadership, support, and performance evaluation.
The planning and operation aspect also needed attention. Actions to address risks and
opportunities for objectives and biosafety management planning to achieve them need to
be improved. Within the leadership clause, the greatest gap existed in policies and roles,
responsibilities, and organizational authority. The policies in laboratory biosafety and
bio-risk refer to the established guidelines and principles governing the safe and secure
handling of biological materials within a laboratory setting. These policies are designed
to mitigate potential risks associated with biological agents, ensuring the protection of
laboratory personnel, the environment, and the surrounding community, which should
receive the attention of the leader. The smallest gap was in the organizational context,
planning, operations, and improvement clauses. However, these results need further
examination, as the number of questions in these clauses was not the same as that in the
other clauses.

The gap analysis carried out in our study found that there were differences or “gaps”
between the current state of each clause in each hospital laboratory and the requirements
outlined in ISO 35001:2019 regarding the bio-risk management standard. Therefore, there is
a need for specialized education, learning materials, and relevant training to enhance capac-
ity in laboratories around biosafety and biosecurity [6,11]. In various industries, including
healthcare, pharmaceuticals, and manufacturing, assessing and controlling bio-risk are cru-
cial. It is essential to minimize bio-risk, especially in contexts where sterility is critical, such
as medical devices, pharmaceutical products, and certain laboratory processes [12–14]. Re-
ducing bio-risk helps prevent microbial contamination, which can compromise the integrity
and effectiveness of products or lead to health risks in healthcare settings. In this context,
these gaps represent areas where an organization does not fully comply with the standard’s
requirements. The results of the gap analysis should serve as the basis for planning and
implementing the necessary changes for the organization to achieve compliance with ISO
35001 and enhance its bio-risk management [6,15].

The organizational context, which includes understanding the organization and its
context, understanding the needs and expectations of interested parties, and defining the
biosafety management system, showed deficiencies in formal documentation across all lab-
oratories. While activities related to biosafety were being practiced, formalization through
written standard operating procedures (SOPs) was lacking. Similarly, the leadership clause
exhibited notable gaps, especially in policies and roles. Based on the assessment, only three
laboratories had specific biosafety-related policies (H1, H4, H7), and those in existence
were often general and not tailored to the unique risks associated with biological materials.
To establish a laboratory biosafety management system, an organization must be able to
develop and enhance the system in place by setting objectives and goals. Commitment
should also be fostered by top management through providing adequate resources and
prioritizing communication regarding biosafety regulations, incorporating biosafety man-
agement into the organizational system, and identifying improvements and prevention
related to incidents caused by biological materials [4].

Unfortunately, policies are still created in a general sense, specifically policies related
to laboratory health and safety, but they are often not specific to biosafety [3]. In policy
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development, the initial step is to identify the hazards and risks present in the laboratory
because policy content should align with the nature and scale of risks associated with
laboratory facilities and activities. These policies are then compiled into a document that
is similar to existing policies. However, there will be differences in terms of personnel
protection and the risk of release of biological materials and/or toxins present in the
laboratory. Once policy development is completed, the policy document must be signed by
top management and other relevant parties if necessary. Top management must clearly state
the overall objectives of the BRM and their commitment to enhancing BRM performance.

The planning of the BRM, which involves risk management and setting biosafety
objectives, was inadequately implemented in two laboratories. These aspects are critical
for ensuring personnel safety and effective biosafety practices. This is closely related
to the implementation of the BRM system. In its implementation, various approaches
are needed, such as dialogue, partnerships, and consultations with relevant parties [4].
The term “relevant parties” in this context refers to international organizations, regional
organizations, national organizations, institutions, and at the lowest level, laboratory per-
sonnel [12]. The appointment of personnel according to their competencies is also essential,
including the formation of a BRM committee consisting of scientific managers, additional
scientific specialists, BRM advisors, security managers, and healthcare professionals. The
scientific manager holds the primary responsibility among these pertinent parties, as they
are typically the ones most actively involved in the direct management of the laboratory.
It is essential to designate individuals responsible for supervising various aspects of the
facility’s scientific program to ensure clarity regarding each staff member’s roles and re-
sponsibilities [12]. Besides this, the presence of biosafety officers is also necessary to support
the implementation of BMR in the laboratory. A biosafety officer is a professional responsi-
ble for managing and ensuring the safety and security of biological materials, as well as
assessing and mitigating risks associated with their handling and use. Appointments for a
biosafety officer should be based on experience, educational background, and the ability to
handle biological hazards in the laboratory.

In risk management, laboratories are required to prepare risk assessments for each
activity. Some laboratories in this study had already undertaken this task, particularly those
that had participated in risk assessment training. However, several of the laboratories were
unaware of how to document the risk assessments. According to Gribble et al. [4], factors
driving an organization to conduct risk assessments include the use of infectious materials,
toxins, and other hazardous materials; the existence of standard operating procedures
(SOPs) for practical work and research; new laboratory equipment and personnel; how
to provide the personal protective equipment (PPE); and third-party waste management;
workplace accidents and theft; disease outbreaks and pandemics; and also changes in
infrastructure, such as electrical and plumbing systems. Risk assessments for each activity
in a laboratory setting involve a systematic evaluation of potential hazards associated with
specific tasks or processes. The goal is to identify, analyze, and prioritize risks to implement
appropriate controls and mitigation strategies [1,2]. These acts will affect the planning and
the appropriate procedures in each hospital.

Risk assessments are considered very important because their results can be used for
budget planning in the following year, for instance, in planning laboratory design renova-
tions, including facility adjustments and required equipment. Furthermore, risk assessment
documents can also be used to evaluate and validate emergency response plans [10]. The
hospital with the lowest implementation percentage, H4 (10%), did not show enough
evidence regarding the implementation of risk assessment. Meanwhile, hospitals with
implementation percentages above 80% provided evidence of periodically reviewing and
updating risk assessments, particularly when there were changes in procedures, equipment,
or personnel. Through systematic risk assessments for every laboratory activity and the
implementation of effective controls, organizations can improve overall safety, reduce inci-
dents, and establish a secure working environment for personnel. Assessing and managing
risk are fundamental components of an effective biosafety and biosecurity program. Risk
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assessment involves identifying and evaluating potential hazards associated with biological
agents and activities, while risk management entails implementing measures to mitigate or
control these risks. These processes are essential for ensuring the safety of personnel, the
environment, and the public in laboratories and other facilities working with biological
materials [4]. This process includes job-desk analysis determination, risk management
design, occupational health and safety-related standard operating procedures (SOPs), and
the compilation and documentation of a list of hazardous materials (B3) and of guidelines
for the management of hazardous materials (B3) [6].

Ideally, laboratories should define quality objectives and goals from the outset. Top
management, such as the hospital director, should periodically monitor progress to ensure
the achievement of these objectives. As an initial step in implementing a laboratory bio-risk
management system, the approaches discussed earlier can be employed. Additionally,
there should be a socialization process related to the laboratory bio-management system,
targeting top management and laboratory personnel. Among all the laboratories, the
largest gap was found in the resources section, particularly in the subsections of worker
vaccination, competence in personnel reliability actions, and documented information.
Through this socialization process, awareness of the risks and biohazards present in the
laboratory and the materials used should be increased [6].

Communication was generally implemented well in all laboratories. Communication
between laboratory workers and the laboratory head and/or head researcher was shown
to be established. This was evident by the presence of effective communication guidelines
and the delivery of information and education to patients. Regular meetings to discuss
laboratory activities and address any challenges or issues faced in the laboratory were also
noted. Challenges included equipment damage or maintenance, procurement of materials,
personnel training needs, issues with vendors, and documentation completeness related to
biosafety health and safety and other relevant information.

The operations clause generally showed good implementation across laboratories.
However, there were shortcomings in emergency response and contingency planning,
indicating a need for improvement in handling unexpected biosafety incidents. Previous
studies have also reported a need for improvement in emergency response and emergency
planning, and in this study, not all laboratories had a specific emergency response pro-
gram for biosafety [16]. Emergency response programs have only been established for
natural disasters, fires, and chemical spills. There is no specific training related to biosafety
emergency responses. Conducting training would aim to increase the laboratory person-
nel’s awareness of biosafety issues, including the relevance of human factors in biosafety
management [17,18]. Organizations must ensure that facilities, equipment, and processes
are designed, operated, and managed safely and comfortably in relation to bioburden
management. Bioburden encompasses the total microbial load, including bacteria, fungi,
viruses, and other microorganisms, present on surfaces, equipment, or raw materials.

In practice, emergency responses can be challenging because they require support
from various parties, such as campus security units, hospitals and/or healthcare facilities
at the university, fire departments, police, and so on [5]. However, local emergency drills
or desktop exercises can be done as the alternative to support the facilities. This once
again highlights the importance of commitment from top management, as the overall
responsibility for biosafety management lies with top management, who manage the
facility and can support the implementation of a bio-risk management system [4].

Performance evaluation, involving internal audits and management reviews, was
found to be lacking in all of the studied laboratories. This deficiency highlights the need
for regular assessments to ensure the effectiveness of biosafety measures. Usually, audits
are only performed for general occupational health and safety [4]. Regular inspections or
audits are crucial in laboratory management, especially facility and equipment inspections,
as routine maintenance and checks are needed to ensure that equipment is being used in
accordance with standards. This helps to reduce risks and hazards to the lowest level [19].
To encourage laboratories to conduct routine inspections and audits, awareness of their
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importance must be increased [20]. An awareness campaign should target the top-level
management in laboratories so that future budgets can be allocated for audits. During
these awareness campaigns, it is crucial to emphasize that routine inspections or audits
can significantly improve laboratory design, construction, operational processes, and
management systems [21]. Additionally, routine inspections or audits help top management
identify deficiencies in the laboratory, providing a basis for gradual improvements [22]. If a
laboratory conducts internal audits, it will have specific records, such as monitoring results,
measurements, and audit findings, to serve as the basis for improvement [4,18].

Organizations must continually improve the effectiveness of their BRM systems via
the use of policies, objectives, self-audit programs, audit results, data analysis, risk assess-
ments, corrective and preventive actions, and management reviews [23]. Corrective actions
must be taken in the event of an incident, including identifying personnel responsible for
the accident/incident reporting system. The accident and incident investigation process
should preferably utilize the available data, such as risk assessments, standard operating
procedures (SOPs), emergency response plans, accident reports, interviews with relevant
individuals, inspections, and staff training records [24]. The organization should strive to
implement the development and improvement of the system to ensure that enhancements
are identified and applied [8]. This can be achieved through goal setting and targets placed
on the management system working within the facility and through monitoring progress
to ensure that objectives can be achieved.

One method that can be employed to enhance biosafety aspects in laboratory activities
is using the plan–do–check–act (PDCA) methodology. In the plan phase, objectives and
processes are established to achieve results in alignment with the ISO 35,001 standard.
This involves defining the scope of the management system, identifying relevant risks
and opportunities, and subsequently developing a plan to address the identified risks and
opportunities. Following this, the management can allocate necessary resources, encom-
passing personnel, technology, and finances. During the do phase, the planned processes
are implemented. It is essential to ensure that personnel are cognizant of their roles and re-
sponsibilities concerning ISO 35001 compliance. Employee training on pertinent procedures
and requirements is conducted, and the outlined processes in the plan are executed.

For the check phase, the laboratory can monitor and measure processes and services
against the ISO 35001 requirements. Relevant data are collected and analyzed to evaluate
the effectiveness of the management system. Internal audits are conducted to ensure
compliance, and the system’s performance is assessed against key performance indicators.
In the act phase, corrective actions are taken to address any identified non-conformities
or areas for improvement. Continuous efforts are made to identify opportunities for
enhancement. The management system, policies, and procedures are adjusted based on
the results of monitoring and evaluation. Any changes are communicated to relevant
stakeholders [1,2,4,25].

The results of this study highlight the significance of establishing clear and specific
biosafety guidelines for laboratories, tailored to their individual risks. It is crucial to
address deficiencies in leadership, planning, and support. Laboratories should concentrate
on developing precise biosafety protocols, refining risk management techniques, enhancing
communication, and guaranteeing sufficient resources. Additionally, regular internal audits
and management reviews are essential to monitoring and improving biosafety management
systems over time. Furthermore, efforts should be directed toward enhancing emergency
response and contingency planning in order to handle unforeseen biosafety incidents as
effectively as possible.

5. Conclusions

This study emphasized the current state of BRM systems within the healthcare facility
environment, specifically in eight COVID-19 referral hospitals in Indonesia. The results
of this study indicated that most laboratories in these hospitals generally still have gaps
between biosafety standards and the implementation of their BRM systems. This research



Safety 2024, 10, 36 12 of 13

highlights the need for improvements in the BRM system in every hospital laboratory
based on the gap analysis. The aspects with the greatest gaps were leadership, planning,
and support. These aspects need to be addressed to ensure that the bio-risk management
systems in the laboratories are effective. To improve BRM implementation, we can use a
familiar model approach: the PDCA (plan–do–check–act) model. This model is popular
as a concept that can guide organizations in achieving sustainable processes and improve-
ments. The improvements that should be considered include policies and procedures,
operational practices, education and training, resources, and monitoring and evaluation
according to the standard’s requirements. Closing these gaps is vital, not only to meet
standards, but more significantly, to safeguard the well-being of laboratory staff and the
wider community. Subsequent studies and efforts should focus on specialized training,
creation of policies, and ongoing evaluation to promote a culture of excellent biosafety
practices in hospital laboratories.
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