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Abstract: The fast growth of the Internet of Things (IoT) has made this technology one of the most
promising paradigms of recent years. Wireless Sensor Networks (WSNs) are one of the most
important challenges of the Internet of things. These networks are made up of devices with limited
processing power, memory, and energy. The constrained nature of WSNs makes it necessary to have
specific restricted protocols to work in these environments. In this paper, we present an energy
consumption and network traffic study of the main IoT application layer protocols, the Constrained
Application Protocol (CoAP), and the version of Message Queue Telemetry Transport (MQTT) for
sensor networks (MQTT_SN). The simulations presented evaluate the performance of these
protocols with different network configurations.
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1. Introduction

The Internet of Things (IoT) has become an emerging new technology. It is formed by a huge
number of devices with sensing, actuating, processing, and communication capabilities, connected
and exchanging data among themselves using various radio technologies, such as Zigbee (based on
the IEEE 802.15.4 Standard), Wi-Fi (based on the IEEE 802.11 Standard), 6LowPAN over Zigbee (IPv6
over Low Power Personal Area Networks), or Bluetooth (based on the IEEE 802.15.1) [1].

New protocols have been developed in the protocol stack to facilitate communications in IoT
environments [2]. The most relevant protocols for the IoT are classified into three categories:
infrastructure protocols, service discovery protocols, and application layer protocols. The most
relevant infrastructure protocols for the IoT are the Routing Protocol for Low-Power and Lossy
Networks (RPL), considered the routing layer standard for the Internet of Things [3], 6LowPAN [4] for
the network layer, and IEEE 802.15.4 [5], LTE-A [6], EPCglobal [7], and Z-Wave [8] for the data link
and physical layers. The most popular service discovery protocols are multicast DNS (mDNS) and
DNS Service Discovery (DNS-SD), which are aimed at discovering resources and services offered by
IoT devices [2].

In the IoT application layer, several protocols designed specifically for constrained devices have
been proposed. This paper addresses the two main ones; the Constrained Application Protocol
(CoAP) and the Message Queue Telemetry Transport (MQTT), specifically regarding its version for
sensor networks (MQTT_SN).

The Constrained Application Protocol (CoAP) [9] is a lightweight version of HTTP. CoAP was
design by the Internet Engineering Task Force (IETF) to target constrained-resource devices using a
subset of the HTTP methods, making it interoperable with HTTP [10]. It sends the messages

Proceedings 2019, 31, 49; doi:10.3390/proceedings2019031049 www.mdpi.com/journal/proceedings



Proceedings 2019, 31, 49 20f12

compressed and over UDP, while HTTP uses TCP. Since it is similar to HTTP, it uses the same client-
server architecture, providing resource-oriented interactions.

Message Queue Telemetry Transport (MQTT) [11] follows a publish/subscribe architecture and
runs over TCP, as HTTP. MQTT_SN is the lightweight version of MQTT for sensor networks. Unlike
MQTT, MQTT_SN runs over UDP.

This document discusses CoAP and MQTT_SN in terms of energy consumption and traffic
generated, emphasizing the type and length of messages transmitted in each case. The paper is
structured as follows: Section 2 provides a state of art of the protocols involved in the experiment,
CoAP and MQTT_SN, attending to their main features, architecture, and type of messages. Section 3
reviews some related works. Section 4 presents the scenario in which the tests were developed and
gives an overview of the simulations. Section 5 provides an analysis of the experimental results.
Section 6 offers some lines to continue this work and the conclusions.

2. IoT Application Layer Protocols

Many application protocols have been proposed for the IoT, where devices have several
constraints and are deployed in low power and lossy networks. We will next review the main two:
CoAP and MQTT_SN.

2.1. Constrained Application Protocol (CoAP)

CoAP [9] was developed by the IETF Constrained RESTful Environments (CoRE) working
group. It defines a web transfer protocol based on Representational State Transfer (REST) on top of
HTTP functionalities [2]. Unlike HTTP, CoAP runs over UDP, removing all the TCP overhead, which
reduces bandwidth requirements, provides more simplicity, and makes it more suitable for IoT
applications. CoAP uses a request/response architecture as HTTP. Therefore, it shares the same
methods as HTTP: GET, PUT, POST, and DELETE [12]. As opposed to HTTP, CoAP relies on a non-
connection-oriented transport protocol (UDP), and it supports unicast as well as multicast. A typical
CoAP environment is shown in Figure 1.

Since UDP is an unreliable transport protocol, CoAP implements some mechanisms at the
application layer in order to achieve reliability. There are four types of CoAP messages (Figure 2):

¢  Confirmable (CON): CON messages require an acknowledgement (ACK), and the response
could be sent in the same ACK message (synchronously) or in a separate message if more
computational time is needed (asynchronously).

¢  Non-Confirmable (NON): a NON message does not need an ACK.

e Acknowledgement (ACK): sent in response to CON messages, to confirm their reception.

e  Reset (RST): sent as a response of a message that could not be processed [1].
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Figure 1. Client/Server model protocol in a Constrained Application Protocol (CoAP) environment.
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Figure 2. Messages types exchanged in CoAP: (a) Confirmable Messages; (b) Non-Confirmable

Messages.

CoAP does not include any built-in security features. However, as HTTP is secured using
Transport Layer Security (TLS) over TCP, CoAP can use the Datagram Transport Layer Security
(DTLS) over UDP, providing confidentially, integrity, authentication, and non-repudiation [9].
However, using DTLS implies more overheads, bandwidth, and energy consumption in the
communication.

2.2. Message Queue Telemetry Transport for Sensor Networks (MQTT_SN)

MQTT [13] is an application layer protocol designed for constraints devices, developed by IBM
and standardized at OASIS. It follows an asynchronous publish/subscribe protocol that runs over
TCP. This message pattern involves a publisher, a subscriber, and a broker that manages and controls
the exchanged packets between publishers and subscribers, (Figure 3).
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Figure 3. Publish/Subscribe pattern followed by the Message Queue Telemetry Transport (MQTT)

protocol.

For instance, a client (subscriber) registers to different topics of interest in the broker. The sensors
(publishers) send to the broker all recollected data, and then the broker forwards it to the clients
subscribed to the topics related to that publish message, as shown in Figure 4.
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Figure 4. Messages exchanged by MQTT protocol.

MQTT defines three levels of Quality of Service (QoS) that ensure the delivery of publish

messages providing more reliability to the system:

QoS level 0 (at most once): At this QoS level, delivery is not guaranteed. It is a best-effort delivery
service level. The receiver does not acknowledge receipt of the message, and the message is not
stored and re-transmitted by the sender. This QoS level is also known as “fire and forget” and is
the simplest one, therefore, it has the lowest overheads [14].

QoS level 1 (at least once): The sender stores and retransmits the message until it receives the
acknowledgement from the receiver. This QoS level guarantees messages arrival, but duplicates
can occur [14].

QoS level 2 (exactly once): Where messages are assured to arrive exactly once. This level could
be used, for instance, with billing systems where duplicate or lost messages cannot be afforded
[14].

MQTT_SN is the version for sensor networks of MQTT. It was specifically designed to work in

Wireless Sensor Networks (WSNs). It works over UDP, while the original MQTT works over TCP
and TLS [15]. This protocol was designed to be as close as possible to MQTT, meaning that it can
work with the same infrastructure as MQTT because it supports the same semantics. The only
difference in the architecture is that MQTT_SN needs a new entity in the system, called a gateway,
which has to translate all MQTT_SN messages over UDP to MQTT messages over TCP (Figure 5).
Currently, there are many brokers that have this functionality integrated, therefore, all the complexity
resides at the broker/gateway side, keeping the client side as simple as possible [16].

MQTT-SN
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MQTT-SN .

Figure 5. Publish/Subscribe pattern followed by the MQTT for sensor networks (MQTT_SN) protocol
including the gateway functionality.
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Compared to MQTT, MQTT_SN has the advantage of a new offline keep-alive procedure that is
defined to support “sleeping clients”. With this procedure, battery-operated devices can go to
sleeping state; meanwhile, all the messages designated to them will be buffered at the server/gateway
and delivered later when the nodes wake up.

MQTT_SN has several types of messages [17]. A typical exchange of MQTT_SN messages is
shown in Figure 6.

MQTT_SN does not support DTLS for security because of the limitation of the payload size of
the messages. However, it supports “sleeping clients” for energy efficiency.

2 MQTT-SN E
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Figure 6. Messages Exchanged by MQTT_SN protocol.

3. Related Works

In the last five years, some works have studied and compared the performance of application
layer protocols in IoT environments. We now review the most relevant of these works in
chronological order.

In [18] the authors present an analysis of resource requirements for CoAP and MQTT protocols
based on experimental results conducted using Intel X86 systems with Ubuntu, libcoap, and
Mosquitto. They are compared based on their different protocol specific characteristics as well as
usage of resources like bandwidth and energy. The analysis of the experimental results depicts that
CoAP is most efficient in terms of energy consumption as well as bandwidth. For sending one message
with reliability for both protocols, CoAP uses only 140 bytes total (including link, network, and
transport layer header). MQTT with QoS-1 is second with 162 bytes, while MQTT with QoS-2 requires
318 bytes total. Generally, results show that CoAP and MQTT consume low bandwidth.

In [19], a qualitative and quantitative comparison is provided between MQTT and CoAP when
used in a smartphone application. For the study they use a CoAP Server and Client based on a Java
implementation called Californium. The MQTT Broker is based on Mosquitto. The MQTT Publisher
and CoAP Server run on a smartphone with Android 4.2.2, and the MQTT Broker and CoAP Client
run on a Windows 7 OS laptop. They measure bandwidth use and round-trip time, and conclude that
CoAP can be a valid alternative to MQTT for certain application scenarios.
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In [20], the authors analyze the costs of using CoAP and HTTP in IoT applications, based on a
theoretical cost model. The analysis suggests that the simpler hardware requirements of CoAP smart
objects, as well as the lower communication overheads of the protocol and the resulting reduced
power consumption, lead to cost advantages in many application scenarios. CoAP only requires 40%
of the power normally used by HTTP.

In [21], the authors evaluate CoAP and MQTT-SN for robot communications. For the experiments
they use a Raspberry Pi B (ARMv6 processor) connected to the network through a Local Area Network
Ethernet cable, using CON and QoS 1. They just measure transmission times, finding that MQTT- SN
shows a 30% better transmission time over CoAP.

In [22], the author presents an empirical comparison of different open source CoAP
implementations in terms of latency, memory, and CPU consumption in a real testbed consisting of
two Raspberry Pi 3 model Bs connected via Wi-Fi through a 56 Mbps router. They measure latency
with Tcpdump after 50 requests have been sent for each combination of CoAP client and server
implementation.

In [23], the authors discuss and analyze the efficiency, usage, and requirements of MQTT and
CoAP using a Raspberry-Pi with Raspbian OS and a temperature sensor in a simple experiment that
contains one publisher, server, and broker. They conclude that as the size of the message being sent
increases, CoAP handles more data than MQTT.

In [24], the authors compare the performance of CoAP, MQTT, and HTTP REST using a Raspberry
Pi 3 and the aiocoap, Mosquitto, and Django implementations of the protocols. They compare the
number of bytes consumed and the delay for each of the protocols under different network
conditions. The results show that CoAP is most efficient in terms of time and bandwidth for smaller
payloads, and its performance deteriorates as payload size increases.

In [25], the authors investigate and analyze four protocols, namely, CoAP, MQTT, MQTT-SN, and
QUIC, to understand the overheads of obtaining data from an IoT device at a sink to potentially
disseminate this data downstream. For evaluation, the experiments were performed in an emulated
environment using VirtualBox VMs. A subset of the experiments was also run using Raspberry Pis.
They measure delay and total packets sent. Results show that in terms of overheads, CoAP is the most
efficient protocol. Another key finding from the experiments is that for IoT protocols that use a fire-
and-forget paradigm, such as CoAP non-confirmable, MQTT QoS 0, and MQTT-SN QoS 0, the wait
or keep alive timers play a crucial role in performance.

In [26], the authors look at the impact of the application protocol (CoAP and MQTT) on
performance over two different wireless networks: Bluetooth Low Energy and Wi-Fi. The evaluation
was performed using an Ericsson internal event-based radio network system simulator. The authors
find that CoAP performs better both in terms of latency and power consumption over both wireless
networks.

In [27] and [28], the authors compare CoAP and MQTT with regards to communication delay
and network traffic. For the experiments they use Linux Lubuntu.

In [29], the author deploys NDN, an information-centric networking (ICN) protocol, with name-
based routing and in-network caching, and the IP-based CoAP and MQTT-SN, on a large-scale IoT
testbed in single- and multi-hop scenarios under varying traffic loads. The devices in the testbed use
RIOT, a small, open source operating system with a focus on low-power wireless Internet of Things
(IoT) devices. The authors find that NDN is more resource-friendly and robust in multi-hop
scenarios, while CoAP and MQTT operate at less overhead and higher speed in single-hop
deployments. Although the paper is focused on comparing ICN protocols against current, IP based,
IoT protocols, the authors also point out that a holistic analysis of MQTT and CoAP in a consistent
experimental setting, including low-end IoT devices, is missing in the literature.

Finally, in [30], the authors look at the impact of the protocol stack (specifically CoAP and
MQTT) on performance over a 5G massive IoT realization (NB-IoT). As in [26], the author uses an
Ericsson internal event-based radio network system simulator, and obtains the application level
throughput. The simulation study confirms that MQTT as a TCP based system impacts negatively on
the device’s perceived throughput compared with CoAP.
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From this state of the art review, we can conclude that most of the previous work on performance
evaluation of IoT application layer protocols considered just CoAP, or CoAP and the not constrained
version of MQTT (MQTT over TCP). We use the UDP-adapted version of MQTT, MQTT-SN, since
TCP is inappropriate for the constrained IoT, as pointed out in [29]. From all the related works,only
[21], [25], and [29] include in their study CoAP and MQTT-SN. In [21] and [25] the study is conducted
using one Raspberry or VirtualBox VMs, without considering the effects of several devices and multi-
hop scenarios, and they measure delay and packet transferred but not energy consumption, which is
a key parameter in constrained environments. [29] is the most complete work to date, including multi-
hop scenarios and energy consumption measurements, but its focus is different from ours, since it
compares protocols based on ICN versus IP-based protocols, not IoT application layerprotocols.

In this paper, we will present an energy consumption, message length, and type of message study
of the two main IoT application layer protocols, CoAP and MQTT-SN, with constrained devices (Z1
motes) in a multi-hop environment simulated using the Cooja simulator, using the routing protocol
for low-power and lossy networks defined in the IETF, RPL.

4. Simulation Tools and Scenarios

In order to test the performance of the main application protocols in terms of energy
consumption and traffic generated, Contiki [31] was used, which is an open source operating system
for the Internet of Things. This operating system connects tiny low-cost, low-power microcontrollers
to the Internet and supports IPv6 and IPv4, along with IoT standards such as 6LowPAN, RPL, CoAP,
and MQTT. It also supports traditional IP stack protocols such as UDP, TCP, and HTTP. All the
applications in Contiki are written in C language programming, and it has a very powerful tool
named Cooja, which is a simulator where networks can be tested before being printed into hardware.
Cooja offers the advantage of seeing what happens in the simulated network at any time and makes
it easy for developers to debug software for such networks, which is quite difficult[31].

Contiki is designed to operate with low-power devices, for instance, devices whose battery may
last for years. Most of the Contiki motes use MSP430 microcontrollers [32], which are designed to run
with small amounts of memory. Contiki provides mechanisms for estimating the system power
consumption and for understanding where the power was spent.

4.1. Test Bed

In order to test and compare the energy consumption of these IoT application protocols, the
Cooja simulator was used, along with the CoAP and MQTT_SN APIs. Both protocols were simulated
using MSP430 microcontrollers [33], CC2420 radio transceivers [34], and Zolertia motes, more
specifically Z1 motes [35].

CoAP implementation in Contiki is based on Erbium (Er), a low power REST machine for
Contiki. For the test bed, three kinds of elements were used: a border router, a CoAP server to develop
server-side applications, and a CoAP client that polls the actuators/toggle resource every 10 s,
sending a POST method with non-confirmable messages, which means that no ACK is needed, saving
much more energy.

MQTT_SN implementation in Contiki was achieved by using a border router, a publisher, and a
subscriber (client), which is programmed to send an MQTT_SN PINGREQ message every 10 s, as the
CoAP clients, with QoS level 0. The broker used was the Really Small Message Broker (RSMB), which
is a light-weight and low-overhead messaging broker. It allows messaging to and from tiny devices
such as sensors and actuators over networks that are constrained in terms of bandwidth, processing
capability, and reliability. The RSMB broker is pretty similar to traditional brokers used in MQTT, such
as Mosquitto, but the main difference is that RSMB creates a “bridge” that allows connections with
those traditional MQTT brokers.
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4.2. Energy Consumption

Contiki OS has a powerful tool called an Energest module that provides a lightweight, software-
based energy estimation for IoT devices by keeping track when components are on, off, or in different
modes. The Energest module was applied to CoAP and MQTT_SN clients by adding the powertrace
application [36] to the APIs. The powertrace application prints the time in ticks that the radio has
been transmitting (tx) and receiving (rx) as well as how long the CPU has been in active (cpu) and
idle mode (Ipm). The duration of a tick is platform-dependent and it is defined thanks to a system
constant (RTIMER_ARCH_SECOND), whose typical value is 32768 ticks per second.

5. Experimental Results

The main goal of the simulations is to analyze which application protocol is more efficient in
terms of transmission energy consumption and number of messages exchanged. The simulation time
is 30 min, a time long enough to analyze what happens with these two protocols.

The CoAP client starts making requests by sending POST methods. The length of CoAP
messages exchanged are shown in Table 1. However, setting up the connection in MQTT_SN is a little
bit different than CoAP because more messages need to be exchanged due to the fact that MQTT_SN
clients need to register and subscribe to a topic before receiving any publish message from the broker.
Table 2 shows the messages exchanged by the MQTT_SN protocol and their length

Table 1. CoAP messages exchanged and its length.

CoAP Type of Message Length (Bytes)
CoAP Non-Confirmable POST 103

As explained before, the types of messages used are non-confirmable, thus, no responses (ACKs)
are needed. Figure 7 shows the number of messages exchanged for a CoAP simulation.

Figure 8 shows that MQTT_SN needs more messages than CoAP for setting up the connection.
However, once a MQTT_SN client is subscribed to the interest topics, it falls to “sleep mode”, which
means less energy consumption. In order to start receiving all the publish messages related to the
subscribed topics, a MQTT_SN client sends PINGREQ to the broker, which is pretty similar to
sending POST methods in CoAP. The only difference is the length, and, as shown before in Tables 1
and 2, the CoAP POST message length is greater than the MQTT_SN PINGREQ message length.
Therefore, it is expected that CoAP transmission energy consumption will be greater than MQTT_SN
transmission energy consumption.

Figure 9 shows the accumulative transmission energy consumption of these two protocols
during the 30 min simulation in our test bed. Figure 9 proves the veracity of what was expected. As
MQTT_SNs exchange more messages at the beginning, with the main goal of subscribing and
registering topics, they waste more transmission energy than CoAP when the simulation starts.
However, since CoAP message lengths are larger than MQTT_SN message lengths, CoAP
transmission energy consumption goes up when the simulation is advanced.

The results show that the total energy consumption is almost the same, with MQTT_SN being
slightly more efficient than CoAP. Moreover, as explained in the previous sections, all the complexity
of MQTT_SN resides at the broker side, unlike CoAP in which clients are more complex. Therefore,
MQTT_SN clients are more lightweight than CoAP clients. The use of CoAP and MQTT_SN protocols
depends on the application and what the customer wants. For instance, if the application to develop
does not require any security mechanism or QoS, and the main goal is to save energy, it is better to
use MQTT_SN. Otherwise, CoAP is a good option, and it is also advisable to look at other application
protocols for the IoT, such as MQTT, although it is not so well suited for constrained devices.
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COAP EXCHANGED MESSAGES

CoAP_Non-Confirmable_POST 164
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Figure 7. CoAP exchanged messages during the simulation.

Table 2. MQTT_SN messages exchanged and its length.

MQTT_SN Type of Message Length (Bytes)

MQTT_SN Connect Command 96
MQTT_SN Register 88
MQTT_SN Subscribe Request 81
MQTT_SN Ping Request 92
MQTT_SN Publish Message 96

MQTT-SN MESSAGES EXCHANGED

MQTT-SN_Publish Message 3
MQTT-SN_Ping Request 149
MQTT-SN_Subscribe Request 1
MQTT-SN_Register 6
MQTT-SN_Connect Command 1
RPL _ DODAG Information Object 20

RPL _ Destination Advertisement Object |9

RPL _ DODAG Information Solicitation 1

0 20 40 60 80 100 120 140 160

Number of Messages Exchanged

Figure 8. MQTT_SN exchanged messages during the simulation.
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Figure 9. Energy Consumption comparison between CoAP and MQTT_SN.

6. Conclusions and Future Work

In this paper, we have studied the performance of the two main application layer protocols for
IoT, CoAP, and MQTT_SN in terms of transmission energy consumption while analyzing message
length. Section 4 shows that the performance of these two light application protocols is pretty similar
when the total transmission energy consumption is obtained. Nevertheless, MQTT_SN is more
efficient than CoAP since its client nodes have less complexity than CoAP clients.

The use of these protocols depends on the application because MQTT_SN requires an
infrastructure that implies having the broker system allocated. This demand is inconvenient when the
network is already deployed and there is no availability to provide such requirements. However, the
implementation of CoAP in terms of infrastructure is simpler because it can work without it, and this
could be an advantage.

As mentioned previously, CoAP can run over UDP using DTLS. The use of this protocol, with
or without security mechanisms, is up to the application. In future work, it would be interesting to
analyze the performance of CoAP when using DTLS in terms of energy consumption and message
length. It would also be interesting to take into account the delay and bandwidth measurements.
Finally, this paper compares the CoAP and MQTT_SN protocols. There are other, less used,
application layer protocols for constrained devices, such as XMPP [37], AMQP [38], and DDS [39].
Therefore, it would be interesting to evaluate the performance of these alternative application
protocols in comparison to CoAP and MQTT_SN.
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