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Message from the Guest Editor

Computer and network security is, has been, and will be
one of the most critical issues to be faced by industries and
people all over the world. Techniques to detect attacks and
manage the resulting risks have been developed and
deployed, but they must be continuously improved in a
cat-and-mouse play with cyber criminals who are
constantly evolving their attacks to stay one step ahead.

In the era of big data, systems can improve tools to detect
and manage attacks from humans or malware by
collecting and analyzing a huge amount of information on
the actual behavior of a system and of its users. The
purpose is to integrate current detection methodologies
with big data ones to continuously improve detection of
vulnerabilities and malware and use the time savings from
automated security intelligence to identify threats and
improve containment processes. The resulting approach
can offset human shortcomings in detecting and handling
cyberattacks even if they have never been seen before,
because they exploit vulnerabilities that are not public yet.
This will strongly improve both the security and resilience
of ICT and OT systems.

ecial


https://www.scopus.com/sourceid/21101020112
/journal/BDCC/stats
https://mdpi.com/si/58158
https://www.mdpi.com/si/58158
https://www.scopus.com/sourceid/21101020112
/journal/BDCC/stats

big data and i

° 0 . 3.7
cognifive computing
an Open Access Journal by MDPI
Editor-in-Chief Message from the Editor-in-Chief
Prof. Dr. Min Chen Big Data and Cognitive Computing (BDCC) is a scholarly

Schoolof Computer Scienceand  online journal which provides a platform for big data
Engineering, South China theories with emerging technologies on smart clouds and
University of Technology, . . . o
Guangzhou 510641, China exploring supercomputers with new cognitive applications.
It is a peer-reviewed, open access journal that publishes
high quality original articles, reviews and short
communications. The primary aims of this journal are to
encourage contributions of high quality scientific papers
relating to data management and analytics in industry,
such as manufacturing, healthcare, education, media and
business, data mining, and cognitive science. There is no

restriction on the maximum length of the papers.

Author Benefits

Open Access: free for readers, with article processing charges (APC) paid by authors or
their institutions.

High Visibility: indexed within Scopus, ESCI (Web of Science), dblp, Inspec,

Ei Compendex, and other databases.

Journal Rank: JCR - Q1 (Computer Science, Theory and Methods) / CiteScore - Q1
(Management Information Systems)

Contact Us

Big Data and Cognitive Computing Tel: +4161683 77 34 mdpi.com/journal/BDCC
Editorial Office www.mdpi.com bdcc@mdpi.com

MDPI, Grosspeteranlage 5 X@BDCC_MDPI

4052 Basel, Switzerland


https://www.mdpi.com/openaccess
https://www.mdpi.com/journal/bdcc/apc
https://www.scopus.com/sourceid/21101020112
https://mjl.clarivate.com/search-results?issn=2504-2289&hide_exact_match_fl=true&utm_source=mjl&utm_medium=share-by-link&utm_campaign=search-results-share-this-journal
https://dblp.uni-trier.de/db/journals/bdcc/index.html
https://inspec-direct-app.theiet.org/
https://www.engineeringvillage.com/home.url
https://www.mdpi.com/journal/BDCC/indexing
https://mdpi.com
https://mdpi.com/journal/BDCC

	Cyber Security in Big Data Era

