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Power, EM, timing, acoustic, fault, and cache
attacks;

Countermeasures against side-channel attacks
Higher-order side channel attacks;
Higher-order masking countermeasures;

Signal processing for side-channel attacks;
Modeling of side-channel attacks;

Profiling attacks;

Machine learning-based side-channel attacks;
Side-channel attacks against post-quantum
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Single trace attacks against public  key
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Differential computation analysis against white-box
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Physical unclonable functions (PUFs).
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