i}% electronics s

IMPACT

an Open Access Journal by MDPI

High Accuracy Detection of Mobile Malware Using Machine Learning

Guest Editor:

Dr. Suleiman Yerima

Cyber Technology Institute,
School of Computer Science and
Informatics, De Montfort
University, The Gateway,
Leicester LE1 9BH, UK

Deadline for manuscript
submissions:
closed (31 October 2022)

mdpi.com/si/49374

Message from the Guest Editor

This Special Issue calls for contributions that focus on
novel, efficient and high-accuracy detection of malware on
the mobile platform using machine learning. The Special
Issue invites authors to submit high-quality research
papers reporting the latest results and innovative
approaches featuring robust, scalable, obfuscation-
resilient, attack-resistant machine learning techniques. The
scope of the topics for this Special Issue includes (but is not
limited to) the following:

e Systematic review of the latest machine-learning-
based mobile malware research

e Novel machine learning techniques applied to
mobile malware

e Deep-learning-based detection of mobile malware

® Novel supervised and unsupervised learning
techniques

e Classifier fusion and ensemble-learning-based
approaches

® Novel system architectures for mobile malware
detection

e Network-based machine-learning-driven detection
systems

e Edge/fog  computing  machine-learning-based
detection systems

¢ Cloud-based/cloud-assisted large-scale detection
systems

e Adversarial machine learning techniques

* Mitigating long-term performance decline
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Editor-in-Chief Message from the Editor-in-Chief
Prof. Dr. Flavio Canavero Electronics is a multidisciplinary journal designed to
Department of Electronics and appeal to a diverse audience of research scientists,

Telecommunications,
Politecnico di Torino, 10129
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practitioners, and developers in academia and industry.
The journal is devoted to fast publication of latest
technological breakthroughs, cutting-edge developments,
and timely reviews of current and emerging technologies
related to the broad field of electronics. Experimental and
theoretical results are published as regular peer-reviewed
articles or as articles within Special Issues guest-edited by
leading experts in selected topics of interest.
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