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Message from the Guest Editors

This Special Issue on “Techniques and Frameworks to
Detect and Mitigate Insider Attacks” aims to explore the
state-of-the-art research dealing with new surveys, policies,
tools, techniques, concepts, and applications concerning
the detection, response and recovery, mitigation, and
prevention of insider attacks.

Topics of interest include, but are not limited to:

Insider attack modeling and attack vectors;
Implications of insider attacks;
Policies and regulations to prevent insider attacks;
Authentication and authorization techniques to
address insider attacks;
Behavioral analytics and fraud detection;
Data governance and differential privacy to
mitigate data leaks;
Insider attack recovery mechanisms;
Insider attack datasets;
Applications of machine learning to detect and
prevent insider

See more information at:

https://www.mdpi.com/journal/information/special_issues/detect_mitigate_insider_attacks

an Open Access Journal by MDPI

Techniques and Frameworks to Detect and Mitigate Insider Attacks

6.92.4

mdpi.com/si/96917 SpecialIssue

https://www.scopus.com/sourceid/21100223111
/journal/information/stats
https://mdpi.com/si/96917
https://www.mdpi.com/si/96917
https://www.scopus.com/sourceid/21100223111
/journal/information/stats


Editor-in-Chief

Prof. Dr. Willy Susilo
School of Computer Science and
Software Engineering, University
of Wollongong, Northfields
Avenue, Wollongong, NSW 2522,
Australia

Message from the Editor-in-Chief

The concept of Information is to disseminate scientific
results achieved via experiments and theoretical results in
depth. It is very important to enable researchers and
practitioners to learn new technology and findings that
enable development in the applied field.

Information is an online open access journal of information
science and technology, data, knowledge and
communication. It publishes reviews, regular research
papers and short communications. We invite high quality
work, and our review and publication processing is very
efficient.
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