Sensors

IMPACT
FACTOR
34 PubMed

Indexed in:

an Open Access Journal by MDPI

Al-Enabled Industrial Internet and Its Security, Privacy and Trust

Challenge
Guest Editors:

Dr. Bo Chen

Department of Automation,
Zhejiang University of
Technology, Hangzhou 310023,
China

Dr. Zhen Hong

Institute of Cyberspace Security,
Zhejiang University of
Technology, Hangzhou 310023,
China

Deadline for manuscript
submissions:
closed (30 September 2023)

Message from the Guest Editors

Dear Colleagues,

The Industrial Internet, which makes machines and devices
work together, has been widely used in recent years in
many modern industrial fields, such as smart
manufacturing, intelligent transportation, and smart
healthcare. We can collect plenty of data from the
Industrial Internet through machine to machine, machine
to gateway, and gateway to cloud connections. These big
data can allow us to further use artificial intelligence (Al),
e.g., a kind of machine learning approach, to address the
problem of how to efficiently utilize the resources of all
machines. Unfortunately, however, the Industrial Internet
may suffer from potential attacks, such as denial of service
(DoS), false-data injection (FDI), and spoof. Therefore, the
security for the Industrial Internet is incredibly important
for current industrial hardware, software, and algorithms.
Any security problems in industrial fields may cause
catastrophic effects, such as process control explosion due
to some malicious attacks on machines or devices. This
Special Issue focuses on recent progress in the Industrial
Internet and its security , privacy, and trust challenges.
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Editor-in-Chief Message from the Editor-in-Chief

Prof. Dr. Vittorio M. N. Passaro ~ 5ensors is a leading journal devoted to fast publication of
Dipartimento di Ingegneria the latest achievements of technological developments
Elettrica e dellnformazione and scientific research in the huge area of physical,
(Department of Electrical and . . . . .
Information Engineering, chemical and biochemical sensors, including remote
Politecnico di Bari, Via Edoardo sensing and sensor networks. Both experimental and
Orabona n. 4, 70125 Bari, Italy theoretical papers are published, including all aspects of
sensor design, technology, proof of concept and
application. Sensors organizes Special Issues devoted to

specific sensing areas and applications each year.
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